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• Head to our landing page and 
download some goodies!

• Including:

• Chance to win a free SBS Institute 
webinar or membership!

• This presentation’s slide deck!

• Presentation survey – we love 
feedback! Tell us how we did!

• Free downloads – 6 ISP/VM ideas 
and templates we discussed today!

• Sign up for in the wild!

Downloads & More!

https://sbscyber.com/

rvasec 

https://sbscyber.com/rvasec
https://sbscyber.com/rvasec
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Building a
Modern 
Vendor
Management 
Program



6

“Cybersecurity is 
more than a 

technology issue.
It is a business 

issue.”

– Ginni Rometty, 

former IBM CEO



ISSUE AND SYSTEM-SPECIFIC POLICIES

Information Security Program Diagram – version 3.6
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Evaluates the risk from the highest level, based on

what the organization has and does.

Risk Management Hierarchy

T A C T I C A L  R I S K

S T R A T E G I C  R I S K

Organizational

Risk Assessment

Business Process

Risk Assessment (BIA)

Vendor

Risk Assessment

IT

Risk Assessment

Helps prioritize and recover business process and 

related dependencies, vendors, and IT assets.

Evaluates the criticality of vendors and the risk of 

outsourcing, including IT assets.

Evaluates the inherent threat of IT assets and helps 

prioritize controls that mitigate those threats.
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Risk management hierarchy
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Major 

Components of 

Modern Vendor 

Management

• Your risk assessments MUST help you make better decisions
• Identify Vendor Risk
• Identify Vendor Levels

• Based on Vendor Level
• Contract Review
• Due Diligence
• Metrics

VENDOR RISK ASSESSMENT

VENDOR SELECTION

• Based on Vendor Level
• Contract Review
• Due Diligence
• Metrics

ONGOING MANAGEMENT

© SBS CyberSecurity, LLC 
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CUSTOMER LEGAL

RESOURCES FINANCIAL

Risk Assessment Components
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Goals of 

Vendor 

Risk 

Assessment

1 CATEGORIZE

YOUR 

VENDORS

Is there a difference 
between your critical 

vendors and the lawn care 
company? Not all vendors 

are created equal! 

© SBS CyberSecurity, LLC 
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VENDORS

Is there a difference 
between your critical 

vendors and the lawn care 
company? Not all vendors 

are created equal! 
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SELECT

Your Vendors

Using the Vendor Risk 
Assessment, what decisions 

should you make? 
Which vendors do we want 

to do business with?

2Goals of 

Vendor 

Risk 

Assessment

© SBS CyberSecurity, LLC 
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1 CATEGORIZE

YOUR 

VENDORS

Is there a difference between 
your core banking vendor and 
your janitorial company? Not 
all vendors are created equal! 

SELECT

Your Vendors

Using the Vendor Risk 
Assessment, what decisions 

should you make? 
Which vendors do we want 

to do business with?

2

ONGOING

Management

The biggest decision of 
Ongoing VM:

Do we want to keep doing 
business with this vendor?

3

Goals of 

Vendor 

Risk 

Assessment

© SBS CyberSecurity, LLC 

www.sbscyber.com



What data is 
accessible 
to your 
vendors?

Or… where does 

your data live?
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On your network?

• Can the Vendor access info in or from the IT Asset?

• Does the Vendor have direct access to your network?

With the Vendor?

• Does the Vendor have read or write access to your info?

In the Cloud?

• Does the Vendor have read or write access to your info?

Where does the IT Asset live?

16© SBS CyberSecurity, LLC 
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How important is this vendor?

Start with the Protection Profile

Areas of Measurement:
1. Store, transmit, or process confidential customer info?

2. Access to your customer info?

3. How critical is it that this vendor be available to us?

4. How many IT assets (or systems/apps) does the vendor 

provide us?

© SBS CyberSecurity, LLC 

www.sbscyber.com
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Example Vendor Risk Assessment

© SBS CyberSecurity, LLC 
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Vendor Management Levels

03

02

01

04

ORGANIZATION-WIDE 

CRITICAL VENDORS

SIGNIFICANT VENDORS

NON-ESSENTIAL 

VENDORS

EXEMPT VENDORS

80% of 

focus and 

spend

20% of 

focus and 

spend

20% of 

vendors

80% of 

vendors

01

02

03

04

How Should I 

Categorize My 

Vendors?
https://sbscyber.com/blog

/vendor-management-

how-should-i-categorize-

my-vendors 

SBS Blog

https://sbscyber.com/blog/vendor-management-how-should-i-categorize-my-vendors
https://sbscyber.com/blog/vendor-management-how-should-i-categorize-my-vendors
https://sbscyber.com/blog/vendor-management-how-should-i-categorize-my-vendors
https://sbscyber.com/blog/vendor-management-how-should-i-categorize-my-vendors
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Determining Vendor Levels

© SBS CyberSecurity, LLC 
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Are you really managing existing 

vendor risk and relationships, or are you 

just floating along?

Ongoing Vendor
Management
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Ongoing Vendor Management

1.  Org adopts Vendor 
Management Program

2. Verify Vendor Risk Level
• Level 1 (Critical)
• Level 2 (Significant)
• Level 3 (Non-Essential)

4.Collect 
Data and 

Documents

5. IT Risk 
Assessment

6. Perform 
Due Diligence

7. Review 
Contract

8. Report 
Upstream

Org identifies 
current vendors 
and schedules 

reviews.

3.Update 
Contract

© SBS CyberSecurity, LLC 

www.sbscyber.com
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…the RISK ASSESSMENT!

• Determine vendor classification

• The more important/risky the vendor, the more should be 
done to mitigate risk

• Make the #1 decision: does the organization 

want to keep doing business with this vendor?

o If yes – great! Move along.

o If no – or if there’s more risk than acceptable – then what?

Where to start with Vendor 
Management?

© SBS CyberSecurity, LLC 

www.sbscyber.com
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• All depends on the Level of the 
Vendor

• The greater the Vendor Level 
(risk), the more documentation 
should be required

• And vice-versa!

• Don’t forget to analyze; can’t 
just collect

• What does the organization 

look for? RED FLAGS!

Required Documentation

Critical Vendor Docs Checklist:

 IT or IS Audit/Assessment
1. SOC Reports are most common (SOC 2 

preferred for security standards)

2. External IT Audit or similar as an alternative

3. Other

 Information Security Program

 Business Continuity/Disaster Recovery 

Plan

 Incident Response Plan

 Insurance Coverage (look for cyber 

insurance)

 Audited Financials

 Contract

 Results of NetSec Testing (PT, VA, SE, etc.)

 Web Application Assessment (if SaaS)

 Results of BC/DR/IR Testing

© SBS CyberSecurity, LLC 

www.sbscyber.com
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Management Requirements

© SBS CyberSecurity, LLC 
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SSAE-18 SOC 1 reports do not address logical security 

nor physical security topics; SSAE-18 SOC 1 reports 

only address “internal controls over financial reporting.”

Why Do We Want SOC 2 Reports?

© SBS CyberSecurity, LLC 

www.sbscyber.com
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Who is REQUIRED to have a SSAE 18/SOC Assessment?

Also note: there is no such thing as “SSAE 18 Compliant”

The Big Question…

NO ONE!

© SBS CyberSecurity, LLC 

www.sbscyber.com
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• Set a baseline of questions to ask your vendors

• Due Diligence = What do you know about the company?

• Contract Review = does the contract protect only the vendor, or 

does it meet standard expectations for the duty of care today

o Termination

o Incident Notifications

o Who owns the data?

o More...

• Regulated Industries can show us the way (banking is the best example)

o Joint Banking Guidance on Third Party Risk Management:

https://www.fdic.gov/news/financial-institution-letters/2023/fil23029.html 

Due Diligence + Contract Review

© SBS CyberSecurity, LLC 

www.sbscyber.com
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• Other question sets where appropriate:

• SOC Review Questions – what is important to take away from a SOC review?

• Cloud Computing Questions

• Foreign-Based Service Provider Questions

• Artificial Intelligence 

• Just as different documentation requirements should be set for different levels 

of vendor, so should the amount and types of questions.

The more critical the vendor, the deeper the dive 

into Contract Review and Due Diligence questions

Due Diligence + Contract Review

© SBS CyberSecurity, LLC 

www.sbscyber.com
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looking 
for?
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• How do you measure risk? 

There needs to be a goal!

• How does Residual Risk 

compare to risk goals?

❑ Acceptable levels of Risk?

✓ IT Risk Mitigation Strategy

❑ IT Strategic Plan?

❑ Plan to meet 

acceptable levels 

of risk

✓ Now or in the future…

Acceptable Levels of Risk

© SBS CyberSecurity, LLC 
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• The Watch List has four (4) outcomes:

1. Accept the Risk

2. Resolve the Risk

❑ Work with the vendor to address any 

issues until resolved, then remove the 

vendor from the Watch List

3. Change the Risk

❑ Find a new vendor

❑ Bring the product in-house (if outsourced) 
for more control

❑ Discontinue the product or service

4. Transfer the Risk

The Watch List

© SBS CyberSecurity, LLC 

www.sbscyber.com
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Other Ways to
Manage Vendor Risk
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• Shared Assessments is a global membership organization dedicated to 

developing the best practices, education, and products to drive third-party risk 

assurance. 

• Two most common assessments: SIG and VRMMM

• Not a certification! A self-assessment

• SIG = Standardized Information Gathering (maps to many frameworks)

❑ SIG is a third-party self-assessment that covers 19 risk domains

• VRMMM = Vendor Risk Management Maturity Model

❑ Free to download – framework for assessing Vendors

• SBS is seeing a more SIG and VRMMM reports

❑ https://sharedassessments.org/products/ 

Shared Assessments

© SBS CyberSecurity, LLC 

www.sbscyber.com
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ISO 27002 Gap Assessment

© SBS CyberSecurity, LLC 

www.sbscyber.com



36

Top VM Risk Assessment Products

Archer https://www.archerirm.com/content/vendor-risk-

management

Massachusetts

CoNetrix https://tandem.app/vendor-management-software Texas

Venminder https://www.venminder.com/ Kentucky

Ncontracts https://ncontracts.com/ Tennessee

Quantivate https://quantivate.com/vendor-management-

software-2/

Washington

WolfPAC https://www.wolfpacsolutions.com/ Boston

TRAC Vendor https://sbscyber.com/solutions/trac South Dakota

© SBS CyberSecurity, LLC 

www.sbscyber.com
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Has the vendor had a code review performed for 

the system/application the organization is using?

OWASP – Open Web Application Security Project

❑ https://www.owasp.org/index.php/Main_Page

❑ THE standard for online web application security

In our experience, most Vendors do NOT have their 

web apps tested against OWASP standards

What about Code Reviews?

https://www.owasp.org/index.php/Main_Page
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• UpGuard
▪ https://www.upguard.com/product/vendorrisk

• SecurityScorecard
▪ https://securityscorecard.com

• BitSight
▪ https://www.bitsight.com/

• Dunn & Bradstreet Cyber Risk Score (formerly FICO)
• https://www.dnb.com/resources/cyber-risk-rating.html 

CAVEAT: these are newer technologies, and there are 

assumptions made in many of these scores. Don’t 

treat them as gospel, but they are a good resource

Continuous Vendor monitoring

© SBS CyberSecurity, LLC 

www.sbscyber.com
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Data Flow Diagrams

1
2

Data Flow 

Diagrams
https://sbscyber.com/blog/

data-flow-diagrams-101 

SBS BLOG

© SBS CyberSecurity, LLC 

www.sbscyber.com
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First Question:

do you assess risk before talking to new vendors, 

or only after the contract is signed?

Selecting Better
Vendors
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Vendor Selection Flow

1.  Org adopts Vendor 
Management Program

2. Vendor Categorization
• Level 1 (Critical)
• Level 2 (Significant)
• Level 3 (Non-Essential)

3. Cost/ Benefit 
Analysis

4. Check 
References

5. IT Risk 
Assessment

6. Perform 
Due Diligence

7. Select 
Vendor

Org identifies 
new 

technology/ 
vendor

8. Contract 
Review

Ongoing 
Vendor 

Management
Program

© SBS CyberSecurity, LLC 

www.sbscyber.com
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• Always start with the RISK ASSESSMENT!

• What is the risk associated with the vendors and/or IT systems or 

assets being selected?

• Determine the type of Vendor the organization is looking at 

during the selection process

❑ What kind of information are they storing, transmitting, and processing?

❑ How critical will this vendor be to the organization going forward?

• Different selection requirements for different levels of vendors

Much of the same as Management

© SBS CyberSecurity, LLC 

www.sbscyber.com
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Selection Requirements

© SBS CyberSecurity, LLC 
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• Depends on the Level or importance!
• Level 1 Vendor (High) – minimum of 3 vendors

• Level 2 Vendor (Medium) – minimum of 2 vendors

• Level 3 Vendor (Low) – minimum of 1 vendor

• More is always better, but why?
• Security controls

• Additional functionality

• PRICE!

How many vendors to review?

© SBS CyberSecurity, LLC 

www.sbscyber.com



45

• Use Metrics (but don’t forget value)

• Rank the Vendors being selected

• Importance

• Threats

• Cost/Benefit Analysis

• IT Risk Assessment

• Due Diligence

• Most importantly, the organization’s opinion

• The #1 question: which Vendor 

do we want to do business with?

Making the Selection Decision

© SBS CyberSecurity, LLC 

www.sbscyber.com
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• Notice that vendor 3 has done the most to reduce the risk of information security threats.

• However, considerations must be given for other areas.

Vendor Selection Results

© SBS CyberSecurity, LLC 

www.sbscyber.com
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What’s the difference? Why should you care?

What do you need to do?

Third vs Fourth Party 
Management
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Third vs. Fourth Party Risk

© SBS CyberSecurity, LLC 

www.sbscyber.com
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• Vendor (or Third-Party) Risk Management documentation may be found in 
a few areas in a SOC Report:

❑ Company’s Description of Systems and Controls
✓ Internal Controls > Vendor/Third Party Risk Management

❑ Common Criteria (Security)
✓Monitoring

✓ Risk Assessment

✓ Risk Mitigation

SOC Report 4th Party Example

© SBS CyberSecurity, LLC 

www.sbscyber.com
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• Step 1: Know who your Critical Vendors’ critical vendors are – inventory them

• Step 2:  Determine if your Critical Vendors are performing any Vendor 

Management of their own

• Should be listed out in their SOC 2 report
• If so, ask see their process and results

• If not, you’ve got some risk

• Step 3:  Work with your Vendor to improve their vendor management 

processes or gather documentation to perform your own due diligence

• Step 4:  Review your findings with your Vendor

• Step 5: Work to mitigate the risk as best you can

Best Practices for 4th Party 
Management

© SBS CyberSecurity, LLC 

www.sbscyber.com
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• Most of your data today does not 
reside on your network

• Vendors are critical to business 
operations

• Vendor risk = business risk

• Your data = your responsibility – 
no matter where the data lives

• Know how to make good vendor 
decisions based on risk

• Align Vendors with your 
cybersecurity goals and standards
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• Head to our landing page and 
download some goodies!

• Including:

• Chance to win a free SBS Institute 
webinar or membership!

• This presentation’s slide deck!

• Presentation survey – we love 
feedback! Tell us how we did!

• Free downloads – 6 ISP/VM ideas 
and templates we discussed today!

• Sign up for in the wild!

Downloads & More!

https://sbscyber.com/

rvasec 

https://sbscyber.com/rvasec
https://sbscyber.com/rvasec
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Follow SBS on LinkedIn!

https://www.linkedin.com/

company/sbs-cybersecurity

https://www.linkedin.com/company/sbs-cybersecurity


54

SBS Institute - we’ve got your content

https://learning.sbscyber.com/ 

MEMBERSHIP

https://learning.sbscyber.com/


Cyber Consulting and vCISO Services

ISP Development, Business Resilience Planning and Testing, AI Strategy, Vendor Mgmt!

IT Audit and Governance Testing Services

Cybersecurity Essentials Assessments, NIST CSF Assessments, ACH Audits, and more!

55

SBS - Top Rated Cyber GRC Company

https://sbscyber.com/ 

G2Badge-ClientsLoveUsmedal

Red Team and other 

Cyber Testing Services

PT, VA, M365 Hardening, Email, Password Cracking, Social Engineering, and more!

TRAC: Cyber Risk Management Software

https://learning.sbscyber.com/
https://www.g2.com/categories/cybersecurity-consulting?tab=highest_rated
https://www.g2.com/products/sbs-cybersecurity/reviews
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Complimentary Resources

https://learning.sbscyber.com/resourcelibrary 

https://learning.sbscyber.com/resourcelibrary


Email Jon to receive our weekly top-secret 
cybersecurity newsletter… or click here:

I N  T H E

https://sbscyber.com/in-the-wild
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Contact Information

JON WALDMAN
• President, Partner

• CISA, CRISC, CDPSE

• Master’s of 
Information Assurance, 
Dakota State 
University

• Mission: help you make 
better cybersecurity 
decisions

• Phone: 605-380-8897

• jon@sbscyber.com 

• www.sbscyber.com 

mailto:jon@protectmybank.com
http://www.protectmybank.com/

	Slide 1
	Slide 2: Contact Information
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14: What data is accessible to your vendors?
	Slide 15
	Slide 16: Where does the IT Asset live?
	Slide 17: Start with the Protection Profile
	Slide 18: Example Vendor Risk Assessment
	Slide 19: Vendor Management Levels
	Slide 20: Determining Vendor Levels
	Slide 21
	Slide 22: Ongoing Vendor Management
	Slide 23: Where to start with Vendor Management?
	Slide 24: Required Documentation
	Slide 25: Management Requirements
	Slide 26: Why Do We Want SOC 2 Reports?
	Slide 27: The Big Question…
	Slide 28: Due Diligence + Contract Review
	Slide 29: Due Diligence + Contract Review
	Slide 30: What are you looking for?
	Slide 31: Acceptable Levels of Risk
	Slide 32: The Watch List
	Slide 33
	Slide 34: Shared Assessments
	Slide 35: ISO 27002 Gap Assessment
	Slide 36: Top VM Risk Assessment Products
	Slide 37: What about Code Reviews?
	Slide 38: Continuous Vendor monitoring
	Slide 39: Data Flow Diagrams
	Slide 40
	Slide 41: Vendor Selection Flow
	Slide 42: Much of the same as Management
	Slide 43: Selection Requirements
	Slide 44: How many vendors to review?
	Slide 45: Making the Selection Decision
	Slide 46: Vendor Selection Results
	Slide 47
	Slide 48: Third vs. Fourth Party Risk
	Slide 49: SOC Report 4th Party Example
	Slide 50: Best Practices for 4th Party Management
	Slide 51
	Slide 52
	Slide 53: Follow SBS on LinkedIn!
	Slide 54: SBS Institute - we’ve got your content
	Slide 55: SBS - Top Rated Cyber GRC Company
	Slide 56: Complimentary Resources
	Slide 57
	Slide 58: Contact Information

