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Agenda

Introduction to Entra/O365 Logging

Attacking and Defending GraphRunner

● Initial Access
● Discovery
● Lateral Movement
● Collection
● Evasion



The Basics

Cloud based Identity and Access 
Management Service that can be used to 

access external resources

Resources include O365 and Azure Portal

Access apps developed by your org

Cloud service to access productivity 
applications including Outlook, 
SharePoint, OneDrive, Teams



What is the Microsoft Graph?
Microsoft Graph exposes REST APIs and client libraries to 
access data on the following Microsoft cloud services:

● Microsoft 365 core services: Bookings, Calendar, 
Delve, Excel, Microsoft 365 compliance 
eDiscovery, Microsoft Search, OneDrive, OneNote, 
Outlook/Exchange, People (Outlook contacts), 
Planner, SharePoint, Teams, To Do, Viva Insights

● Enterprise Mobility + Security services: Advanced 
Threat Analytics, Advanced Threat Protection, 
Entra ID, Identity Manager, and Intune

● Windows services: activities, devices, notifications, 
Universal Print

● Dynamics 365 Business Central services

https://learn.microsoft.com/en-us/graph/overview

https://learn.microsoft.com/en-us/graph/overview


The Basics of Logging

Office 365 
Logs

Entra ID - 
Audit

Entra ID - 
Sign-In Logs
(Interactive)

Default logging available with these services

Log Aggregation Platforms/SIEMs ingest these

Some overlap in logging - will discuss



GraphRunner

PowerShell module created by Beau Bullock (@dafthack) & Steve Borosh 
(@424f424f) from Black Hills Information Security for red team engagements
● Broken into functions for different tasks
● Lowers the bar versus the PowerShell calls to the Graph API
● Also has a UI



GraphRunner Components

Authentication

Persistence

Reconnaissance/
Enumeration

Pillage
Supplemental



Initial Access via Authentication

PowerShell functions to facilitate 
access

● Authenticate to Microsoft Graph
● Complete OAuth flow to an Entra ID 

application
● Refresh tokens periodically



Tokens

Access Tokens
● Contains permissions for client; used for authorization
● Golden SAML style attack allowed the user to craft their own access token

Refresh Tokens (24 hours for single page apps and 90 days for all other 
scenarios)
● “Refresh tokens replace themselves with a fresh token upon every use. The 

Microsoft identity platform doesn't revoke old refresh tokens when used to 
fetch new access tokens. Securely delete the old refresh token after 
acquiring a new one. Refresh tokens need to be stored safely like access 
tokens or application credentials.”

https://learn.microsoft.com/en-us/entra/identity-platform/refresh-tokens

https://learn.microsoft.com/en-us/entra/identity-platform/refresh-tokens


UserPasswordAuth
● Works with single factor
● MFA is mandated on some apps like 

O365 Admin and Entra Admin 
Center but not for all users

ExternalCall (default)
● Code Based Login
● Multi-factor authentication

Get-GraphTokens

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-authentication
https://learn.microsoft.com/en-us/entra/identity-platform/v2-oauth2-device-code

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-authentication
https://learn.microsoft.com/en-us/entra/identity-platform/v2-oauth2-device-code


Logging in with User/Password

Interactive Sign-in - Azure AD and Office 365



External Call - MFA Users

Logged in via MFA

Entra ID

Craft a site/link 
with the code

Request a token
15 minute clock starts and 

prompt to login to Microsoft 
site with 9 character code

Provide 
site/link 

surreptitiously 
to the user

Access Token 
provided to 
adversary



User Experience for External Call

https://www.netskope.com/blog/new-phishing
-attacks-exploiting-oauth-authentication-flow

s-part-2

https://www.netskope.com/blog/new-phishing-attacks-exploiting-oauth-authentication-flows-part-2
https://www.netskope.com/blog/new-phishing-attacks-exploiting-oauth-authentication-flows-part-2
https://www.netskope.com/blog/new-phishing-attacks-exploiting-oauth-authentication-flows-part-2




Non-Interactive Sign-in Logs

SIEM or 
Log 

Management 
Tools

Entra ID
(Diagnostic 

Settings)
Event Hub Azure Function

Pertains to many Log Management Tools

Storage Account



Non-Interactive Sign-ins

Token refreshes

Office 365 and 
Azure AD sign-in 
events do not log 
this kind of log-in

Impacts all 3P 
logging solutions



Azure AD/Entra ID Sign-in

Used the Android browser/device switches

Azure AD Audit also captures the MFA authentication to the iOS application



Office 365 Sign-In

Lots of logs on client 
during login here that 
have been trimmed



UserPasswordAuth does not have non-interactive user sign-in events after the 
interactive login

ExternalCall creates a non-interactive user sign-in shortly after login
● User Agent now aligns with GraphRunner command issued
● No Session ID in Log Stream
● Application is the app we provided in command (or default)

Interesting Difference



Invoke-RefreshGraphToken

When the access token 
expires, we can use the 
refresh token



Recon & Enumeration

Enumeration of
● Entra ID organization and user settings

● Conditional Access Policies

● Applications

● Users

● Groups (Updatable, Dynamic)

● SharePoint URLs

● Open Inboxes

● Tenant ID



Microsoft Graph Activity Logs

SIEM or 
Log 

Management 
Platform

Entra ID
(Diagnostic 

Settings)
Event Hub Azure Function

Addresses a gap in visibility that exists
https://learn.microsoft.com/en-us/graph/microsoft-graph-activity-logs-overview

Storage Account

https://learn.microsoft.com/en-us/graph/microsoft-graph-activity-logs-overview


What Can We See?

Request URI

IP Address

User Agent string

User/Service Principal GUID

Location

Scope/Role of the Requestor

Tenant/Application GUID



Invoke-GraphRecon

PS C:\GraphRunner> Invoke-GraphRecon -Tokens $tokens -permissionenum
[*] Using the provided access tokens.
[*] Refreshing token to the Azure AD Graph API...
[*] Now trying to query the MS provisioning API for organization settings.
================================================================================
User Settings
================================================================================
Self-Service Password Reset Enabled: true
Users Can Consent to Apps: true
Users Can Read Other Users: true
Users Can Create Apps: true
Users Can Create Groups: true
================================================================================
Authorization Policy Info
================================================================================
Allowed to create app registrations (Default User Role Permissions): True
Allowed to create security groups (Default User Role Permissions): True
Allowed to create tenants (Default User Role Permissions): True
Allowed to read Bitlocker keys for own device (Default User Role Permissions): True
Allowed to read other users (Default User Role Permissions): True
Who can invite external users to the organization: everyone
Users can sign up for email based subscriptions: True
Users can use the Self-Serve Password Reset: True
Users can join the tenant by email validation: True
Users can consent to risky apps:
Block MSOL PowerShell: False
Guest User Policy: Guest users have limited access to properties and memberships of 
directory objects
================================================================================
[*] Now enumerating individual permissions for the current user
[Allowed Actions]:
Read role assignments assigned to service principals : allowed
Read standard properties of application policies : allowed
Read the memberOf property on Security groups and Microsoft 365 groups, including 
role-assignable groups : allowed
Read manager of users : allowed
Read application policies applied to objects list : allowed
Read basic properties on domains : allowed
Read basic properties on users : allowed
Read the group membership for all contacts in Microsoft Entra ID : allowed
Update authentication methods for users : allowed
Read standard properties of authentication methods for users : allowed
Read basic properties on subscriptions : allowed
Read owners of Security groups and Microsoft 365 groups, including role-assignable 
groups : allowed
Read owned objects of users : allowed
Read basic properties of custom rules that define network locations : allowed
Create new tenants in Microsoft Entra ID : allowed
Read owners of policies : allowed
Read the direct reports for users : allowed
Read owned objects of service principals : allowed
Delete authentication methods for users : allowed
Invite Guest Users : allowed
Update User Principal Name of users : allowed
Force sign-out by invalidating user refresh tokens : allowed

Tenant info including contact, sync, user, 
authorization policy and service settings

PermissionEnum flag - Allowed Actions 
and Conditional Access for the current 
user



Invoke-DumpApps
Pretty noisy set of logs

Service Principal, Application, Organization and 
User endpoints

Recursively hits apps to get assigned role

User endpoint with GUID of user whose token 
was used

Some non-interactive login activity too



Get-AzureADUsers/
Get-SecurityGroups
Enumerate all Azure AD Users and write to a file

● graph.microsoft.com/v1.0/users

Enumerate all security groups and members to csv file



Invoke-GraphOpenInboxFinder
Find user’s inboxes that are readable by the current user

Mailbox misconfiguration (or for business need) to allow others to read their mail items



Reconnaissance Commentary

Graph API Activity logs are Superhelpful!
● Found some 429 throttling
● All recon commands have a user agent of the 

console they ran in
● Session ID was also a constant

Estimate Access API - submit an action and find 
out if you can perform it
● Undocumented API
● Seen when using Azure Portal for admin 

functions
● Something to continue to poke at

https://learn.microsoft.com/en-us/graph/throttling-limits

https://learn.microsoft.com/en-us/graph/throttling-limits


Persistence

Invoke-AddGroupMember
● Adds a user to a group

Invoke-SecurityGroupCloner
● Clones a security group using an identical 

name and member list
● Option to inject another user in new group

Invoke-InviteGuest
● Invites a guest user to the tenant

Invoke-InjectOAuthApp
● Injects an app registration into the tenant



Invoke-InjectOAuthApp

Creates a new application with permissions 
that a user can log into 

Used as a stepping stone

Requires some social engineering
● User needs to provide consent 
● Allows interception of an OAuth code
● Not Time Bound!
● Cashed in for an application token 

(access token and refresh token) specific 
to the application



High Level Flow of App Injection

Entra ID
(Create Application with 

Scope/Permissions)

Unsuspecting 
User

Web Server
(will handle redirect from 

GraphRunner)

Invoke-InjectOAuthApp
Create Application with a set 

of permissions and a Reply 
URL (web server)

AutoOAuthFlow.py
Specify application id, secret, 
URL and scope (permissions)

Send URL to 
User

Redirect to Sign-In to 
Entra ID

Prompt to Accept 
Application/Permission 

Scope

1

4

3

2

5

6
AuthCode is sent to web 

server

7
Get-AzureAppTokens





Preparing The Infrastructure

Delivering the payload would likely be a phish of some sort



Permission Scope Requested



Web Server Redirect Captures



Successful Authentication Into Your Application!



App Injection - Visibility

Invoke-InjectOAuthApp
Create Application with a set 

of permissions and a Reply 
URL (web server)1

Application, Service Principal, Secret Key

● Application name, permissions and attributes are logged

Azure AD Audit, Office 365 and Graph Activity Logs



Time is on the adversary’s side

No countdown clock like External Call

Keep the listener up and keep phishing

App Injection - Visibility

Entra ID
(Create Application with 

Scope/Permissions)

Unsuspecting 
User

Redirect to Sign-In to 
Entra ID

Prompt to Accept 
Application/Permission 

Scope
5



App Injection - Visibility
7

Get-AzureAppTokens

Invoke-RefreshAzureAppTokens

Requires Application Details including Client (App) ID, Secret, Redirect URL, Refresh Token, 
Scope (optional)



Subsequent Graph Activity Logs - Application



Pillage
Accessing information stores
● Search User attributes
● Gather Last N messages from 

Inbox
● Keyword Search of mailbox
● Keyword Search of SharePoint 

and OneDrive
● MS Teams
● Immersive File Reader



Get Email and Write It To a File



UI-Web v UI-Client v API

UI will be the IP of the system; API will be a Microsoft address

Mail Access Type of Sync indicates Outlook client

Client Application ID - Know which of your applications use API to access mail

https://www.cisa.gov/sites/default/files/2025-01/microsoft-expanded-cloud-logs-implementation-playbook-508c.pdf

https://www.cisa.gov/sites/default/files/2025-01/microsoft-expanded-cloud-logs-implementation-playbook-508c.pdf


Invoke-SearchSharePointAndOneDrive



Invoke-SearchSharePointAndOneDrive

Initial search logs the graph API to the search/query endpoint

Office 365 downloads log along with a Get/302 activity

Uses the Invoke-DriveFileDownload function



Invoke-SearchMailbox



GET/400 failures don’t log Office 365

GET/200 triggered a single Office 365 MailItemsAccessed log

Invoke-SearchMailbox



Additional Functions

Defense Evasion

● Deletion of Applications, Groups and Removing 
Users from Groups

Utilities

● File download
● Spin up web basic web server for email viewing
● Check access for token and import tokens
● Listener for App Injection function
● Test different client Ids for determine 

permissions



Invoke-DeleteOAuthApp
Soft Delete of the Application

Can be found in the Deleted Applications section of App registrations

Object ID is provided when App Injection takes place - need this to delete the app

Recon Command Invoke-DumpApps contains Application (Client ID) but not Object ID

Office 365 & Azure AD Audit log the application deletion and the service principal



Revoking Refresh Tokens
“You can’t configure the lifetime of a refresh 
token” - Microsoft

Modify conditional access policies to set time 
when user must sign-in again

Token Protection (Preview) - Sits on top of CAP

If you need to revoke access, the preferred 
method is MS Graph PowerShell

Azure AD PowerShell is deprecated stopped 
functioning end of March 2025

● Revoke-AzureADUserAllRefreshToken
● Revoke-AzureADSignedInUserAllRefreshT

oken

https://learn.microsoft.com/en-us/entra/identity-platform/refresh-tokens
https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access#access-tokens-and-refresh-tokens
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-token-protection

https://learn.microsoft.com/en-us/entra/identity-platform/refresh-tokens
https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access#access-tokens-and-refresh-tokens
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-token-protection


Token Revocation - Admin Actions



Token Revocation - User Account/Adversary Side



Attack Flow with GraphRunner

Authentication

Token theft, password spray, 
compromise credentials

Enumeration

What resources does this 
token provide access to?

Pillage

What information does this 
token allow me to access?

Persistence

How can I find my next victim 
that provides greater access?

Defensive Evasion

How can I cover my tracks?



Finding the Right Signal to Noise

Tuning is needed for these data sources

Polling for log events will generate Graph 
API Activity logs

Legitimate API calls to MS Services will 
generate events as well
● https://learn.microsoft.com/en-us/defen

der-cloud-apps/network-requirements

https://learn.microsoft.com/en-us/defender-cloud-apps/network-requirements
https://learn.microsoft.com/en-us/defender-cloud-apps/network-requirements


Closing Thoughts

Many of these actions are viewed “as-designed” capabilities

Once a token is granted into the system, you have a fair amount of leeway within 
the app and associated permissions granted

Absolutely log Office 365 and Entra ID Audit and Logins
● Strongly consider logging Graph API Activity to uncover information gathering 

and greater fidelity in requests
● Non-Interactive Sign-in Logs can be noisy but can provide visibility that won’t be 

there otherwise when working with token refresh

Think about your token refresh strategy and the frequency of login required



Handy Links

Black Hills Information Security
● https://www.youtube.com/watch?v=o29jzC3deS0 (Video)
● https://www.blackhillsinfosec.com/introducing-graphrunner/ (Blog)

Invictus Blogs
● https://www.invictus-ir.com/news/a-defenders-guide-to-graphrunner-part-i
● https://www.invictus-ir.com/news/a-defenders-guide-to-graphrunner-part-ii

Example Rules in YARA-L

● https://github.com/chronicle/detection-rules/tree/main/rules/community/mic
rosoft

https://www.youtube.com/watch?v=o29jzC3deS0
https://www.blackhillsinfosec.com/introducing-graphrunner/
https://www.invictus-ir.com/news/a-defenders-guide-to-graphrunner-part-i
https://www.invictus-ir.com/news/a-defenders-guide-to-graphrunner-part-ii
https://github.com/chronicle/detection-rules/tree/main/rules/community/microsoft
https://github.com/chronicle/detection-rules/tree/main/rules/community/microsoft


Thank You

John Stoner
Google Cloud

https://www.linkedin.com/in/johnastoner/
@stonerpsu

@stonerpsu@infosec.exchange

https://www.linkedin.com/in/johnastoner/

