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The importance of an Incident Response Plan
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“I have an IR Policy” 

An incident response policy( a broad, high-level framework 

for how an organization handles security incidents)

An incident response plan offers detailed, step-by-step 

procedures for responding to specific incidents. The policy 

defines the overall strategy, while the plan outlines the 

actions to be taken.



Think about the fear behind this….
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As many as 75 percent of companies have no IRP in place. 

And that's a problem. Without an IRP, it's hard to minimize the 

damage of a security breach if you're unclear on what to do.



Why do I care about my incident 

response plan???
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Failing to follow an incident response 
plan at work can lead to many legal 
issues for the organization, potential 
financial penalties, fines, lawsuits, 
and investigations from regulatory 
bodies.

Adhering to an incident response plan 
is crucial for the safety of employees, 
the protection of the company's 
assets.
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Incident response 
plans (IRPs) are not 
limited anymore to 

cybersecurity and are 
used in all industries 

and situations to 
handle a wide range of 

incidents.

There used to be 3 
main categories 

Natural Disasters

Physical Disasters

Technology-Based 
Disasters

Now they need to 
cover incidents like:

Natural disasters-

fire, hurricanes, floods

Technology is now tied to 
many things, Power 

outages, system failures, 
and Physical in most cases 
due to cameras, biometrics

Physical threats Active 
shooter, explosions, break 

ins



Do you know who your CERT team is (Cyber 
Emergency Response Team)?

 

 

Who is the first call to make?

Who will be internal communication to 

employees? External to clients and the 

media?

How will that communication happen 

depending on the incident? 

  i.e. no power, texting? Calling? 

Do you have all current cell 

phone numbers, your insurance 

POC Etc.?

What should your staff’s expectations 
be for both temporary and  permanent 
changes?

Does staff know how the transition of 
authority works with back ups for 
those people?

Do you have a  business continuity 
plan in place with the most critical 
pieced of infrastructure?

Have you ever done an actual drill, 
how do you know it works?
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Do you know the criteria 

of a cyber breach and 

when you have to report 

it to the Department of 

Homeland Security?

A “cyber incident” is 

defined as any critical 

infrastructure that includes 

incidents that cause loss of 

confidentiality, integrity or 

availability of an 

information system or 

network, or a serious impact 

on resiliency of operational 

systems and processes…

isn’t it all…
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Do you have Jurisdictional Arrangements you would need to 
make?

Jurisdictional arrangements would be by notification to the 
Commonwealth of Virginia depending on the circumstance

National arrangements:

National Arrangements may require notifying FDA, FBI 
depending on the circumstances

Virginia

Virginia Code 18.2-186.6 and 32.1-127.1:05

Legislative Directive



Denial Rate:
40% of cyber insurance 
claims for 2024 were 
denied, due to 
noncompliance with their 
policy

The rapid increase in 

cybercrime has also 

resulted in the subsequent 

increase in cyber 

insurance claims.
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Insurance is now commonly asking to 

see this 
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Many insurance companies, especially 

those specializing in cyber insurance, often 

require businesses to have a documented 

incident response plan.

This is because a well-defined incident 

response plan can significantly reduce the 

financial impact of a cyberattack, making it 

easier for the insurance company to handle 

claims and for the insured to recover.



Ultimately your Incident Response Plan should be evolving 

and current.

It needs to be understood and accessible to all employees.

It needs to align with your insurance, compliance, and 

companies needs and someone needs to manage it against 

the policies, procedures and infrastructure in place.
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The bottom line is an 

IR plan is critical and 

needs to work
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