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TTPs: Totally Transforming Priorities
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• “Tactics, Techniques, & Procedures”
• Informally: “behaviors”

TTPs 101

David Bianco’s Pyramid of Pain: http://detect-
respond.blogspot.com/2013/03/the-pyramid-of-pain.html

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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TTPs: Examples from the “Real” World
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TTPs: Examples from the Cyber World

https://blog.sekoia.io/raccoon-stealer-v2-part-1-
the-return-of-the-dead/

“Raccoon Stealer v2 uses HTTP for C2 
communications.”

“Raccoon Stealer v2 lists files and directories 
to grab files through all disks.”

“Raccoon Stealer v2 harvests cookies from 
popular browsers.”

“Raccoon Stealer v2 exfiltrates data over the 
C2 channel.”

T1071.001: Web Protocols

T1083: File and Directory Discovery

T1539: Steal Web Session Cookie

T1041: Exfiltration Over C2 Channel

https://blog.sekoia.io/raccoon-stealer-v2-part-1-the-return-of-the-dead/
https://blog.sekoia.io/raccoon-stealer-v2-part-1-the-return-of-the-dead/
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David Bianco’s Pyramid of Pain: http://detect-
respond.blogspot.com/2013/03/the-pyramid-of-pain.html

TTPs: Totally Transforming (Defensive) Priorities

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Tracking TTPs
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TTP Evolution: Key Examples & Drivers
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TTP Evolution: Defined

Cyber adversaries’ efforts to change, modify, and/or adapt their behaviors 
(Tactics, Techniques, & Procedures (TTPs))
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TTP Evolution Trends Summary

Traditionally, we’ve emphasized the 
benefits of behavior- vs. indicator-based 
defense

But in many cases, TTPs are now evolving 
very rapidly

Evolution often comes in response to 
defensive improvements (a good thing!)

Tidal TTP Evolution Blog: 
https://www.tidalcyber.com/blog/adversary-ttp-evolution-

and-the-value-of-ttp-intelligence

https://www.tidalcyber.com/blog/adversary-ttp-evolution-and-the-value-of-ttp-intelligence
https://www.tidalcyber.com/blog/adversary-ttp-evolution-and-the-value-of-ttp-intelligence
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Implications of Adversarial Cost Imposition

Profit margin for a given “attack profile” 
(TTP and/or victim profile)

Potential for adversary pivot 
to an alternative profile

Relevant Security Countermeasures

Relative 
Adversary 

“Profit 
Margin”

The Economics of TTP Evolution
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QakBot’s TTP Evolution
September 2021-Q1 2023

November 2022:
New MotW safeguards 

released

MotW “zero-day” 
exploit observedLull in activity

ZZ
Z

September 2021:
Current QakBot wave 

commences

Heavy use of Excel email 
attachments with malicious 

macros

February 2022:
Default blocking of web-

downloaded files via Mark of the 
Web (“MotW”) feature announced

HTML Smuggling & 
ZIP/ISO/LNK/DLL file 

chains for MotW Bypass 

December 2022 / 
January 2023:

Rise in malspam 
featuring .one file 

attachments observed

Malicious .one 
files used for 

QakBot delivery

Evolution Example 1: Initial Access Brokers & Infection 
Vectors
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QakBot: Ever-evolving in 
response to the latest defenses

IcedID: Distinct phases of 
infection & execution chains

Lots more: Criminal ecosystem 
incentivizes “entropy”

Tidal Community Spotlight TTP Matrix: https://app.tidalcyber.com/share/43836024-a194-4ac7-
9659-b51e88632e7f

Webinar: https://www.brighttalk.com/webcast/19703/578939

Evolution Example 1: Initial Access Brokers & Infection 
Vectors

https://app.tidalcyber.com/share/43836024-a194-4ac7-9659-b51e88632e7f
https://app.tidalcyber.com/share/43836024-a194-4ac7-9659-b51e88632e7f
https://www.brighttalk.com/webcast/19703/578939
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Some extortion threat groups have moved away from 
once-commonplace encryption, in some cases 
abandoning it entirely

“Data Extortion Ecosystem” Matrix: LAPSUS$, 
Karakurt, RansomHouse, Donut Leaks, Daixin Team, 
Black Basta, BlackByte, more

• app.tidalcyber.com/community-spotlight

Emphasis on speed

Also data manipulation/destruction in some cases

Evolution Example 2: Ransomware Focus 
on Exfiltration

https://app.tidalcyber.com/community-spotlight
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TTP Matrix: https://app.tidalcyber.com/share/b207608e-854a-4df2-
9c28-6ab3aafb0817

BianLian CTI applications: 
https://www.youtube.com/watch?v=k5OwTll173Y

Joint advisory: https://www.cisa.gov/news-events/cybersecurity-
advisories/aa23-136a 

Evolution Example 2: Ransomware Focus 
on Exfiltration

https://app.tidalcyber.com/share/b207608e-854a-4df2-9c28-6ab3aafb0817
https://app.tidalcyber.com/share/b207608e-854a-4df2-9c28-6ab3aafb0817
https://www.youtube.com/watch?v=k5OwTll173Y
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-136a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-136a


© 2023 Tidal Security, Inc. All rights reserved. 

Evolution Example 3: Evasive Infostealers

The infostealer landscape is constantly 
shifting, and new (or iterative) stealers 
are often released

Many of the most recent stealer families 
are some of the most “advanced” (highly 
capable, especially evasive)

Infostealer Landscape Blog (Part 1): https://www.tidalcyber.com/blog/big-game-stealing-part-1-the-
infostealer-landscape-rising-infostealer-threats-to-businesses-w

https://www.tidalcyber.com/blog/big-game-stealing-part-1-the-infostealer-landscape-rising-infostealer-threats-to-businesses-w
https://www.tidalcyber.com/blog/big-game-stealing-part-1-the-infostealer-landscape-rising-infostealer-threats-to-businesses-w
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Evolution Example 3: Evasive Infostealers
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capable, especially evasive)

Infostealer Landscape Blog (Part 1): https://www.tidalcyber.com/blog/big-game-stealing-part-1-the-
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https://www.tidalcyber.com/blog/big-game-stealing-part-1-the-infostealer-landscape-rising-infostealer-threats-to-businesses-w
https://www.tidalcyber.com/blog/big-game-stealing-part-1-the-infostealer-landscape-rising-infostealer-threats-to-businesses-w
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Improving TTP Defense With Intelligence
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Defensive Takeaways: The Need for Intelligence

Implications of Adversarial Cost Imposition

Profit margin for a given “attack profile” 
(TTP and/or victim profile)

Potential for adversary pivot 
to an alternative profile

Need for threat intelligence

Relevant Security Countermeasures

Relative 
Adversary 

“Profit 
Margin”
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Increased awareness & adoption of a threat-informed mindset → growing public, ATT&CK mapped CTI 
reporting

Faster pivoting & translation into defensive capabilities

A Boom in TTP Intelligence
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A Boom in TTP Intelligence

Great resources for working with 
ATT&CK data:

• attack.mitre.org

• enterprise-attack.json (attack-
stix-data GitHub repo)

• Other repos & scripts:

• attack-scripts

• mitreattack-python

• mitre_attack_oneliners.py

• mitre-assistant

• Tidal Community Edition 
Technique Sets & Matrices

_

https://attack.mitre.org/
https://github.com/mitre-attack/attack-stix-data/blob/master/enterprise-attack/enterprise-attack.json
https://github.com/mitre-attack/attack-stix-data
https://github.com/mitre-attack/attack-scripts/tree/master/scripts
https://github.com/mitre-attack/mitreattack-python
https://gist.github.com/wietze/54463af7ea1748550e89cac799fb9835
https://github.com/Sukelluskello/mitre-assistant
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TTP overlap / Technique “density”

Defensive Takeaways: Focus on TTP Trends

Initial Access Threats TTP Matrix: 
https://app.tidalcyber.com/share/43836
024-a194-4ac7-9659-b51e88632e7f

https://app.tidalcyber.com/share/43836024-a194-4ac7-9659-b51e88632e7f
https://app.tidalcyber.com/share/43836024-a194-4ac7-9659-b51e88632e7f
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TTP overlap / Technique “density”

Consider Technique trends

Defensive Takeaways: Focus on TTP Trends

https://www.tidalcyber.com/blog 

https://www.tidalcyber.com/blog
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TTP overlap / Technique “density”

Consider Technique trends

Acknowledge realities of Technique 
intelligence (going to Procedures)

Defensive Takeaways: Focus on TTP Trends

https://github.com/tropChaud/parseExecutionChain 

https://github.com/tropChaud/parseExecutionChain
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Defensive Takeaways: Mitigation & Detection

https://redcanary.com/threat-detection-report/threats/qbot/
https://micahbabinski.medium.com/html-smuggling-detection-5adefebb6841

https://research.loginsoft.com/threat-research/blog-maximizing-threat-detections-of-qakbot-with-osquery/
https://www.esentire.com/web-native-pages/gootloader-unloaded 

https://www.proofpoint.com/us/blog/threat-insight/crime-finds-way-evolution-and-experimentation-cybercrime-ecosystem 

https://redcanary.com/threat-detection-report/threats/qbot/
https://micahbabinski.medium.com/html-smuggling-detection-5adefebb6841
https://research.loginsoft.com/threat-research/blog-maximizing-threat-detections-of-qakbot-with-osquery/
https://www.esentire.com/web-native-pages/gootloader-unloaded
https://www.proofpoint.com/us/blog/threat-insight/crime-finds-way-evolution-and-experimentation-cybercrime-ecosystem
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Thank You!

• Tidal Community Edition: app.tidalcyber.com

• Tidal Blog: tidalcyber.com/blog

• Engage with Us!
• Tidal Community Slack
• LinkedIn: Tidal Cyber / Scott Small
• Mastodon: infosec.exchange/@tidalcyber / infosec.exchange/@IntelScott 
• Twitter: @TidalCyber / @IntelScott
• Reddit: u/TropChaud (Scott)
• Email: contact@tidalcyber.com / scott.small@tidalcyber.com 

https://app.tidalcyber.com/
https://www.tidalcyber.com/blog
mailto:infosec.exchange/@tidalcyber
mailto:infosec.exchange/@IntelScott
mailto:contact@tidalcyber.com
mailto:scott.small@tidalcyber.com
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