
Maturing Your Threat Hunting Operations



Topics 
• Guiding Principles of Threat Hunting
• Maturity Models
• Reactive vs Proactive Detection
• Building the Foundations

• Detection
• Intelligence

• Types of Hunts
• Use as many lego graphics as possible
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• Virginia-native… sorta

• Brilliant/Beautiful wife of 24 years
• Aspiring Trauma-informed Urban Planner.

• 4 kids. 
• 3 love performing arts, one loves biology and crime 

documentaries. ??

• Notable employers: 
• Dominion, Cap1, and Federal Reserve 
• Currently managing a team of malware analysts and threat 

hunters (MATH) within an IRT. 

https://www.linkedin.com/in/amskatoff/


To Threat Hunt…

Threat Hunting is very young
Threat Hunting as a Cybersecurity Discipline 
was only recognized by NIST in 2020.

Threat Hunting is also very old
IT pros have been threat-hunting in some 
way since computers have been around.

Creative and Open Process
There are many ways to approach a hunt and 
analysts have freedom to pivot or change a 
hunt during the process.

Threat Driven
Threat Hunting should be driven by Threat 
Intelligence. This is not a risk assessment, or 
vulnerability scan. It is more akin to a “Breach 
Assessment.”

Value Proposition
• Increased familiarity with and confidence 

in the security of customer systems.
• Optimize efficiency of rapid response to 

high priority threat intelligence.
• Accelerate development of security alert 

use-cases.

Before we dig into methodologies, here a few things to keep in mind…



A Threat Hunting Maturity Model 



Reactive vs Proactive Detection
Threat 

Hunting
(proactive)

Security
Monitoring
(reactive)

• All SOC alerts and incident response 
investigations can be considered a 
type of hunt but cannot tolerate 
high FP rates

• Threat Hunting services can tolerate 
a higher FP rate than SOC  

• Efficiency is found in augmenting 
current detection content

Event chain

Single event type

A good threat hunting 
program aims to 
continuously reduce the 
breach detection gap 
between actors evading 
detection and detection 
upgrades



Cyber Threat Intelligence
Analytic tradecraft to transform disparate, raw information into actionable intelligence to 
support decision makers. Serves to:

• Provide timely intelligence on relevant threats and vulnerabilities, highlighting threat actor 
capabilities, intent, targeting opportunities, and potential CVE exposures

• Help stakeholders make informed cyber risk decisions

• Help stakeholders determine possible mitigation activities

Current Intelligence timely and contextualized analysis of cyber threat events that are of immediate interest, could 
have broad impact on the cyber threat landscape, or could pose a risk to critical business functions,
Strategic Intelligence analysis to forecast future developments, predict adversary behavior, 
contextualize geopolitical events, and assist customers in making risk decisions, and

Tactical Intelligence extraction of indicators of compromise and TTPs from cyber intelligence on threat 
actors, campaigns, malware, and vulnerabilities to support stakeholders, drive operations, and help stakeholders 
build robust detection capabilities

...is provided to designated stakeholders through a variety of products and channels.

REQUIREMENTS
What do I want 

to know?

COLLECTION
Where should I look 
for this information?

PROCESSING
Normalize, coalesce 

information

ANALYSIS
What assessments 

and conclusions can 
be made?

DISSEMINATION
Who needs this information 

to make 
a decision?



Prioritizing Threat Actors – Capability / Motivation
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Determining Capability

• The Capability metric consists of determining the TA’s technical skills, tooling skills, organization, and recent 
activity. These criteria, when combined, are given a weighted value of 60 . 

• Use weighted scoring to better prioritize criteria used in ranking TAs. The Capability score is then 
standardized to be on a scale of 0-10.

Determining Motivation

• The goal of the Motivation metric is to explain the TA’s underlying reasons for its behavior. 

• To determine a TA’s Motivation score, each actor is given intent, industry, region, and historical targeting 
scores, which are then added together and given a weighted value of 40 . 

• The Motivation score is then standardized to be on a scale of 0-10.



Prioritizing 
Threat Actors

• https://www.passagetechnology.com/what-is-
the-analytic-hierarchy-process



Detection Fundamentals: Endpoint
• Command Line Auditing is a MUST!

• Security log EventCode 4688 – requires GPO settings to capture 
• EDR | Sysmon

• EventLogs (SANS Know Normal, Find Evil)
• Security.evtx

Application.evtx
System.evtx
WinRM-Operational.evtx
PowerShell Admin.evtx
PowerShell Operational.evtx
Microsoft-WindowsTerminalServicesRDPClient Operational.evtx
Task Scheduler Maintenance.evtx
TaskScheduler Operational.evtx
Microsoft-WindowsSmbClient Security.evtx
TerminalServices-LocalSessionManager Operational.evtx
Bits-Client Operational.evtx
Application-Experience Program-Telemetry.evtx

• Some critical configs for full visibility:
• https://www.malwarearchaeology.com/cheat-sheets

• The Windows Sysmon Logging Cheat Sheet
• The Windows Advanced Logging Cheat Sheet

• Centralized Logs are a MUST!
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Category Source Comments

Command Line of 
Process Execution

Sysmon.evtx EventCode=1

Security.evtx EventCode=4688

EDR * *

https://www.malwarearchaeology.com/cheat-sheets
https://www.malwarearchaeology.com/s/Windows-Sysmon-Logging-Cheat-Sheet_Jan_2020-g7sl.pdf
https://www.malwarearchaeology.com/s/Windows-Advanced-Logging-Cheat-Sheet_ver_Feb_2019_v12.pdf


Risk Event Aggregations
Risk Events Overview
Allows our detection to identify unusual, 
suspicious, malicious activity at a much 
more granular, risk-centric level.

Mechanics
Emphasize small, discrete, flexible events of 
interest aggregated for analysis & correlation. 
Allows for detection of individual events and 
more subtle patterns of activity. Allows team to 
leverage the power of all our security monitoring 
in one escalation.

Testing
Manual and automated test events that replicate 
real-world cyber attacks to ensure effective 
detection

Threat Driven
Utilizes the risk scoring methodology to help 
bring noteworthy activity to an analyst’s 
attention more quickly and with greater clarity. 
The new platform uses dynamic risk scoring and 
aggregation to correlate events across larger 
timeframes to allow for streamlined detection. 

Streamlined Detection
• The analyst can see case related data in 

aggregate with other notable events and easily 
pivot to investigation dashboards with a click.

• The analyst can aggregate risk by entity over 
different time frames; three days is currently 
standard facilitating case analysis.

• Comprehensive documentation is only required 
on escalation, reducing analyst fatigue.
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Dynamic Risk Scoring
A system for dynamic risk scoring for critical 
assets. The risk of the particular activity is 
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increased criticality of the asset.
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Four Operational Modes Micro-Hunts
Small, point-in-time hunts in telemetry and tools, 
based on a specific TTPs or events. Prioritized by 
Threat Intelligence

Outputs:
- Findings/Incidents
- - Detection Engineering Recommendations
- Recurring Hunt

Priority Incident Response Hunts
Hunts begun by priority threats. 
- Incidents or exposed vulnerabilities conducted 

until mitigations are in place
- Latest OSINT IOC retro hunts (not covered by 

alerts)

Outputs:
- Incident Case updates
- Heightened Monitoring  / - Detection Engineering 

Customer Engagements
Short term, focused engagements in specific customer 
technology stack using both TTPs and IOCs from intel 
reports. 

Outputs:
- Tailored Intel Report
- Formal Hunt Report
- Detection Engineering Recommendations

Recurring Hunts
Low fidelity hunts looking for TTPs and IOCs within 
any for specific actors, campaigns, or tailored to 
specific High Value assets/users. Examples: 
• LOLBins/LOLBAS
• Difficult to collect in real time 

• (e.g. CISA Azure hunts, Zoom abuse)
• Notables under alert threshold 

Outputs:
- Findings/Incidents
- - Detection Engineering Recommendations 
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CTI
+ Malware 

Report

TIP
Collaboration Meeting

(Detection Engineering, 
CTI, IRT)

TTPs

Feedback
Infeasibility Hunt

Retro Notable Review
PTX

Hunt
Retro Log Review

PTX

Automated 
Validation

No Notables

Notables

No Results

Results

Fusion

Pipeline for Integrated TTP Processing 

- Actor
- IOCs
- TTPs
- Malware

Yes

No

Detection 
Engineering

Existing 
Risk 

Rule?



MicroHunt - Timeline
Overview of the MicroHunting process

CTI Team 
generates 

“Threat” items in 
TIP to report 

interesting TTPs 
found in Intel 

Reports.

Selection of 
Threat items for 
hunting based 

on severity.

Review of TTP 
and creation of 

initial
hypothesis

Generation of 
hunt queries, 
analysis and 

adjustment of 
hypothesis

Soft-triaging of 
identified 

findings. Some 
findings might be 

escalated.

Documentation 
of queries and 
results in TIP. 

Consideration for 
detection 

improvements.

01 02

03 04
05

06
07

Research and 
consolidation 
of hypothesis



Review of 
TTP and 

creation of 
initial 

hypothesis

F a l c o n  O v e r W a t c h a n d  F a l c o n  C o m p l e t e  d e t e c t e d  a n  E m o t e t
c a m p a i g n  f e a t u r i n g  s l i g h t l y  a l t e r e d  T a c t i c s ,  T e c h n i q u e s ,  a n d  
P r o c e d u r e s  ( T T P s ) .  R a t h e r  t h a n  u s i n g  r e g s v r 3 2 . e x e ,  X L S  
d o c u m e n t s  u s e d  i n  t h i s  w a v e  c o n t a i n e d  m a c r o  c o d e  t o  w r i t e  a n  
e m b e d d e d  b a t c h  s c r i p t  t o  C : \ p r o g r a m d a t a \ h f w i u e . b a t  a n d  t o  
e x e c u t e  i t .  T h i s  o b f u s c a t e d  s c r i p t  r u n s  a n  e n c o d e d  
P S c o m m a n d .  T h i s  c o m m a n d  d o w n l o a d s  a  r a n d o m l y  n a m e d  
E m o t e t D L L  f r o m  s e v e r a l  U R L s  t o  C : \ P r o g r a m D a t a  a n d  r u n s  t h e  
D L L  u s i n g  r u n d l l 3 2 . e x e

X L S  d o c u m e n t s  u s e d  i n  t h i s  w a v e  c o n t a i n e d

m a c r o  c o d e

t o  w r i t e  a n  e m b e d d e d  b a t c h  s c r i p t  t o  
C : \ p r o g r a m d a t a \ h f w i u e . b a t

a n d  t o  e x e c u t e  i t .

T h i s  o b f u s c a t e d  s c r i p t  r u n s  a n  e n c o d e d  
P S c o m m a n d .

T h i s  c o m m a n d  d o w n l o a d s  a  r a n d o m l y  n a m e d  
E m o t e t D L L  f r o m  s e v e r a l  U R L s  t o  C : \ P r o g r a m D a t a

a n d  r u n s  t h e  D L L  u s i n g  r u n d l l 3 2 . e x e

Review of TTP and contextualization within intel report

Outline TTP by 7 propositions



Review of 
TTP and 

selection of 
initial 

hypothesis

X L S  d o c u m e n t s  u s e d  i n  t h i s  w a v e  c o n t a i n e d

m a c r o  c o d e

t o  w r i t e  a n  e m b e d d e d  b a t c h  s c r i p t  t o  C : \ p r o g r a m d a t a \ h f w i u e . b a t
( * )  E x c e l  P r o c e s s  W r i t i n g  B A T C H  f i l e s

a n d  t o  e x e c u t e  i t .
( * )  E x c e l  P r o c e s s  E x e c u t i n g  B A T C H  f i l e s

T h i s  o b f u s c a t e d  s c r i p t  r u n s  a n  e n c o d e d  P S c o m m a n d .
( * )  E x c e l  P r o c e s s  s p a w n i n g  e n c o d e d  P o w e r S h e l l

T h i s  c o m m a n d  d o w n l o a d s  a  r a n d o m l y  n a m e d  E m o t e t D L L  f r o m  s e v e r a l
U R L s  t o  C : \ P r o g r a m D a t a
( * )  E n c o d e d  P o w e r S h e l l  r e f e r e n c i n g  a  D L L  o r  a  U R L

a n d  r u n s  t h e  D L L  u s i n g  r u n d l l 3 2 . e x e
( * )  P o w e r S h e l l  s p a w n i n g  r u n d l l 3 2  t o  r u n  a  D L L  o u t  o f  P r o g r a m D a t a

Contextualize original propositions to turn them into potential hunt ideas



Review of 
TTP and 

selection of 
initial 

hypothesis

( * )  E x c e l  P r o c e s s  E x e c u t i n g  B A T C H  f i l e s

W h e n  a m a l i c i o u s  E x c e l  d o c u m e n t  c o n t a i n i n g  m a c r o s  i s
o p e n e d ,  a n d t h a t  m a c r o  e x e c u t e s  a  b a t c h  f i l e ,  i f
t h e p a r e n t - c h i l d  r e l a t i o n s h i p  b e t w e e n  t h e  o r i g i n a l  E x c e l
p r o c e s s  a n d  t h e  p r o c e s s  e x e c u t i n g  t h e  B a t c h  f i l e  i s       
m a i n t a i n e d ,  t h i s  a c t i v i t y  s h o u l d  b e  v i s i b l e  i n  e x i s t i n g
t e l e m e t r y  a n d  s e r v e  a s  a n  i n d i c a t o r  o f  a t t a c k .

Create initial hypothesis



F i n d  a v a i l a b l e  e v i d e n c e  t o  c o n s o l i d a t e  o u r  h y p o t h e s i s :

- U s e  e v i d e n c e  f r o m  o r i g i n a l  r e p o r t  ( i . e . ,  d e t a i l e d  p r o c e s s  t r e e ) .

- Te s t  h y p o t h e s i s  i n  a  l a b .

- R e s e a r c h   t h e  t e c h n i q u e  ( g o o g l e ,  t w i t t e r ,  s i g m a ,  a t o m i c  r e d  t e a m ,  
e t c . ) .

- L e v e r a g e  a v a i l a b l e  S a n d b o x  r e p o r t s  o n  s a m p l e s .

Research and 
consolidation 
of hypothesis

R e v i e w  r e p o r t  f o r  I O C s

C h e c k  f o r  s a m p l e  
a v a i l a b i l i t y  o n  V T



Research and 
consolidation 
of hypothesis

R e v i e w  S a n d b o x  r e p o r t s  f o r  
p r o c e s s  e x e c u t i o n  e v i d e n c e

P r o c e s s  T r e e  o f  
s a m p l e  c o n f i r m s  

h y p o t h e s i s



I d e n t i f y  s o u r c e  t e l e m e t r y  ( i . e . ,  S y s m o n  E v e n t  C o d e  
1 )

Generation 
of hunt 
queries, 

analysis and 
adjustment 

of hypothesis

S t a r t  w i t h  b r o a d  s t r i n g  s e a r c h e s .  T h i s  a l l o w s  u s  t o  b e c o m e  
f a m i l i a r  w i t h  t h e  e v e n t s / f i e l d s  w e  a r e  q u e r y i n g



Soft-triaging 
of identified 

findings. 
Some findings 

might be 
escalated.

U s e  a d d i t i o n a l  t e l e m e t r y  t o  i n v e s t i g a t e  a n d  c o n t e x t u a l i z e  t h e  r e s u l t s  
f o u n d  d u r i n g  o u r  h u n t .  I n  t h i s  c a s e  w e  u s e  a  S y s m o n  S p l u n k  d a s h b o a r d  
t o  r e v i e w  t h e  p r o c e s s  e x e c u t i o n  c h a i n .

I n  t h i s  c a s e ,  t h e  r e s u l t  w e  c h o s e  f o r r e v i e w  d i d n ’ t  m a t c h  o r i g i n a l  T T P,  y e t  i t  i s  s t i l l  a n  
i n t e r e s t i n g  l e a d  a n  a n a l y s t  m i g h t  c h o s e  t o  f o l l o w .  B e l o w  a r e  s o m e  p o t e n t i a l  f o l l o w - o n  
a c t i v i t i e s  a  h u n t  a n a l y s t  m i g h t  p e r f o r m :

- F u r t h e r  r e v i e w  o f  p r o c e s s  e x e c u t i o n  c h a i n

- R e v i e w  a c t i v i t y  b y  e a c h  p r o c e s s  i n v o l v e d  i n  t h e  c h a i n

- S e a r c h  a c t i v i t y  a c r o s s  t i m e  t o  d e t e r m i n e  f r e q u e n c y  o f  u s e  o r  u n i q u e n e s s .  

- R e t r i e v e  t h e  f i l e s  r e l a t e d  t o  t h e  a c t i v i t y  f r o m  t h e  d e v i c e  f o r  f u r t h e r  r e v i e w .



Documentation 
of queries and 
results in TIP.

Consideration 
for detection 

improvements.



How do we know if we are are doing a good job?

KPIs

• Volume Metrics
• How many hunts completed by severity? Each type.
• How many detection rules recommended?

• New and Modified
• How many escalations?

• Velocity Metrics
• Time between start and finish



Any 
Questions?



Sources

• https://www.threathunting.net/files/framework-for-threat-hunting-whitepaper.pdf

• https://www.itu.int/en/ITU-D/Cybersecurity/Documents/CyberDrill-
2020/Cyber%20Threat%20Hunting%20Workshop%20-%20ITU%2019112020.pdf

• https://hodigital.blog.gov.uk/wp-content/uploads/sites/161/2020/03/Detecting-the-Unknown-A-Guide-to-
Threat-Hunting-v2.0.pdf

• https://www.passagetechnology.com/what-is-the-analytic-hierarchy-process

• https://www.malwarearchaeology.com/cheat-sheets

https://www.threathunting.net/files/framework-for-threat-hunting-whitepaper.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/CyberDrill-2020/Cyber%20Threat%20Hunting%20Workshop%20-%20ITU%2019112020.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/CyberDrill-2020/Cyber%20Threat%20Hunting%20Workshop%20-%20ITU%2019112020.pdf
https://hodigital.blog.gov.uk/wp-content/uploads/sites/161/2020/03/Detecting-the-Unknown-A-Guide-to-Threat-Hunting-v2.0.pdf
https://hodigital.blog.gov.uk/wp-content/uploads/sites/161/2020/03/Detecting-the-Unknown-A-Guide-to-Threat-Hunting-v2.0.pdf
https://www.passagetechnology.com/what-is-the-analytic-hierarchy-process
https://www.malwarearchaeology.com/cheat-sheets
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