uln Counts, Risk
Scores, Reputation,
Zero Trust

Unify

Prioritize
Execute

Finding a
Better Way!
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e . 2% Whois: Luke McOmie

AggI'ESSlVE‘ | _ - Biography
NelWOI‘k ' _ e Luke McOmie is the Vice President of Offensive Security at Blue Bastion (an Ideal
Self Defense ) oW 2 ' Integrations Company). In this role he is leading the development of our new Red

Team and OffSec practices. These new units of our business support multiple
industry verticals with specializations in enterprise security, ethical hacking, red
teaming, physical security, threat modeling, social engineering, and incident response.

T'm s Aee Hedl, areg Ten Mot Conna Take It Ampmore |

Luke joined Blue Bastion and Ideal Integrations on April 20th, 2021, bringing 25+ years
of experience. Luke is industry certified and recognized for his excellence in
leadership, execution, communication, and delivery. He has lead research groups
(Distributed Computing / Machine Learning), Labs & Risk and Compliance programs
(COALFIRE / ALTTECH / ARROW / BT / OWL) and conducted security engagements
for federal agencies & state governments, financial, healthcare, industrial, and other
global businesses. These efforts and his diverse background have all contributed to
his extensive and unique understanding of the challenges and risks that threaten the
modern business and operating environment.
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Community Involvement:
Off Grid Hackers \ Hummingbird Hollow
OG-CTF/303CON (UPCOMING!!)

He founded Skytalks in 2008

303

Security Tribe

RETIRED - Goon at the DEF CON Security Conference.
Tiger Team (TV Show)

Aggressive Network Self-Defense (Book)




- Discuss the challenge

- Old ways are not necessarily the best ways"

» Change our mindset, approaCh,anduhderstanding of how to win
~_+ See‘how we have focused on the wrong metrics for success

- Address why budget, time, and capabilities are the upper limits

- Talk through ways to do it better



hy IS it so damn
g hard?

Practices We are learning

Nintendo Hard
gone bad!




Audience Participation

Why do you have a security program?
Why do you conduct assessments?
How often do you perform pentesting?

Change up your security provider?
Find yourself fighting fires / focusing on immediate need?

What are you focused on this year?

Do you have cyber insurance, have you used it?

How many partners do you have? (mssp/MDR/OFFSEC/INFRA/ETC.)
Who determines your final scope?

Do you have executive support?



What you said: What we hear:

AT el YA Y BN a8 =
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: No real value
the box The legal minimum
(compliance /insurance driven) 2cure, not ge ine

e seCl




What you said: What we hear:

We are barely

e scratching at the
onceayear | surface!

_.‘-




What you said: What we hear:
r— We are barely

scratching at the
surface!

"l go to the gym once a



What you said: What we hear:

We start from scratch.
srovider yearly. - Wash, Rinse, Repeat.
earoverYear




What you said: What we hear:

- Very Expensive

= q anl " - Ticking Bomb
ocused on Immediate ,
Needs if any) :é ra

0gress




What you said: What we hear:

We are spending all of
... ourresources (time,

Security Awareness ONEYy, people) on

SOC2 | PCI | HITrust l|sh|n single
Endpoint Protection :

B




What you said: What we hear:

.;"-"-_lr-_-.l_‘-'!-."zs--_— aVal .

Nerbeen hacked
We aren't a target

e Don't care.
Don't know‘.J
on't ge




What you said: What we hear:

Company A Lack of focus,

Company B MSSP ymmunication, and
Company C=OFFSEC tion. We repeat
Company D =GRC 3PA /Aud
Company E = Etc.




What you said: What we hear:

¥ 1 £=2) A1 [ [
u".-r—-—f i 1

o lting Lack of understanding
scope and approach of purpose, need,

value «




What you said: What we hear:

fantgetexeeut - Can't get budget and
“understand the problem, 'm speaking the

risk, impact, challenge. .
ong language




It's not hard, it|SjUSt NEW (to you!)

Be prepared to fail.

Adopt a "learning mindset".

Set clear goals.

Adapt, Adopt, Acheive.

Use different learning mediums / methods.
_earn from someone with more experience.
Practice, Practice, PRACTICE




Nintendo Hard

Refers to extreme difficulty, characterized by
trial-and-error gameplay and limited or
nonexistent saving of progress. The term
originated with Nintendo Entertainment
System (NES) games from the mid-1980s to
early 1990s

HWELCOME TO WARP ZONE*Y




Flipping the Game

"Impossible" games could often be
beaten with tricks. Learning patterns,
understanding timing, finding secrets,
better ways, and tons of patience.

WINNING THROUGH MASTERY OVER TIME
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Assessment of Business Cybersecurity
October 2018
Published by the U.S. Chamber of Commerce and FICO
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JOURNAL ARTICLE

Do data breaches damage reputation? Evidence
from 45 companies between 2002 and 2018 J

Christos A Makridis &
Journal of Cybersecurity,Volume 7, Issue 1, 2021, tyab021,

Abstract

While data breaches have become more common, there is little evidence that
companies that incur them experience a persistent decline in financial
performance or security prices. Using new firm-level data between 2002 and

JPMORGAN
CHASE & CO.

facebook
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Most Significant Challenge Building Zero Trust Strategy

Lack of qualified vendors with a complete solution

Lack of budget to make IT changes right now

| am still researching how to implement zero trust strategy

No central network and/or security strategy

Not enough information on how to select a zero trust
solution

Still too dependent on traditional VPN

Manpower/resources

Organizational resistance across IT teams




A Better way. ..

Automate the simple, repetitive things
Tune your tools, teams, and talents!
Bringing all the pieces together
Shared knowledge (NO SILOS!)
Measure once / report many

HE ONLY WAY,""

¥
IF YOU ANT IT JUST R IéHT

Risk/Budget focused vs. vuln counts " i L A
Collaborative approach vs. zero knowledge °le
Quicker compliance driven decisions { ‘
TAKE A PROGRAMATIC APPROACH A e




I'I}'SF'HE ONLY WAY""

IF YOU WANT IT JUST RIGHT

»

4
B
1

IFYOU DO ITRIGHT THE FIRST TIME Yllll WILL
NOT HAVE TO DO IT AGAIN

e



A Programatic Approach

Business | Technology

Security




A Programatic Approach

Business | Technology

Security | Adversary / liy .

Proceedures




A Programatic Approach

Business | Technology

Security | Adversary . sessment

Vaildation



A Programatic Approach

Business | Technology

ndustry considerations
Tomorrow's enemy




A Programatic Approach

Program Execution:

Executive Buy-in
Continuous Approach
Quarterly, Monthly, Weekly?
Partner or Internal?

Planning:
Risk Model
Big Picture

Business | Technology

Priorities Tracking change
ﬁlg WSmS Being flexible
Secu rity Adversa ry p Next Steps Stay out of the weeds ]

Acceptance Getting it right



GRC
Considerations
nify, Prioritize, Execute

Enabling success

Playing
Together

RK SMARiI'ER NOT Qreri)

HARD ER | ‘5‘:3-:5
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GRC

Are you asking the
right questions?

- Do those specific controls apply to your business?
- How many different compliance requirements overlap?
- What in your process can be automated?

« What else do your efforts (P&P) enable or support?

- Massive data set - what you gonna to do with it?

- Why are you spending you budget to meet your
requirements vs. doing what’s best for you and yours?

ASK: “WHY DOES IT
MATTER?”

“check a box”







A Programmatic Approach
Key points for success:

- Moving away from one off engagements to enterprise programmatic relationships. Focus on
assess & address vs. dealing w/ the dumpster fires, compliance demands, and moving
targets.

- Look at the WHOLE business (P,P,T,D), not just your CDE, Cloud, or external facing
environments

- Eating the elephant - chefs pairing [ menu - bite at a time, focus on what makes the biggest
change, then mop up.

+ Create what is right for you - don’t adopt the “industry standard”
- Security becomes part of the business process and culture vs. an afterthought or check point.

+ Utilize real time [ actionable data vs. pomt in time reporting to enable quick, intelligent
planning, response, aw | -
y
+ Leverage your data

happening.

* Reme



Hacker
Happy Hour

Other
Projects
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-~ Edit profile
-
Luke McOmie / Pyr0
That one guy.
since 1996, since 94, since 2017 :)

Off Grid Hacker Nerd.

Luke (Pyr0) McO
Vice President - Offensive Security at Ideal Integrations

yveland, Colorado, United States - Contact info

6,668 followers : 500+ connections

"THANK YOU!

Ways 2 Connect

Luke McOmie

3.4K friends

a RTYZE






