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tl;dr
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● There are a lot of software supply chain 
attacks

● SBOM doesn’t solve for them
● Software Bills of Behaviors give control 

and understanding to your software 
supply chain 



Should You Listen To Me?

Andrew Hendela
Co-Founder
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Over a decade of R&D in 
automating offensive 

and defensive 
cybersecurity problems

cyber attribution,
exploit development,

malware analysis,
vulnerability research



SolarWinds
4

● Russian-attributed targeted 
supply chain attack
○ 18,000 Orgs as customers
○ Handful of Orgs actually 

attacked
■ US Agencies, Some 

Fortune 500, Cyber 
Companies

○ All had to remediate in 
some way



3CX
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● DPRK-attributed Chain 
supply chain attack

● Mandiant: 3CX was the 
second org compromised in 
the chain

● First supply chain 
compromise led into 3CX

● Seems opportunistic to get 
to crypto-companies



PyTorch
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● December 2022
● Python compiled dependency stole data
● Caught pretty quickly
● “Security Researcher”
● The bar is low for these attacks



Tons of app store malware
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● Happens all the time
● High level permission understanding, no 

understanding of what it does with them



Trust me
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“Supply chains, both 
physical and digital, 
have an explicit 
reliance on trust, 
and adversaries 
have taken notice.“ 
- Microsoft Digital Defense Report 2021

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWMFIi#page=70


Trust Limitations
9

● Lack of Information
● Checkboxes and 

questionnaires
● Lots of software being 

pulled in
○ Libs, docker images, 

etc.



Supply Chain Integrity Attacks
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Google’s Supply-chain Levels for Software Artifacts (SLSA) framework

https://github.com/slsa-framework/slsa


Supply Chain Integrity Attacks
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- Heavy industry focus covering Source Integrity (A, B)
- Policy and signing post build (E, G, H)
- How do you address threats that bypass source?

? ?



Software Bill of 
Materials (SBOMs)

Vulnerability
Detection/VEX

Current Defensive Focus

Post 
Compromise 

Analysis
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SBOMs: What they are
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● Do we even know 
the components 
in our software?



SBOMs: Use cases
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● Check a box?
● Read them?
● Vulns
● Known Bad



SBOMs: Limitations
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● Doesn’t tell you 
anything by itself

● Needs to be 
trustworthy

● Needs to be 
complete

● Again, trust
● Information



SBOMs: What they don’t answer  
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● Should I trust this?
● What will software actually do?



Software Bill of Behaviors
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● Closer to information
● Make informed decisions

○ Do you want your AV 
mining crypto?

○ What will this app do 
with my data?



What is a Behavior?
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● Intended Actions
○ Inputs and outputs
○ Data use, network 

connections, ATT&CK-y 
things

○ Algorithms, data 
structures, math



What is a Behavior?
19

● Unintended Actions
○ Data use, network 

connections, ATT&CK-y 
things

○ Crashes
○ Exploits



Getting a Software Bill of Behaviors
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● Ask a vendor politely
○ Domains/IPs
○ Patch notes

● Build it from source
● Build it from binaries
● Detonation 

chamber/Sandboxes
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So What?



Behavior Understanding
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● Everyone is using 
software that they don’t 
understand
○ Libraries, Docker 

Images, Windows, 
Phone Apps

● “80% of Apps” - Mozilla



Tracking
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“Companies often pay the apps for 
access, doling out as much as $20 per 
1,000 unique users each month or as 

little as $2 per 1,000”



Crypto Mining
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Behavior Validation
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● Alert Fatigue
● Tool tuning

Orca Cloud Security Alert Fatigue Report 2022



What is it?
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Unexpected Behaviors
27

● Unintended 
behaviors

● Inserted behaviors
● Exploits
● Arbitrary code 

execution



Changes Between Updates
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● Find apps 
adding 
behaviors

● Know what 
updates 
change



AhRat
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SolarWinds
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Image: SolarWinds https://orangematter.solarwinds.com/wp-content/uploads/2021/01/TimelineGraphic8.jpg

https://orangematter.solarwinds.com/wp-content/uploads/2021/01/TimelineGraphic8.jpg
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3CX

Unobfuscated behavioral changed indicated 
encrypted payload, decrypted payload 

connected to C2: none of this intended by the 
developer



Too Afraid to Patch Your Stuff
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“Patching takes time, and costs money. … Patching 
introduces risk.” - NCSC

“Mean Time to Remediation (MTTR) for Critical 
Severity vulnerabilities is 65 days” - Edgescan



Patch Tuesday
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Software with 
minimal changes to 

behaviors

hours to manually 
reverse engineer 

each month

28.7K
unique updated 

/Windows binaries 
(.dll/.exe/.sys)

3.6K 90%



Vulnerable Function Use
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● OpenSSL
● Log4shell
● Named Vuln of the Month



Vulnerable Function Use
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Malware Analysis
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Takeaways
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● SBOM Limitations
● SBOB benefits/Use Cases
● Software Developers Should 

know (they don’t)



Questions?

Andrew Hendela
andrew@karambit.ai
https://karambit.ai

www.linkedin.com/in/andrew-hendela
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