CSRF 101



Cross-Site Request Forgery

Definition Example

OWASP: Login: csrf.vulnerable.page

>

Set-Cookie:session=1a2b3c;
%
il oy

Cookie:session=1a2b3c;

L
S
Aaron: Bob
script
" COH n or "TI’iCk n a user into document
performing an action
(Username/Password Change, csrf.attacker.page

Make Purchase, etc.), without
the user realizing it.

script



https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)

Notable Exploits:
"GOAT worm™ - Twitrer

Ol

[

ASIF Top1E Appealrance
2007 - AS

2010 - AS

2013 - A8

2917 = Merged or retired, but not forgotten


https://raw.githubusercontent.com/cmlh/OWASP-Top-Ten-2010/Release_Candidate/OWASP_Top_Ten_-_Comparison_of_2003,_2004,_2007,_2010_and_2013_Releases-RC1.pdf
https://nakedsecurity.sophos.com/2010/09/26/wtf-twitter-goat-viral-message-spreads/

CSRF-Protection

Types Example

PaSS ive o Login: csrf.vulnerable.page
'
Set-Cookie:session=1a2b3c; SameSite=strict;
«
ROBMP/1.1 418 I'M A TEAPOT ==
Cookie:session=1a2b3c; —
@ (
"statuktsr'fCSRikefoken (Rétaniiced/alue
® : '
«
SameSite Bob
script

document

csrf.attacker.page

script



https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet#CSRF_Specific_Defense
https://caniuse.com/#search=samesite

CSRF-Protection

Types Example

PaSS ive. Login: csrf.vulnerable.page
'
Set-Cookie:session=1a2b3c; SameSite=strict;
«
AOBIP/1.7 412 I'M A TEAPOT Y
v Cookie:session=1a2b3c; —_—
{
"status": “Invalid CERF Token"
.
SameSite Bob
script
document
Active:
csrf.attacker.page
‘acript



https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet#Alternate_CSRF_Defense:_Require_User_Interaction
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet#CSRF_Specific_Defense
https://caniuse.com/#search=samesite

Single Page Application

Example

Login: csrf.vulnerable.page

>

Set-Cookie:session=1a2b3c;

POST /v2/api/user HTTP/1.1

w Content-TyBe: application/;ison
OPTIONS /v2/api/user HTTP/1.1

{"name":"Bob @ Lunch"}

script
document

csrf.attacker.page

script




DELETE

json
cept-Language/,j ©ontentp-Language
for <form> element

CORS

Cross Origin Resource Sharing



https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS#Functional_overview
https://www.w3schools.com/tags/att_form_enctype.asp

is not a security specification


https://www.w3.org/TR/cors/

Single Page (Misconfiguration)

Example

Login: csrf.vulnerable.page

>

Set-Cookie:session=1a2b3c;
%
[ e

POST /v2/api/user HTTP/1.1

v Content-Type: #pgtipdainn/json
. {"name" : "bob" }
S
Bob
script
document

csrf.attacker.page

script




<script>
+( document) . ready( function() {
$( "embed" ). remove(),
var endpoint "http://csrf.vulnerable. page/v2/api/user";
method POST
> contentType = "application/json";
data = JSON.stringify({ name: "CSRF-JSON" });
redir http://csrf. attacker. page/redir. php";
var obj = document.createElement("emnbed");
obj.src="test.swf?endpoint=" + endpoint +
"&reqmetho + method +
"&ct=" + contentType +
d;

<!DOCTYPE html>
<html>

idth=device-width, initial-scale=1.0">
e ferrer" content="no-referrer">
<title>Not Evil</title>
<link href="https://stackpath. bootstrapcdn. com/bootstrap/4.1.1/css/bootstrap.nin.css" rel='
lesheet" integrity="sha384-WskhaSGFgHYWDcbwN70/dfYBj47j2z9qbsHId/iRN3ewGhXQFZCSftdlLZCfnhktB" crossor:
in= anonymous & 3
i que ry.com/jquery- 3 .3.1.js" integrit sha256- 2Kok7Hb0yxpgUVvAk/HI2j

script src="https://stackpath. bootstrapcdn. con/bootstrap/4.1.1/js/bootstrap. bundle.min.js" ii
ha384-u/b0vRA/1bobcX1cEYpSEAFVK/ vIs3+T+nXLsBY JthmdBuavHvAW6Usmq02Gd/F9" crossorigin="anonymo

<div class="enbed-responsive embed-responsive-16by9">
<iframe allowtransparency="true" referrerpolicy="no-referrer" src="data:text/htnl; charset

[GFj a2VyLnBhZ2UvZml uYWwvdGVzdC52d2Y/ ZWSkcGIpbnQ9aHROCHH6LY 95 c3ImLnZ1bG51 cnFibGUucGFnZS92Hi9hcGkvdXNLciZ
yZXFtZXRob2Q9UE9TVCZ] leIthBSaWNh(lGl vbi9qc29u. ]mpZI)ZSEVXRhPXSI Hj Juywil JTIyDlUka"TUkYtSI NPTiUyHnOmcGhwX|

<iframe width="560" height="315" src="htt, / /vivi . youtube-nocookie. com/embed/jI-kpVh6elu:
ontrols=04showinfo=0&4autoplay=1" frameborde allow="autoplay; encrypted-media" allowfullscreen></
frame>
<div>
</body>
</html>



Why

was Flash used?
Implemented Crossdomain policy pre CORS
CORS preflight is bypassed
Flash can craft HTTP reques

use a 307 instead of 302 Redirect?
The only difference between 307 and 302 is that 307 guarantees
that the method and the body will not be changed when the
redirected request is made




1ve protections work



https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet#Alternate_CSRF_Defense:_Require_User_Interaction
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet#CSRF_Specific_Defense

Every state changing request protected

Final Thoughts

CSRF protection included in framework

Ensure 1t is enabled/Tokens Validated




Goat Attack:
CORS Summary:
CORS Specification:

Simple Content-Types:

SWF CSRF:
Redirect Summary:
CSRF Prevention:
CSRF General:
Feature Checker:
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