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Agenda

▪ Introduction to Open Source Software

▪Open Source Software Challenges and Risks 

▪Bill of Materials

▪Sourcing Threat Intelligence

▪ Investigation and Remediation

▪Maturing the Process
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Who am I? 

▪5 years at BlackBerry Product Security

▪Lead Security Program Manager

▪ Incident management

▪Vulnerability management

▪Risk management

▪Coordinated disclosure

▪Mobile malware / Spyware investigator
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Open source software libraries (OSS) 

▪A collection of common software functions publicly available to integrate into a 

product

▪Source code available for anyone to contribute to or inspect

▪ “Open source makes sense when a software product reaches commodity status”

-Carl Grant

▪Example libs:

▪OpenSSL

▪LibTiff

▪OpenJPEG

▪LibXML2 https://opensource.org/

https://opensource.org/
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Disclaimer

▪Nothing in this talk is meant to disparage Open Source

▪Vulnerabilities happen whether it’s open source, closed source, paid, free

▪Maturity in using and maintaining Open Source installations
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Enterprises being bitten by out of date OSS

▪https://googleprojectzero.blogspot.ca/2016/0

6/how-to-compromise-enterprise-

endpoint.html

▪Popular AV products being shipped with 

components containing 7 year out of date 

OSS libraries

▪Dozens of vulnerabilities with public exploits!

https://googleprojectzero.blogspot.ca/2016/06/how-to-compromise-enterprise-endpoint.html
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BlackBerry’s open source usage (2017)

▪600+ unique OSS libraries used across 80+ products

▪8,000 OSS object references

▪20,000+ vulnerabilities investigated 
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Example: multiplatform client/server product

▪Product contains Android, iOS, Mac, Windows, and Web app variants

▪100 unique open source libraries

▪Over 300 vulnerabilities in 2017

▪CVSS scores from 2.4 to 9.8 (avg 6.5)
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Challenges with open source

▪Steady stream of vulnerabilities being found and disclosed at unpredictable intervals

▪OSS codebase is too large to perform proper security audits before integrating

▪As an integrator of the library you have no part in the disclosure process
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Is anyone at your company managing OSS?

▪Do you know what OSS is being used in your products? Are you sure?

▪ Is someone in legal already working on licensing conformance? 

▪ Is someone responsible for pulling in vulnerability patches?

▪Many major companies still failing to address OSS vulnerabilities in a meaningful 

way 
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Building the BOM 

▪Bill of materials is a master list of all OSS used within a product

▪The accuracy of the BOM will greatly impact your effectiveness for the rest of your 

efforts

▪Where can we gather our data?

▪Manual inspection of code repository

▪Architecture documentation

▪Developer interviews

▪Project Tracker / Ticketing System

▪Legal team
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Example BOM



© 2017 BlackBerry. All Rights Reserved. 13

13

Sourcing threat intel

▪Paired with the BOM you are ready to start making meaningful impact to reduce 

risk

▪Free sources of threat intel:

▪https://www.cvedetails.com/

▪https://nvd.nist.gov/

▪https://www.debian.org/security/

▪http://seclists.org

▪https://twitter.com/CVEnew 

▪Forums!

▪Google Alerts

▪Mailing Lists
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Investigating your backlog
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Investigating your backlog
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CVE-2016-6309
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CVE-2016-6309
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CVE-2016-6309
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CVE-2016-6309
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Is that code actually used?

▪Often whole libraries are integrated but only a subset of files are actually required

▪ Is there a code path? (is the code called)

▪ Is it compiled? 

▪Get rid of it if you’re not using it!
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Your mileage may vary

▪A variety of different ways to utilize OSS libraries

▪Package managers (source or binary)

▪Forking from an upstream code repository

▪A variety of different ways to fix OSS vulnerabilities

▪Full library upgrades

▪Point fixes (patches)

▪The more out of date the library is, the more difficult it is to do a full library 

upgrade
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Alert!

▪Library upgrades take care of the heavy lift that is 

backlog maintenance

▪OSS libraries require constant upkeep

▪Be ready to be caught off guard
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BOM – with threat intel
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Python-Django
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Python-Django
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Python-Django
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CVE-2016-2512
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CVE-2016-2512
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CVE-2016-2512 fix!

▪Downloaded with package manager?

▪Upgrade with pip 

▪Forked?

▪Sync to upstream

▪Cherry-pick 

▪Manual code editing (last resort)
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The long road

▪A patch in your repo protects no one unless you ship an update

▪Public exploits can appear at any time

▪There is always going to be another vulnerability
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Reduce your attack surface

▪Eliminate duplicate libraries

▪Only use the files you need

▪Library reduction has non-

security benefits too!
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Let’s spend some money!

▪Enterprise-grade OSS scanning of your binary

▪Vulnerability scanners can be useful for BOM building

▪Paid sources of threat intelligence helps centralize intel sources

▪Custom tooling helps tie everything together
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Summary

▪Build your bill of materials

▪Assess your backlog

▪Monitor & investigate alerts

▪Contact

▪@tyler_townes

▪ ttownes@blackberry.com


