Breaking all the rules

Well maybe not ALL the rules
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Chris, see
what you
can do with
the ECU!

Caesar,
find out if
we can tamper
with any loose
signals

see if we
can find out
anything
useful,

Thanks

There is something
rotten in Denmark




“Choose a job you love, and
you will never have to work
a day in your life”

Confucius
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Her driver’s license.
Her credit cards.
Her bank accounts.
Her identity.
DELETED.
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BOOT UP OR SHUT UPY







Why save research?

* |[nnovation is critical

« Remember the software
industry of the 90s?

» Security is new
* We need to help




Understanding the Game
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“War Games” (1983)

IMISAL 8080

HELLO







If you want to change the InfoSec scene,
get involved in InfoSec
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With great power, comes great
responsibility

* He reached out to us...before publishing.
* He met with us and explained the technical details...

* He accepted our request to delay his presentation
until we had installed our patch on more ATMs.

 He did not disclose how-to details of his attack, he
just demonstrated the results.

“Barnaby and | started as adversaries
and ended as friends.”

Henry Schwarz, Triton
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Speak the right language
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~ Be a Leader



sunshine@loactive.com @SecureSun



