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A long time ago, in a network not so far aWay.'....' RS




ACLé, Were.'writte'_n and (pbquly) maintained by hand...

permit 6 any any range 33434 33534 ,
. 'permlt 6 host 216.239.32.26 eq 49 any establlshed
- pérmit 6 host 216-239 34.26.eq 49.any established
permit 6 host 172.20.0.153 eq 53 any
" permit6 72.14.232.0 0.0.7.255 eq 22 any. estabhshed
permit 6 any:eq 179 host 114.123.56:1 |
permit 6 2620:0: 1000::/40 any eq 22
- permit-6 2620 15c::/36 any eq 22 . | .
permit 6 any 2001:4860:4000::/37 range 1024 65535 established =~
permit 6 any 2800:3f0:4000::/37 range ,1 024 65535 established .




Challenges of Network ACL Malntenance

Dealing with large numbers of varled ACLs across an organlzat|0n .

Y 'Repeated use of changing.CIDR blocks and groups of hosts -

. Dupllcatlon of-CIDR blocks and host IPs across multlple fllters W|th
-varying platformm syntax and formats

Extremely difficult to reV|eW and audit-

Very time Consumlng '
~ Prone to human error and typos

Often requires maintaining identical policies for multlple platforms

Revision / change control for ACL modifications

Endless... S '



OId School Methods

Using Editor tools to "search & _replace"’jACL text files - |

Memorizing massive numbers of IPs and Netblocks

Lots and Iots of 'remarks' to keep track of what groups of rules do

~Unix tools like "grep’ and 'sed' to find and replace

Expensive Commercial Packages offered-some help, but I|m|ted in
capabilities and scope and no ablllty to customize as needed

- And so on..




What Was Needed

o A common Ianguage to describe securlty poI|C|es anda
standardized interconnect between language and platform syntax- .
S _- Language should define a pollcy and be clear and easy to read, but
- flexible enough to accommodate most commen fllterlng formats
o PoI|C|es should be able to share common objects and definitions.
| (Hosts, CIDR blocks, Services and groups-of nested items) .
e -Automate as much of the process as pOSS|bIe to reduce the - |
‘potential for human error, speed the time to dellvery, and reduce
- theexpertise needed to manage changes
e FEasy use of #includes in network filtering policies

o Write .once, output many... .



Real WorId Deployment Scenarlos

Need to easrly copy poI|C|es to a new platform

. Need to apply router edge pollcy on host machlnes
. Defense in depth strategies *

Ablllty to-create automated unit.tests for ACL policies -
o "Ensure XXX traffic is always permitted before changes are pushed

-0 Ensure YYY traffic is always btocked before changes are pushed
- o Ensure ZZZ traffic matches on a specific term .

. Avoid time-consuming dupllcatlon of terms, address sets or.service

groups across multiple devices and platforms (#includes)
Easy generation of both IPv4 and IPv6 rules from-a single policy
Verify newly modified policies agalnst 'recent” trafflc scenarlos

o Modlflable to support new dewces/platforms qmckly



Capirca Design Structure -\ . 0 fibrary

. IP Address library
Pollcy library -
. Generatorllbrarles -
; Junlper/JunlperSRX
.- Iptables / Speedway .
. Cisco-/ Cisco ASA
. PacketFilter -
. Sllverpeak - -
others
. easily extensible...
L Compller (aclgen. py)
. Unlt‘tests . |

‘The system was designed ;.

~ in.a modular fashion to
allow us to mdependently |
develop and test the

- various components and -
allow for reuse in later
tools.



ACL Generatlons Process Flow

Definition Flles
% el O e _ naming.py _ ipaddr.py

A

Pollcy Flles
* pol — policy.py

= o,

Generated ACL Filters

juniper.py




Overview of Libraries...

The foIIowmg sI|des prowde a bnef overview of the. vanous
libraries and components built for the Caplrca ACL
. generatlon system

- The system IS command I|ne based but designed such that |t will easny
allow overIay of various Web or other GUL |nterfaces

Release ear_Iy, reIease often,

The system we use in-house has several key differences:

e - Perforceintegration for revision control and reviews e

e Iptables system.with custom deployment and management

- Automated "push” tools faor.router-ACLs - :

L Separate code- tree for development (most changes ported |n/out)



Google

Naming Library. - _
‘The'naming.library provideé an éésy Wéy (o} Ibokup addresses
and services based on token names, which we refer-to as -
definitions. We store definitions'in a dlrectory containing an -
arbltrary number of files.. Files can be used to separate .

definitions based on roles or function, but this fllename
dlstlnctlon does not carry |nto the object usage

Network de-fl_nltlons files must end in .net'
Service definitions files must end in *.svc'

Multiple groups Cah maintain individual .net or .svc files - ° .
Definitions can then be easily used by other tools or.teams .

*creating a naming standard is always encouraged



Google

Namlng Network Deﬁnltlons Format

RFC1918 =10.0.0.0/8. = .© # non- -public. -
©172.16.0.0/12 # non-public
192 168.0. 0/16 # non- public*

'INTERNAL RFC1918

.LOOPBACK —-127 O 0. 1/32 = Ioopback .
- =128 # |pv6 loopback

NYC OFFICE =100.1:1 0/24 # new york offlce
SFO_OFFICE = 100.2. 2.0/24 # san francisco office .
CHI_OFFICE = 100. 3 3. 0/24 # chicago office |

_OFFICES = NYC OFFICE SFO OFFICE



Google

Naming Service Definitions Format
WHOIS = 43/udp
SSH=22/tcp
TELNET = 23/tcp’
SMTP = 25/tcp .-
MAIL_SERVICES = SMTP - -

~ ESMTP -

~ SMTP_SSL

B ~ POP_SSL
DNS = 53/tcp 53/udp



Namlng L|brary Usage

. >>> import haming -
- >>>"definitions = namlng Nammg(/my/defln|t|ons/d|rectory) |
- >>> dir(definitions) | '
 ['GetlpParents', 'GetNet', 'GetNetAddr' 'GetSerwce' 'GetSerwceByProto
- 'GetServiceParents,, 'ParseNetworkList’, 'ParseServiceList'; :..]

>>> definitions.GetNet('INTERNAL') ' | ..
[IPv4('10.0.0.0/8"), IPv4('172.16.0. 0/12'), IPv4('192.168.0.0/16")]

- *note that this: returns NacAddr objects allowmg easy IP address, - .
man/pulat/on

>>> definitions.GetServics(DNS')
[53/tcp’, '53/udp’] |

>>> definitions-.Get-S_e"rviC_eByPr,oto('.DNS','fcp') s
ES3 R



Google
IP Address Libfary_

What it prowdes
& I|ghtwe|ght fast. IP address manlpulatlon

To define an IP address object*
~import nacaddr o it
Ip = nacaddr 1P('10.1.1 0/24' “text comment' 'token name)
The text Comment and token name are optlonal, and prowde |
extensions to the base-IPaddr library that allow us to carry ..
comments from the naming definitions to the final output.

Next, lets’ examinen the methods available to the *ip' object. -



Google

IP Address L|brary .
ip.version. = > numerlc value, 4 or 6 ‘~

ip.text ! -> value of text comment

ip.token .~ ->value of naming library token -
ip.parent_token  -->value of naming parent token if nested
ip.prefixlen - .2 numeric preflx length of IP object (24)
ip.numhosts S o~ number of addresses Wlthln prefix (256)
ip.ip_ext P address S 10.1 1.0
ip.netmask_ext . ->netmask of address :255.255.255.0

ip.hostmask_ext = -> hostmask of address - 0.0.0.255
ip.broadcast_ext ~ -> broadcast address 10.1.1.255
ip.network_ext - -> network address - 10.1.1.0

* Non ext methods also exist, that prowde |nteger vaIues

e Loglcal Changes in th|s I|brary are pendlng, stay tuned.



Google

Pollcy L|brary

- o The policy. I|brary is mtended to read and mterpret high- IeveI
network policy definition files
@ Uses the naming I|brary WhICh converts tokens to. networks
- and services | -
e Creates an object that IS swtable for passmg to any of the
~output generators. 5 ~
e Each policy definition f|Ie oontalns 1 or more fllters eaoh W|th
- 1 ormore teims. - ‘ ' | X
o Header sections - deflnes the fllter attributes - -
o Term sections - ‘defines the rules to be implemented-
e There is no support for NAT at this time.
oYou can add support and submit patches -
e Policy language has both required and optlonally supported
keyword - generators must support reqmred keywords .



Google

Example Policy Definition
- header { ' - :
comment : "edge 1nput fllter for sample network "
target,. cisco edge-inbound extended .
. target:: speedway. INPUT DROP
~ J‘targetf:ﬁjuniper-edge—inbdund,
} SR o/ e R
term discard-spoofs { ..
source-address:: RFC1918 .
action::-deny g X
} | |
term permit—ipsec—access {
source-address: ;. REMOTE _OFFICES
destlnatlon address : VPN_HUB
protocol:: 50 Al G
action:: accept



Google

Rendered Example - Cisco
- § cat example.acl ' .

remark $1d:$
remark $Date:$ -
. no ip access-list.extended edge -inbound
ip access-list extendetl edge-inbound
remark edge input filter for sample network.

" remark discard- spoofs
deny ip 10.0.0.0 0:255.255.255 any
deny ip 172.16.0.0 0.15.255.255 any
deny ip 1,92.168.0.0 0.0.255.255 any

remark permit-ipsec-access

permit 50 1.1.1.0 0.0.0.255 host 3.3.3.3 -
permit 50 1.1.2.0 0.0.0.255 host 3.3.3.3
permit 50 2:1.1.0 0.0.0.255 -host 3.3.3.3



Google

Rendered Example Speedway (|ptables)

$ cat example ipt

*fllter
- # $ld: [filters/x. |pt$
# $Date; 2013/05/27 $
. #inet L, _
NPUTDROP .~ ® .
-N | discard-spoofs - * '
-A'|_discard-spoofs -p all -s-10.0. 0 0/8 - DROP
-A |_discard-spoofs -p all -5 172.16.0.0/12 -j DROP
-A | -discard-spoofs -p all -s 192.168.0. 0/16 —j DROP
-A INPUT -j |_discard- :spoofs .
-N |_permit-ipsec-access
-A |”_permit-ipsec-access -p 50 -s 100.1.1. 0/24 -d 3.3.3.3/32 -m state ——state NE
W,ESTABLISHED,RELATED -j ACCEPT ..
-A |_permit-ipsec-access -p 50 -s 100.2.2.0/24 -d 3. 3 3.3/32 -m state --state NE
W.;ESTABLISHED,RELATED -j ACCEPT: .. -
-A1_permit-ipsec-access -p 50 -s.100.3.3.0/24 -d 3. 3 3.3/32 -m state --state NE
W,ESTABLISHED,RELATED -j ACCEPT = *
" -A INPUT -j | .permit-ipsec-access _ .

COMMIT



Google
Rendered Example - Juniper

firewall { .
-~ family |net. { ¥ . : ' ni source-address { .* -
replace: | . " 1.1.1.0/24; /* Remote Office 1 */
/ y A : - 1.1.2.0/24; [* Remote Office 1'-annex
L e & : 3 . : */ - . . o x . S ‘
**.edge input filter for sample network. 2 1.1.0/24: /* Remote Office 2 */
* . - R o
filter edge-inbound { . destination-address { .
interface-specific; T -+ .3.3.3.3/32; /* vpn coneentrator */
term discard-spoofs : ‘ = . A,
from { ' ' protocol 50;
source-address { } 4 o B3
10.0.0.0/8; /* non-public */ - . then {
172.16.0.0/12; I* non-public */ , accept:
192.168.0.0/16; /* non-public */ ) ’
}
}
then { _
- discard;
}

} ¥s o
term permit-ipsec-access {
from { .-




Genera1 (e]g L|branes

. There-are currently. 7+ generator I|brar|es more are deS|red |
- e Juniper, SRX, Cisco, Cisco ASA Iptables Speedway
PaoketFllter SllverPeak -

Junlper can generate 3 output formats
o |Pv4, IPv6, Bridge ' e
- Cisco can generate 3 output formats: .
e extendéd, standard, objeot group (extended W|th objeot-
- groups) - |
Iptables can generate 2 output formats:
e IPv4, IPV6 (speedway outputs both in one policy) .
e Slightly odd output format - use "speedway" for most uses
e For liptables-restore’ output format, use "speedWay"_' |



CISCO Generator |
e Renders pollcy objeots into Cisco network ACL fllters

‘o Defaults to generatlng extended" ACL f|Iters '

. Supports several output formats
o-Extended
o Standard
o Object-Group - A |
e Qutput text begins with "no |p access- I|st " then deflnes
replacement with "ip"access-list..." . |
o Provides for easy cut- -paste deponment
e Each policy term is identified in remark text |
. @ Objeet-Group is essentlally what we've done in the framework
for hosts and sen/lces . ‘



Google

Cisco Generator
‘Defining Cisco o_ijtpUt in the Policy "header" section®
header { | | =

©comment:: "mscofMerheader
~ target:: CISCO [fllt‘er name] {exten’dedlstandard|obJect group}

}

For standard ACLs the format 6"

header{ :
comment:: "cisco filter header" |
target:: cisco [numb_er] standard - -

.



Google

Juniper Generator

The most fully featured generator since Go'ogle has a Iong history as a Juniper
‘partner S - : :

Supports most optlonal" policy deflnltlon keywords -
. e destination-prefix:: currently only supported by the. juniper generator
- .e ether-type:: currently.on used by juniper generator to specify arp packets
e fragment-offset:: currently only used by juniper generator to speclfy a fragment
offset of a fragmented packet . :
‘e icmp-type:: [echo-reply|echo-request|port- unreachable]
~ eJogging.: specify that this packet shoutd be Iogged
e oss-priority:: juniper only, specify loss priority -
e packet-length:: juniper only, specify packet Iength
‘e policer:: juniper only, specify which policer to apply to matchlng packets
e precedence:: juniper only, specify precendence
e gos:: apply quality of service classification to matching packets
e routing-instance:: juniper only, specify routing instance for matchlng packets
e _source-prefix:: juniper only, specify source-prefix matching -
e traffic-type:: juniper only, specify traffic-type
o [broadcast|multicastjunknown_unicast]



Juniper Generator

Defining Juniper output in the Pol.icy'.-"he‘ader'f section:

" header{ . =% |
- comment:: 'Jumper fllter header"
target:: Junlper [filter name] {met|lnet6|brldge}

}




Iptables Generator

- @ Used within Google as Component of a host based seourlty
system -
..o Most people should use. "Speedway instead

o The current output format 5 not smtable for 'iptables-restore' -
“oEach line must be |nd|V|duaIIy passed to /sb|n/|ptables
o InternaIIy, Google uses |ts own speolallzed loader

o Supports both IPv4 and IPv6 f|Iter generatlon |

e Terms are rendered as Jumps in‘the base filters -
o Optimization aIgorlthm deS|rabIe especially for Iarge f|Iters |

- @ Allows settlng of de,fauI't policy on f|Iters 5



Google

Iptables Generator
Defining Iptables -output i‘n'the ‘P‘ol'icy-"yheader" section: -
header { | |
comment:: |ptables filter header

~ target:: iptables [INPUT|OUTPUT|FORWARD] {ACCEPT|DROP}
{|net||net6} _

¥

Internally, we generate multipl‘e' smaller Iptables‘filters that each
provide a specmc functlon then chain them together to create
poI|C|es A ~

For example:.we have a base pollcy that IS always applled and
‘may include one or more additional 'modules' to enable
functionality such as web-services, mail-services, etc.



Google

Speedway Generator.
Defining 'Speedway outpUt'-in the Po’li.cy "header" seection:
header { . -
comment:: speedway filter header

'~ target:: speedway'[INPUT|OUTPUT|FORWARD] {ACCEPT|DROP}
{truncatenames} {nostate} {|net|met6} i

1

Policy terms allow for mterface specmcatlon If deswed to apply ;
|nd|V|duaI terms ‘ ~

"nostate” specifies no stateftraeking for packet flows. .



Google

Compiler-(AciGen) |
Located in péreh't'di'rec'tory: a‘CIgenn.py. a

-Arguments: - g n. =
-h,--help . *(Show this help message and eX|t)
-d deflnltlons] Il e
-p [policy source flle] (mutually excluswe with --poldlr)
- -0 [output directory] |
--poldir [policy source dlrectory] (mutually exclusive Wlth p)
-8, --shade_checking - (Enable shade checking)
-e EXP_INFO, --exp_info=EXP_INFO |
" (this applies te terms With "‘eXpi-ration"" keyword) A

'.The --poldlr optlon aIIows you to generate ACLS for an entlre dlrect

of source ioh(:les | .



Google

Assurance / Validation Development |
' The.following slides proVid'e a brief overview'of the various

libraries and components used In our ACL assurance and
.vaI|dat|on processes ' - 1

These tools are essentlal parts of the Network F|Iter
management prooesses at Google

We do not want our customers to suffer an outage due to an -
error or. aooldent in our ACL management "

o Unfortunately, most of these tooIs aren't be|ng reIeased at this
time. ~ | |



Google

Assurance / Valldatlon Development

" Once the‘initial system was bU|It e AclCheck library
it allowed us to easily do things . -~ * - o NacParser libary .
that were preV|oust very dlfflcult - - oAcITrace library
- orimpossible. x e » Netflow validation
| - e i b gl e gl . -oaka "snackle" -
Regular reports arenow - - eload balancer valldatlon
- generated advisingusof . .- 5 gka"crackle"
potentlal problems orissues. . e Policy Reader,llbrary'
~ - e Occlusion detection .
Other Code and prOJects have" .~ e|ptables assurance
also integrated components of - . - o aka "Pole Position"
our system into their own-code, - - ¢ Definate - =
'~ such as naming I|brary & | © Object defs from
definitions. | - authoritative sources



Google
AclCheck Library

" e Having all the various flavors of ACLs in'a smgle policy format
~ allows us the ability to easily analyze filters: '
‘e Allow verification of specific packets agalnst a pollcy to
-determine whakmatches will occur -
e Pass in pollcy, src, dst, dport sport, proto and it returns and
“aclcheck object - : e
e Methods: | - |
O ActlonMatch(actlon) -matched terms for this exact action
¢ Descrl_bel\/latches(,) - text descriptions of matches
o ExactMatches() --excludes 'next"actions
‘o Matches() - list of matched terms
e AclCheck is the basis for most of our ACL valldatlon tools that
~we déscribe in the foIIowmg slides |



Google

Netflow Valldatlon (aka Snackle)

e We cannot tolerate aooldental outages due to ACL errors

e "Snackle" Compares huge amounts of preV|ous netflow data
against propoged ACL changes | ~

e Alerts us whénever a-new ACL is built, but before it is pushed |
out, if a possible conflict is detected

— @ Allows us.to detect errors before they might affect our users
o such as accidentally blocklng POP3 to gmail servers

e Obviously, it cannot identify problems that result from " new”

services that did not exist in preV|ous netflow sessions

'*Th.is tool is not released at this time



Google

Netflow Validation (aka Snackle)
_Example Sn_'ackl"e' Report "_i’ext: |

deny->accept

1id=1003,64.81.47.74:34609,216.73.86.153:80(global-discard-reserved) (global-accept-transit-customer)
1d=1035232,98.171.189.17:52555,209.62.189.11:80(global-discard-reserved) (global-accept-transit-
customer)

1d=1036450,66.74.106.59:1989,209.62.176.153:80(global-discard-reserved) (global-accept-transit-
customer)

accept->deny

1d=1003,64.81.47.74:34609,216.73.86.153:80 (global-accept-transit-customer) (global-discard-reserved)
1d=1035232,98.171.189.17:52555,209.62.189.11:80(global-accept-transit-customer) (global-discard-
reserved)

1d=1036450,66.74.106.59:1989,209.62.176.153:80 (global-accept-transit-customer) (global-discard-
reserved)



http://www.google.com/url?q=http%3A%2F%2F64.81.47.74%3A34609%2F&sa=D&sntz=1&usg=AFrqEzd-PHXV_Mbl84_1Dhy1GJwzSuZW_Q
http://www.google.com/url?q=http%3A%2F%2F98.171.189.17%3A52555%2F&sa=D&sntz=1&usg=AFrqEzcKkyoZCT96JnQpZ25IaWoKaTB3fg
http://www.google.com/url?q=http%3A%2F%2F66.74.106.59%3A1989%2F&sa=D&sntz=1&usg=AFrqEzfhZrOa0UBq5jpev0c5-SfZOQdEXA
http://www.google.com/url?q=http%3A%2F%2F64.81.47.74%3A34609%2F&sa=D&sntz=1&usg=AFrqEzd-PHXV_Mbl84_1Dhy1GJwzSuZW_Q
http://www.google.com/url?q=http%3A%2F%2F98.171.189.17%3A52555%2F&sa=D&sntz=1&usg=AFrqEzcKkyoZCT96JnQpZ25IaWoKaTB3fg
http://www.google.com/url?q=http%3A%2F%2F66.74.106.59%3A1989%2F&sa=D&sntz=1&usg=AFrqEzfhZrOa0UBq5jpev0c5-SfZOQdEXA

Google
VIP VaI|dat|on (aka Crackle)

) We cannot tolerate aooldental outages due to ACL errors

"Crackle parses oonflguratlons of our. public. VIPs to determlne
“what IPs and sérvices should be available =
e Alerts.us whenever a new ACL is built, but before it is pushed
- out, if a possible conflict is detected . . |
e Allows us to detect errors: before they mlght affect our users
o such as inadvertently blocking POP3 to Gmail servers
e This has saved us from lnadvertent outages on several -
occasions ¢ |

;*-This tool is' not released at this time



Menu

Horne

Baolicy Search

ACL Trace

Crackle Report

HMetscaler Viewer
Services
Servers

Hew Corp DC
Mew Prod DC

Welcome: watson | Contact Us | Help

GO< )8

LookingGlass

Crackle Report
Sunday Cctober 04, 2009

Crackle: Falidate covfigured nefscaler VIFs and Services against the current global jel inbowund nefwork access confrol filfers.

elp | Sign out

Access Check

Checked TCP 80/http on 4593 VIPs ok
Checked TCP 295/tcp on 120 VIPs ) ok
Checked TCP 25/tcp on 34 VIPs ok
Checked TCP 80/any on 4489 VIPs ok

checked TCP 443/ss|_bridge on 4490 VIP= ok

Checked TCP 443fany on 4388 VIPs (=173

Checked TCP S3fany on 4 WIRs (=1’

Checked TCP S3/dns on 2 WIPs (=173
Checked TCP 25/any on 130 VIPs Waming: Potential VIP Blocking Detected

Public to 74.125.47.23 port 25/tcp will result in deny fmore details)

Helpful hints:

25/tcp is contained in tokens SMTP, GMAIL_POP, GOOGLE_PUBLIC, CONTROL

F4.125. 47,23 iz containad in tokens GOOGLE_PUBLIC_MET, PROD_EXTERMAL, PROD_EXTERMAL_W W
Related Terms:

Term: global —accept-=mup
Source-address
Testination-address
Bource-port::
Destination-pect:: SHTP
Option: :
Bction: :

FROD_OTHER _SMTE_WIFS

accept

Term: glebal-accept-gmail-smep
Source-address::
Destinavion-addrass::
Source-pore::
Destinavien-pere::

FMAIL_SMTF_SERVERS

SMTF SMTP_35L ESMTF IMAPS FOF_SSL

Term: glebal-accept-caribou-smwecp
Source-address
Testination-address:: CARTIE0T SMTF SERVERS
Source-port

Testination-port:: SMTF

Option
Action:: accept
Term: glebal-accept-caribou-pop
Source-address::
Destination-address::
Bource-port::
Destination-pert::
Option: :
Bction: :

CARIEOU_POP_SERVERE
ESMTF SMTP SMTP_SSL POP_SSL IMAPS
accept

Term: accepr-dasher-hosted-partnsc
Source-address::

Destinavion-addrass::
Source-pore::

Destinavien-pere::
Option::
Action

PROD_DASHER_HOSTED
POF: POP_SSL SMTF SMTP_SSL IMAP IMAPS HITF

accept

Checked TCP S8%/tcp on 120 VIR=

In this example, we see
that 25/tcp is being
blocked to a public IP
that was configured to
receive SMTP.

The "details" dropdown
advises us which.
service tokens Contaln
25/tcp, and which
network tokens contain
the public IP.

Then it shows us likely
related ACL terms.




Google

Iptables Assurance aka PoIe Position

- -e Adds. deployment tracklng to Google "Speedway
| deployments
- e All deployment report back to Central coltector at- regular
intervals - - - =
o install: hash current hash role, modules mterface stats
e Collector performs variety of functlons on data |
o validates reports »
o stores valid data in database
o analyzes data for issues
o reports in real-tine though Web Ul
‘mall hosts. s
m per role reports

*This tool is not released at this time



Quick Summary:
Hosts: 102
Alerts 7

Quick Links:

Latest Reports
All Reports

Role View:
LDAP
Radiug
Kerberos

Deskiop

CorpDB
KerbMaster

Data Warehouse
Ganeti Mode
Cert Auth
Yalenting

Wonty

Passward Change

watson | What's Pole Position? | Speedway Help |Sign out

Speedway Search ]

Examples: sfo, zp, 17224 .4

Hostname
veldap. hot

mtwldapmaster?
mmituldap22
Idap1? hot
mtvldap25
Idap1-7.chf
Idap1-4.eem
Idap1-9.eem
Idap25. hot
Idap21 . hot
mtvldapmaster]
mtvldap13
Idap1-3.chf

Pole Position Console for Speedway Deployments

= Mews and Announcements
= LDAP Alerts View
= LDAP Status View

Role
auth.ldap

auth.Idap
auth.ldap
auth. ldap
auth dap
auth.Idap
auth.ldap
auth.Idap
auth.ldap
auth.Idap
auth dap
auth.Idap
auth.ldap

Address
17224177 114

172.24.4.107
172.24.4.49
172.24.200.142
172.24.4.86
172.25.64.80
10.3.19.133
10.3.19.133
172.24.200.151
172.24.200.146
172.24.4 106
172.24.4.103
172.25.64.84

Updated  Wamnings
2009-10-29  Hash Mismatch

2009-10-29
2003-10-29
2003-10-29
2009-10-29
2003-10-29
2003-10-29
2009-10-29
2003-10-29
2003-10-29
2009-10-29
2003-10-29
2003-10-29

Hash Mismatch: The MD5 hazh of
Speedway policies generated at
install time does not match the hazh
of the currently applied policies.

Simple search
box allows us to
find hosts by DNS

‘or I[P matching.

‘The "Recent
Alerts" (closed)
shows only the.
hosts reporting
errors. |

Thé "Recent
Reports" shows
all hosts in the
selected role.



Google

Policy Reader library, _ |
- ® The policy reader library aIIows other code to easuy examine
~ policy source files : |

‘e The policy library only reads poI|C|es for the purpose of ¢
-rendering objegts for passing,to generators *

e For some tools, we needed to, be able to easily examine the -
various filters and terms for programmatically- -

owhere certain tokens are used -
o where speC|f|c optlons are used
o etc. , -

e Policy reader renders S|mple objects that allow us to do-this -

e Handy for a variety of tools such as rendering. poI|C|es |n a

~ Web Wl for example



Summary Do Know Evill | | '

- @ ACLs are highly prone to human error -
‘e Manually auditing and reviewing Iarge and oomplex ACLs |s |
very difficult and‘time consuming
- @ Keeping large plocks of networks in syno between Iarge ,
numbers of ACLs is time consuming and error prone t
e Automating these tasks reduces manual Iabor helps eliminate
typos and helps |dent|fy Ioglcal errors -

Without thls system, we would be overwhelmed today due to the

size, oompIeX|ty and large number of. ACLs in the Google
environment. 4 -

‘We have o_pen soUrced'm_uCh of tlhis code.to help other
organizations in the-management of complex network filtering .



Google

Core Code Released to the Publlc
-We-have open -sourced software under the Apache2 Ilcense

http l/code google comlp/caplrcal

* Detalled helo and dooumentatlon IS avallable on. the WIkI

.If you use it an.-d modn_‘y |t_, please. Con'tnbute your patohes baok!

The name, "capirca", was intended to be "caprica" from
BattleStar galactica (the "new world"). | registered the
misspelling, then later noticed the error, but the Correot spelllng
was already taken:

-So, for efficienoy,(?) we have kept the narne Capirca. "



