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Recipe 
Requirements



Cloud Infrastructure 
Options



Infrastructure as Code
The Advent, The Options, and Why



Why IaC? 



What’s Missing?



Pipelines



CI/CD

https://www.katalon.com/resources-center/blog/ci-cd-tools/

Continuous Integration
Continuous Deployment



When security is left out of the DevOps Pipeline 
Party…

https://twitter.com/petecheslock/status/595617204273618944



Open-Source Tools



Terrascan Example (Gitlab CI)



Terrascan Example (Continued)



Primary Concerns



Managing 
Secrets

Build gates into the pipelinesBuild

Remove existing plaintext passwords
• Tools: Trufflehog, Gittyleaks, GitRob, or even writing manual grep 

commands to search
Remove

Utilize Secret Servers
• Ie. Vault, Conjur, Keywhiz, CyberArk
• Cloud Native: AWS – KMS, GCE – KMS, Azure – Key Vault

Utilize

Check COMMITS for sensitive data as wellCheck

Encrypt SecretsEncrypt



Primary Concerns





Primary Concerns



Concluding 
Remarks



The End!


