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Problem Statements \



\ AV Problem

Many AV companies use their own unique
nomenclature for malware and malware families

@MalwareUtkonos



\ Marketing Problem

Marketing departments want to brand the malware
families that their company has identified
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APT28
Pawn Storm
Fancy Bear
Sednit

TsarTeam
TG-4127

Group-4127
STRONTIUM
TAG_0700
Swallowtail
IRON TWILIGHT
Group 74



\ Missing Criteria

Robert M. Lee @ @RobertMLee - Feb 6 v
Intel Analyst: We have unique requirements, collection, & analysis. We name our

cluster of intrusions $UniqueName

Twitter: OMG ANOTHER NAME WTH?!
Intel Analyst: Hey we’re back and we’re tracking this activity as $KnownName

Twitter: OMG THATS NOT HOW WE TRACK IT YOU’RE WRONG!

Q 2 9 Q a7 |

Robert M. Lee @ @RobertMLee - Feb 6 v
This isn’t a subtweet just salty about naming conventions this morning. | don’t
agree RecordedFuture or anyone should use others’ naming conventions. The
right approach is defining your own. But it will also lead to critics. So support
your consumers and just don’t worry about it

O 11 Q) 24 &
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\ Researcher’s Problem

What am | looking at?

Can | relate this to other samples that have already
been identified?

Is this a new attack?

@MalwareUtkonos



\ Incident Responder’s Problem

What is this related to?

Can | locate previous work around this malware, so
| can save time?

@MalwareUtkonos



Solution Methods \



\ Sample ldentification

Determine malware family membership of sample

@MalwareUtkonos



\ Locating Associated Samples

Within a set of samples, which are related?

@MalwareUtkonos



|dentification Method: \
Anti-Virus Scanner Results



\ Shared Engines

Sample: 68119dd7fb9ecb099de50227162bd82f
Scanner Result: Trojan.GenericKD.40437487

AV Companies:

@MalwareUtkonos



Development Methods
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Vendors with Usable Results

Microsoft ESET

https://www.microsoft.com/en-us/wdsi/threats http://www.virusradar.com/en/threat_encyclopaedia

Kaspersky Sophos

https://www.sophos.com/en-us/threat-center/threat-analyses

https://encyclopedia.kaspersky.com A S —————

@MalwareUtkonos



Bolling Down Results

Sample: c3f9d80d11ab3671cd412e94ded4141ad

@MalwareUtkonos



Bolling Down Results

Remove clearly generic results

Watch for sneaky generic results: Zeus, Zbot, Zusy,
etc.

@MalwareUtkonos
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Bolling

Down Results

ESET-NOD32 Win32/Adware VrBrot Yandex Trojan.DR.PeBundle.A

McAfee Artemis!C3F9D80D11AB VBA32 Trojan.Isbar

Ad-Aware Gen:Variant.Symmi.89546 DrWeb Trojan.Isbar.863

AlLYac Gen:Variant.Symmi.89546 Arcabit Trojan.Symmi.D15DCA
BitDefender Gen:Variant.Symmi.89546 NANO-Antivirus |[Trojan.Win32.Isbar.fhgjim
F-Secure Gen:Variant.Symmi.89546 ViRobot Trojan.Win32.Z.Symmi.954946
MicroWorld-eScan |Gen:Variant.Symmi.89546 Avast Win32:VrBrothers-A [Adw]
Emsisoft Gen:Variant.Symmi.89546 (B) |AVG Win32:VrBrothers-A [Adw]

Ikarus Trojan-Spy.Win32.Sincom GData Win32.Backdoor.Hupigon.B
Microsoft Trojan:Win32/Occamy.C Kingsoft Win32.RiskWare.PEBundle.49152
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Bolling

Down Results
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Bolling

Down Results

Ad-Aware Gen:Variant.Symmi.89546 VBA32 Trojan.Isbar
Arcabit Trojan.Symmi.D15DCA DrWeb Trojan.Isbar.863
ViRobot Trojan.Win32.Z.Symmi.954946 NANO-Antivirus |Trojan.Win32.Isbar.fhgjim

Win32.Trojan.Symmi
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Win32.Trojan.Isbar




Bolling

Down Results

VBA32

Trojan.Isbar

Arcabit Trojan.Symmi.D15DCA DrWeb

Trojan.Isbar.863

NANO-Antivirus

Trojan.Win32.Isbar.fhgjim

Win32.Trojan.Symmi
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Bolling

Down Results

Ad-Aware Gen:Variant.Symmi.89546 VBA32 Trojan.Isbar
Arcabit Trojan.Symmi.D15DCA DrWeb Trojan.Isbar.863
ViRobot Trojan.Win32.Z.Symmi.954946 NANO-Antivirus |Trojan.Win32.Isbar.fhgjim

Win32.Trojan.Symmi

@MalwareUtkonos

Win32.Trojan.Isbar




\ Automation: AVClass

Family Rankings

PUP Classification
Ground Truth Evaluation
Generic Token Detection
Alias Detection

https://github.com/malicialab/avclass

@MalwareUtkonos



|dentification Method: \
MITRE ATT&CK



&CK

e Framework for categorization of
adversary tactics and techniques

e Excellent first step

Not yet ready for malware classification

e There is a better option!

@MalwareUtkonos



\ ATT&CK & Granularity

754E1650 < 68 A9164E75 push msimg: 54E16AS set_SEH
IEL¢ 64 :FF35 00000000 push d\.ord ptr | H SEH Save
884424 10 mov eax,dword ptr ss:[esp+10
896C24 10 mov dword ptr ss:[esp
8D6C24 10 lea ebp,dword ptr ss:
sub esF,eax
push ebx
push esi
push edi
Al O0FQ4E75 mov eax,dword ptr ds: [754EF000]
3145 FC xor dword ptr ss [ebp 47 ,eax
33C5 Xor eax,ebp
50 push eax
8965 E8 mov dword ptr ss:
FF75 F8 push dword ptr ss:
8B45 FC mov eax,dword ptr ss:
C745 FC FEFFFFFF mov dword ptr ss:
8945 F8 mov dword ptr ss:
8D45 FO lea eax,dword
64 :A3 00000000 mov dword ptr : [C X SEH Init
ret

https //steemit. com/reverseenglneermg/@utkonos/alphablend campaign-part-2

@MalwareUtkonos



\ ATT&CK & Granularity

754E1650 <

@MalwareUtkonos

68 A9164E75

64 :FF35 00000000
884424 10

896C24 10

8D6C24 10

RFO4E7S
FC

896 ES
FF7 I F8
884 @ FC

c74 | FC FEFFFFFF

894 @ F8
8D4Wr0
64 :A3 00000000

pu;h msimg32. 7 54E16AC
push dword ptr i:
mov eax,dword ptr ss:
mov dword ptr ss:

lea ebp,dword ptr ss:
sub esF,eax

push ebx

push esi

push edi

mov eax,dword ptr ds:|
xor dword ptr ss:[ebp
Xor eax,ebp

push eax

mov dword ptr ss: [Ebf
push dword ptr ss [e )
mov eax,dword

mov dword ptr ss:

mov dword ptr ss:

lea eax,dword

mov dword ptr

Set_SEH
SEH Save

SEH Init




SEH Variation

1 rule SEH_Init : Tactic_DefensiveEvasion Technique_AntiDebugging SubTechnique_SEH
20

3 meta:

4 author = "Malware Utkonos"

5 original_author = "naxonez"

6 source = "https://github.com/naxonez/yaraRules/blob/master/AntiDebugging.yara"
7 strings:

8 $a = { 64 A3 00 00 00 00 }

9 $b = { 64 89 25 00 00 00 00 }

10 condition:

11 WindowsPE and ($a or $b)

12 }

@MalwareUtkonos



\ Contribute Sub-Techniques

https://attack.mitre.org/resources/contribute/

@MalwareUtkonos



\ 2FA Interception (TT111)

e SMS interception on the wire (SORM)

SMS interception by number porting

e Code interception via phishing page (Nile
Phish, Charming Kitten)

e Keylogger

@MalwareUtkonos



Better System



he New MAEC

Anti-Behavioral Analysis Execution
Anti-Static Analysis Exfiltration
Collection Impact

Command and Control

Lateral Movement

Credential Access

Persistence

Defense Evasion

Privilege Escalation

Discovery

https://github.com/MAECProject/malware-behaviors

@MalwareUtkonos




|dentification Method: \
Malpedia



\ Malpedia: FIN7, Carbanak

@MalwareUtkonos

_7
2 ~ Fraunhofer
ma ia
Inventory  Stati or Login

— Aﬂ una k (Back to overview)

aka: Carbanak, Carbon Spider, FIN7

Groups targeting financial organizations or people with significant financial assets.

Associated Families

js.bateleur | js.bellhop | js.dnsrat | js.sqlrat | php.antak | ps1.powerpipe | ps1.powersource | vbs.halfbaked | win.babymetal | win.carbanak

win.dnsmessenger | win.driftpin | win.klrd | win.mimikatz | win.socksbot | win.tinymet | js.griffon | win.ave_maria | win.cobalt_strike

References

#1 https:/www.symantec.com/connect/blogs/odinaff-new-trojan-used-high-level-financial-attacks

http://2014.zeronights.ru/assets/files/slides/ivanovb-zeronights.pdf

https://malpedia.caad.fkie.fraunhofer.de/actor/anunak




@MalwareUtkonos

] =
~ Fraunhofer
ma 1a
Analytics Inventory Statistics Usage Users utkonos

On this page you can upload a binary file which is then matched against all yara rules on Malpedia.

Optionally, the uploaded file can be a zip-archive containing the files you want to scan. Any encrypted archive needs to have
infected as its password.

Note: The maximum size for any uploaded file is 20MB.

7b045eec693e5598b0bb83d21931€9259¢c8e4825¢c24ac3d052254e4925738b43

Show partial matches
Rule Name Strings Matched % Matched Match?

win_acridrain_w0 12 63% true

Malpedia Results



@MalwareUtkonos

Propose Change forwin. 9002

In which category would you like to suggest a change?

Please select a category

Explanation / Reference

Why do you think this change is advisable? Feel free to include references.

Your suggestion will be reviewed before being published.
Thank you for contributing!




|dentification Method: \
Google



@MalwareUtkonos

FIND A
MEN(U ITEM OR
BUTTON WHICH LOOKS
RE\ATED TO WHAT
YoU WANT TO

https://xkcd.com/627/

GOOGLE THE NAME
OF THE PROGRAM
PLWS A FEW WORDS
RELATEDTO WHAT You
WANT TO DO, FOLLOW
ANY INSTRUCTIONS.
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Proposal






Association Method: \
Static Analysis



\ Some Hashes

ssdeep: Context triggered piecewise hash

Import Hash (imphash): Calculated from PE file
import table

@MalwareUtkonos



\ Exif Metadata

"SourceFile": "/root/Doc33.doc",

"ExifToolVersion": 11.38,

"FileName": "Doc33.doc",

"Directory": "/root",

"FileSize": "2900 kR".

"FileModifyDate": "2019:04:25 02:33:55+00:00",
"FileAccessDate": "2019:04:25 02:37:08+00:00",
"FileInodeChangeDate": "2019:04:25 02:33:55+00:00",
“Fl1lePermissions”: "IW-r—-r—--,

"FileType": "DOC",

NS 1 ATumnAaCvd+ancsanil e

HAdAall

"MIMEType": "application/msword",
"Identification": "Word 8.0",
“LanguageLoge~: “eEngLlisn (US) ",
"DocFlags": "1Table, ExtChar",
"System": "Windows",

"Word97": "No",

IlTitlell: n ll,

"Quhipptt. non

"Author": "Pieter Ceelen"
"Ku,":ad“". =

“LasfModifiedBy": "Anon Biuehat",
o0l Lwdre ., "MILCIOSOI L Ul LL1CE WULd".
'CreateDate": "2019:04:24 08:27:00"

HALa sene sl Aol

@MalwareUtkonos

>

"ModifyDate": "2019:04:24 08:34:00",

HCAAiri+uslle HAlAnAl

"CodePagé“: "Windows Latin 1 (Western European)"

vulipatly . 1

"CharCountWithSpaces": 530,
"AppVersion": 14.0000,
"ScaleCrop": "No",
"LinksUpToDate": "No",
"SharedDoc": "No",
"HyperlinksChanged": "No",
"TitleOfParts": "",
"HeadingPairs": ["Title",11],
"CompObjUserTypelLen": 32,

"CompObjUserType": "Microsoft Word 97-2003 Document"

"LastPrinted": "2016:04:19 10:07:00Z",
"RevisionNumber": 4,

"TotalEditTime": "4 minutes",

"Words": 79,

"Characters": 452,

"Pages": 1,

"Paragraphs": 1,

"Lines": 3



\ Code Signing Certificate

Signed by fake cert
Signed by real/stolen cert

Signed-ish: broken signature

@MalwareUtkonos



\ Abused Certificates

field value

issuer.commonName.keyword: COMODO 24,901
Descending RSA Code (96.87%)
Signing
CA

@MalwareUtkonos



\ PE Metadata

Sections
Imports / Exports

Resources

@MalwareUtkonos



2 E101 5 windows executable walkthrough

- _Hexadecimal dump _ | ASClidump Fields Values Explanation _
Dissected PE T A R R , —

constant signature
€0-60 60 06 09-09 60 60 06-4EIDA e ik offset of the PE Header @

signature PE', 0, 0 constant signature
00-4GNBI B300H-00 00 68 00-00 08 Machine Oxl4c [intel 386) | - processor ARMME Sl
3 Nunberofsections 3 number of sectior
e i 90N . el Sizeofoptionalhesder | Oxed Tealive oftset of  secton able )
x EXEDLL

wagic ob (32 52 ie/oa bt
... E8981 00 00-80 00 08 . Addressofentrypoint where execution starts @
DOS header 68-60 00 66 00-BANIANGANGE-00 6D 60 - o TR addross where the file should be mapped in memory
o e s iy 28 - BANBRTARIRA- 14 EB B0 -BETA2IGH FileAlignment
40-60 80 60 00-B4-68 00 86-00 00 5 o | Razorsub
simple PE header 186-B192086786-00 60 00 66-B2NEA . sizeofrmage
e 00-60 80 90 06-69 60 00 RG-89 09 08 - vawve sizeofHeader:
o0 1aBREETEa . . i Subsysten s
optional header
xscutabl information 89 00 00 06-00 00 00 p— =
G6-00 00 06 83-09 00 60 06-0 09 0O 2 RVAof he imports @
@-60 00 06 03-0 00 00 26-00 00 00
data directories —
I ponar 10 e suchre erporte rport.-) 5 74 s 78-74 08 00 60 T —
header 16 9 68-6816/88 98-80 62 69 00-BANB2IEGNBE 1 - .
56 00 60-60 0 00 20-00 G0 00 0o-ZANBRNGANED ............... | Name Virtualsize i o
- 264K IETATEI BT8R -50 10 60 080 20 68 08 5 text 05200 CODE. PXECUTE READ)
sections table 162400700 - BONGHNGENGE 00 60 00 06-09 00 00 00 | ......... 3| ledata o 0 0x400 INITIALIZED READ
cetne ot fviud i ey 9 00 oo NN SN— data o Ox600 DATA. ReAD. WRITE
10 09 €9-60 30 86 89-89 02 60 0-BENBENGRNER . For each section, a Sizeoff a sized block is u-aﬂ from hv nle at J’DhlcrYuRw.Da'\aht,

simple.exe e — e - N—

X86 assembly. Equivalent C code

technical details about the executable

code oh
oxd03000

- - L\MU!UL
sections e e |

(m mmnzuw ~Hessagesox(D, Wello'worldl’,'a sinple PE executable’, 0)
contents of the executablo

" Toxeozoss ~exiterocess ()
lnk betwean the executable and (Windows) ibrares

Imports structures Consequences
descriptors
66 95-06 60 66 66-781287G81E8 S0
BEEB -0 co oo o =
% oa-20 00 3 & ® % [RemelERdl) [ AR et
' 60 89-09 08 08 © s 68— 0x204c, 0% 02068 wil point o komel32 's ExiProcess

65773573108 89 08-4D 65 73 73 " 0x 2070 will point to

data
tormation s 9 th codo

41 98-
108°08780788°98-68 €5 72 6E-65 6C 33 32 x o
EVEATGCT6CSE 75 73 65-72 33 32 26-64 6C 6C 88

0x2070 —————— 0x205a, 0

L R
TSITARGIG2SGOT65IBG 46765 60 G0 GF=20 TI R T2 utable. e
6 64 21 €8 Id

Strings
a simple PE executable\0
Hello worldi\0

Loading process Notes

R . MZ HEADER aka DOS_HEADE
@ Headers © Mapping @ Imports @ Execution Stars with M- iitai of Mark Zbikowski MS-DOS developer)
e Bo6 Hegaoeis pareed Caddis camliat e Bty PE HEADER aka IMAGE FILE_HEADERS / COFF file header
xhn PE Header is n'ursed rageBase they follow the OptionalHeader the calls of the code go via the IAT to the APIs. Starts with 'PE’ (Portable Executable)
ket S Hosers .tonw heit number s NumOTRVAARdSizes OPTIONAL HEADER aka IMAGE_OPTIONAL_HEADER
me Optona Hesders parsea Optional oy for non-standard PEs but required for executables
! ) a simple PE executa.. RVA Relative Virtual Address
bbb Address relative to ImageBase (at ImageBase, RVA = 0)

ach doscriptor specmss 2 DLLnamo
e Amost ll addressesof th headers ae RVAS

mory
: AT and INT ar parsed smtansously e e
@ Sections table T T e —— I code, adresses are not relti
Sections table is parsed n ts address is written in the IAT entry
ot s ks de + Scpraton)
it Sontane NarmgerOFssclions amerts
s chacke o ety wit aignmens . 3 ]

INT Import Name Table
Null-terminated list of pointers to Hint, Name structures
IAT Import Address Table

Null-terminated list of pointers

On file it is a copy of the INT.

After loading it points to the imported APIs

Index in the exports table of a DLL to be import
e e Ak i & st g okt

@MalwareUtkonos




\ Sections

Sample: 0a9545f9fc7a6d8596cf07a59f400fd3
Name: .reloc

MD5: 3a64e2292f5eb1bbe70428clcbee22d5

@MalwareUtkonos



\ Sections

Sample: 0a9545f9fc7a6d8596cf07a59f400fd3
Name: .reloc

MD5: 3a64e2292f5eb1bbe70428clcbee22d5

@MalwareUtkonos



\ Resources

Sample: c7577748e6e/7c71cdf5a950655b2456e
Name: RT_VERSION

SHA256:
4df4bf2f6de1beb10586f49b4155fffb946279e8b0
a69d6fbbe695158bbbé63ae

@MalwareUtkonos



\ ReversinglLabs Hash Algorithm

https://www.reversinglabs.com/technology/

reversinglabs-hash-algorithm.html

@MalwareUtkonos



\ VirusTotal similar-to:

Proprietary black magic, but very effective

@MalwareUtkonos



Document Metadata

Author
Timestamps
Language

PDF Producer

@MalwareUtkonos



Association Method: \
Dynamic Analysis



\ Filenames

Boring: finding exactly the same filename

More exciting: develop regex for a pattern of
generated filenames.

@MalwareUtkonos



\ URL Structure: Download

Related to the vulnerability in the CMS that was
exploited to create the URL

@MalwareUtkonos



\ URL Structure: Download

Example:
http://terumoindonesia.com/wp-content/themes/twentysixteen/

Regex:

wp-[a-z]+/themes/twenty(?:ten|eleven|twelve|thirteen|fourteen|fifteen|sixteen|seventeen|eighteen)

@MalwareUtkonos



\ URL Structure: C2

Directly related to the malware family

@MalwareUtkonos



\ URL Structure: C2

Example:

http://dinttobogo.com/zapoy/gate.php

@MalwareUtkonos



\ Mutual Exclusion (Mutex)

Prevents race conditions with

multiple processes and multiple threads.

https://en.wikipedia.org/wiki/Mutual_exclusion

@MalwareUtkonos



\ Registry Key

Hierarchical database for

low-level OS and application settings.

https://en.wikipedia.org/wiki/Windows_Registry

@MalwareUtkonos



Association Method: \
Clustering Algorithms



\ Standing on Shoulders of Giants

“Python and Machine Learning: How to clusterize a
malware dataset?”

https://github.com/sebdraven/hack_lu_2017
And botconf!

@MalwareUtkonos



\ Algorithms

K-Means
DBScan

@MalwareUtkonos
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Assoclation Method:
Diamond Model of

Intrusion Analysis



ADVERSARY

. W&

PERSONA:  LUKE SKYWALKER
ORIGIN:  TATOOINE

ROGUE SQUADRON,

REBEL ALLIANCE
A/K/A JEDI PANDA, APT TI/2

. =5p8=
INFRASTRUCTURE
YAVIN 4 (REBEL BASE)
FORTRESSA (FIGHTER CARRIER)

T-65 X-WING (FIGHTER)
R2-D2 ASTROMECH DROID

|
i ®
CAPABILITIES

PROTON TORPEDOES

THE FORCE

FATHER’S LIGHTSABER
BLASTER (UNCIVILIZED WEAPON)

¢
y/

e
VICTIM

ASSET: DEATH STAR
OWNER: EMPEROR PALPATINE
ORGANIZATION: THE EMPIRE

SOCIO-POLITICAL AXIS TECHNICAL AXIS (TTPS)

MOTIVE: IDEOLOGICAL; REVENGE a PRECISION TARGETING

INTENT: POLITICAL UPHEAVAL FORCE-CONTROLLED FLIGHT
@MalwareUtkonos FORCE COMMUNICATION




Diamond Model

http://www.dtic.mil/docs/citations/ADA586960

@MalwareUtkonos



Association Method: \
lcewater



\ lcewater

http://icewater.io/search

@MalwareUtkonos



Cluster Neighbors for k26bc.4b52a41dcf3b0b12

‘ 1-bit.k26bc.4b52a51d

1-bit.k26bc.4b52a41dcb3b0b12

@MalwareUtkonos



124a591871e93e¢0272873568beScS5e75

cluster: m26bc.359b6a48c0000b32 with 6844 members

md>5: 124a591871e93e0272873568be5c5e75

shal: 9d5cefcaea659c8974aeafd38c8187440d69a78f

sha256: 67978d6e3bd57f85b81efa04d83d579e5f85d45c0908cadfa59348aeaf81572f

@MalwareUtkonos



Association Method: \
Control Flow Graph Analysis



\ Control Flow Graph Analysis

Control Flow Graph Based Virus Scanning
(DerbyCon 2014)

Douglas Goddard
https://www.youtube.com/watch?v=10KXjN67hkA

@MalwareUtkonos



0x219828

rip
mov rl12c rd [rip + 0x218c48

jne

mov rdi, ra
mov wo F0], Ox3f3f
mov byte [ F2], 0

y +
xor rl3d, rl3d
je

, edx
[rip + ©x21873b], rax

rax

[rsp + 0x40]

=l

ernal

https://rada.re/r/img/webui-graph.png

@MalwareUtkonos



Analysis Technique: \
Graphing Threat Data



\ Schema: STIX

STIX Domain Objects (SDO)

Attack Pattern

Indicator

W EINETE

Campaign Intrusion Set Observed Data ) ; )
STIX Relationship Objects (SRO)
. Relationship Sighting
Course of Action Tool Report
Identity Vulnerability Threat Actor

@MalwareUtkonos




Schema: STIX

22

f
m

Indicator

Vulnerability Campaign Threat Actor

https://oasis-open.github.io/cti-documentation/stix/intro
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\ Graph Tools: Data Formats

e Resource Description Framework (RDF)
o https://www.w3.org/RDF/
e JSON for Linking Data

o https://json-ld.org/
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\ JSON for Linking Data: JSON-L

: "https://json-1d.org/contexts/person.jsonld",
: "http://dbpedia.org/resource/John_Lennon",

: "John Lennon",
": "1940-10-09",

: "http://dbpedia.org/resource/Cynthia_Lennon"
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R

|
set {
:filea
:filea
:filea
:filea
:filea

:fileb
:fileb
:fileb
:fileb
:fileb

:setup

DF N-Quad

<md5> "49634699ad232551c92081abd2d87d90" .
<filesize> "213152" .

<has_filename> _:setup .
<malware_family_member_of> _:mfam .
<has_imphash> _:imphasha .

<md5> "7a81e7811119022f05aaaa433b618e8f" .
<filesize> "235536" .

<has_filename> _:install .
<malware_family_member_of> _:mfam .
<has_imphash> _:imphasha .

<filename> "setup.exe" .

1install <filename> "install.exe" .

@MalwareUtkonos

:mfam <malware_family> "Neshta" .

:imphasha <imphash> "9f4693fc0c51113512949312161d1e86" .



\ Graph Tools: Graph Databases

e Neo4;
o https://neodj.com/
e DGraph

o https://dgraph.io/
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BookK

Introduction to Graph Theory
Richard J. Trudeau
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6ms A

pred. value

imphash "9f4693fc0c511135129493f21

uid "Oxcb4fb"

FILES () ~NODE (n)  ~HAS_IMPHASH (~h)

imphash: 9f4693fc0c5111351294932161d1e86  uid: Oxcb4fb
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¥ GRAPH

setup.exe

FILES () ~NODE (n)  ~HAS_IMPHASH (~h)

~MALWARE_FAMILY_MEMBER_OF (~m)

malware_family: Neshta uid: Oxcb4fa

HAS_FILENAME (h)

uid: Oxcb4fa

pred.
malware_family

uid

HAS_IMPHASH (ha)  MALWARE_FAMILY_MEMBER_OF (m)

value

"Neshta"

"Oxcb4fa"




Questions?
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