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About me

I'm a securit\hresearcher and founder of eCrimelabs,

based out of Denmark.

With more than 20 years of experience in oftensive and

defensive security.

Started in warked with vulnerability research and exploitation and have
moved to in form of incident response and threat hunting, but still like to
mix It up.

In "spare-time" | like to see the world through a camera lens, yes I'm a canon
person.
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Disclaimer

This talk is not a quide how to perform a DDod attack, or
recommendation to do so.

The goal is to give you insight into current threats.

This presentation will contain no cats.
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EIRIE

e Background on project, why | started this

e Brotocol history
e Anti-DDod solutions implementations

e Legacy protocols VS "super” modern [ol botnets.

e Protocols - New and old

* [aking down the world - Max Fain ﬁé@
it
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Motivation and thesis

While working at large telco SOC in Denmark, doing DDod
mitigation | was wondering why a majority of the attacks were

trivial and easily mitigated.

And | wanted to see it | could figure out why 0% of the
attacks occurred primarily out of China and Russia.

This was where | came to think of the "Max Pain Attack” thesis

X
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Initial idea and data gathering al O

During my research my dataset have been focused on LUDP
SErvices

| started my research in the beginning of 2016 and are
currently covering Z0 services and 21 attack patterns.

've proven it with UDP but the content of the problem (Max
Pain) can easily adopt additional services and botnets.
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Protocol history

First publicly found example of misuse is DNS dated back to
and the latest addition to the abused UDP protocols
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Booters and Stressers = S

rrrrrr

Booters or Stressers are all over the
place and do perform “effective”
attacks, but they do their business on a
“DDod Harder and not Smarter”

Also even stressers uses

Cloudtlare

X
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Boot4tree.com

Simple 30 seconds attack, just spread out over the world with
a "Chargen” attack

Address Packets Bytes TxPackets TxBytes RxPackets RxBytes Country City AS Mumber A5 Organization

0 MNetherlands Amsterdam 36351 SIIIHIL—E:;EF Technolagies Inc.

46.16.187.186 33,117 24 M 37 24 M
42117746 24164 16M 24,164 16 M
1101538243 14003 11M 14,00 11 M
195.38.32.100 11,383 6340k 11,383 6340k
167.157.46.7 7,990 6103 k 7990 6103k
88.198.215.250 6,398 4608 k 6,393 4608k
50.245.83.125 6,736 4091 k 6,736 4091k
11916012882 7441 37l k 7441 3Tk
46,50.171.23 8,864 3677k 8864 3677k
120.35.543 907 3235k 007 3235k
121.188.89.226 3,061 2292k 3061 2292k
119.204.66.20 2,769 2175k 2,769 2175k
216.228.83.32 55362 2024 k 5562 2024 k
42121.119.176 3,231 1689k 3231 1689k
197.232.2.83 2,323 1223k 2,323 1283k
121.199.61.204 1404 972k 1,404 972 k
121.40.122.86 09 336k L 336 k
198461251 793 276k 793 276 k
109.81.193.74 202 215k 202 215k
82127254113 284 87k 284 BT k
50.126.225.70 92 70k g2 70k
£68.195.201.30 73 52k 75 52k

[="
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0 Vietnam Hanoi 18403 The Corporation for Financing & Prometing Technology
0 China Urdmai 4134 Ma.31,Jin-rong Street

0 Russia Yekaterinburg 12389 Rostelecom

0 Bolivia Cochabamba 6568 Entel 5.4, - EntelMet

0 Germany — 24340 Hetzner Online GrnbH

0 United States Gadzden 7922 Comcast Cable Communications, LLC

-I.-~-.-H-L

0 Brunei Bandar Seri Begawan 100% Telekom Brunei Berhad

0 Russia Movosibirsk 21127 J5C Zap-5ib TransTeleCom, Movesibirsk
0 China Fuzhou 4134 Me.31,Jin-rong Street

0 Republic of Korea — 4766 Korea Telecom

[ B e T e T e TR e R e S e TR e T

=

0 Republic of Korea Dagjecn 4766 Korea Telecom

0 United States Huntsville 14793 AP Digital Coemmunicatiens Group, LLC
0 China Hangzhou 37963 Hangzhou Alibaba Advertising Co., Ltd.

0 Kenya Mairchi 36366 JTL

0 China Hangzhou 37963 Hangzhou Alibaba Advertising Co., Ltd.

0 China Hangzhou 37963 Hangzhou Alibaba Advertising Co., Ltd.

0 United States — 6128 Cablevision Systems Corp.

0 Czechia Prague 5610 02 Czech Republic, a.s.

0 France — 3215 Orange

0 United States Willard 5650 Frontier Communications of America, Inc.

0 United States Elmwood Park 6128 Cablevision Systems Corp. - Crl meLO bS
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5UT Takedowns do happen

=Z EURZPOL ABOUT EUROPOL ACTIVITIES &

SERVICES

WORLD'S BIGGEST MARKETPLACE

CRIME AREAS &
TRENDS

PARTNERS &
AGREEMENTS

SELLING INTERNET PARALYSING DDOS

ATTACKS TAKEN DOWN

Press

CAR
PRO

How can DDoS attacks paralyse the internet

The criminal hires a
DDoS attack service
on the internet

The DDoS service
launches the attack
using their own

attacking
infrastructure

The DDoS attack
overloads the servers
of essential internet
services and make
them inaccessible for
regular users

)

2 EURZPOL

Paid via popular
online payment
services and

CRIMINAL cryptocurrencies

DDosS services claim
to be legal but they
are not

X X
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[]ﬁ Blocked due to GDPR

< C | @ www.richmond.com

We’re sorry. This site is temporarily
unavailable.

We recognise you are attempting to access this website from a country belonging to the European
Economic Area (EEA) including the EU which enf s the General Data Protection Regulation
(GDPR) and therefore cannot grant you access at this time.

For any issues, contact us.

(403 error )
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UDP Protocols

There has been an average of 19.000.000+ potential vulnerable
services exposed every month measured over the last o months.

mDNS(UDP/53a3) 4B bytes 3580
CHARGEN(LDP/19) [ byte 12.947 nOTD(UDR/19) 7 bytes 407)

DNS(LIDP/53) 37 bytes Bab.l38 ICABrowser(UDP/IBO4) 42 bytes 2325
SSDP/UPNP(UDP/1300) 04 bytes 5.786.313 Sentinel(UDP/5093) B bytes 1569

Portmap(LDP/1I1) 40 bytes |.802.163 RIPVI(UDP/520) 24 bytes 1364
SIP(UDP/5080) 128 bytes |.94d.374 Quake3(UDP/279B0) 14 bytes 564
TFTP(UDP/BY) 0 bytes .268.058 CoAP(UDP/5B83) 2l bytes 274.088
NetBIOS(LUDP/137) a0 bytes G01.869 LDAP(UDP/388) 07 bytes 43 931

MSSOL(UDP/1434) [ byte 120.318 Memcached(UDP/IIZI) 15 bytes

Steam(LDP/27015) 20 bytes 32807 Dat di 4 aut-bound o
NTP(UDP/IZ3) - MONLIST 8 bytes 558912 ala record in and out-bound are withou

NTP(LIDP/123) - READVAR 12 bytes e 0P DﬂEkEt header, meaning pure data.
SNMP(UDP/161) 40 bytes 7509 475

n
https://www.imperva.com/blog/2018/05/new-ddos-attack-method-demands-a-fresh-approach-to-amplification-assault-mitigation/ ecrl I eLO bS



Protocol and country preferences

These are top countries and ASN's
based on numbers.

Protocol attack Country
NTP - Monlist (All) Brazil
NTP - Monlist (Amp factor > 1000) Korea
NTP - Readvar N
Portmap - V2 DUMP Call 1
SNMP - vZc public - getBulkRequest

TFTP - RRO US

DNS - Standard query ANY LIS

SIP OPTIONS Request Fortugal

SSOP/UPNP - M-SEARCH * HTTP/1 China
Netbios - Name query NBSTAT * I
MSSOL CLNT_BCAST EX message US
LDAP objectClass=" with 0 attributes IS

MEMCACHED STATS request US
STEAM AZS_INFO request 1N
CoAP Resource Discovery - /.well-known/core

mdns - List all currently registered services

chargen - Single byte

Citrix Requesting Published Applications list

qotd - Single carriage return/newline

sentinel license

rip - RIPvl request
[QUAKES getstatus

AS Name

CLAROSA.

CJ Hello Co., Ltd.

Windstream Communications LLC
EGIHosting

CLAROSA.

Cox Communications Inc.

Unified Layer

Servicos De Comunicacoes E Multimedia
SA.

No.3l.Jin-rong Street
Choopa, LLC
GoDaddy.com, LLE

Comcast Cable Communications, LLC

Micfa, LLC.
Choopa, LLC

Guangdong Mobile Communication Co.Ltd.

Level 3 Parent, LLC
Telecom ltalia

ATET Services, Inc.

Korea Telecom

Softlayer Technologies Inc.

Comcast Cable Communications, LLC

Choopa, LLC

AS Number
AS28573
ASIT838
AS7028
ASIBTTS
AS28373
AS22TT3
AS4BR0B
AS3243

AS4134
AS20473
AS26436

ASTH22
(ASBOTS)

ASa3asg
AS204T3
AS3808
AS3543
AS3263
ASTOI8
AS4TRE
AS363al
AST322
AS20473

TOP 5 COUNTRIES

mUS mChina ®Russia ®Brazil mKorea
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Llobal view

A global view of potential vulnerable UDP services

® 122 458893 <

@ 453893 — 917663 S 2

® 917663 — 1376434 U2 R Q U}

© 1376434 — 1835204 @
1835204 — 2293975 I
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DDoS attack that disrupted internet was
largest of its kind in history, experts say

Dyn, the victim of last week’s denial of service attack, said it was
orchestrated using a weapon called the Mirai botnet as the ‘primary
source of ma us attack’

Major cyber attack disrupts internet service across Europe and US
Home * Publications * Cyber security info notes > Major DDo$S Attacks Involving IoT Devices

_ . ﬁﬁ;m SEARCH Q Digital Transformation Cloud BigData Al IoT More o
= Navigation menu

Major DDoS Attacks Invo|ving IoT Devices DDoS attacks increased 91% in 2017 thanks to loT

Published
Type

Introduction

€ LizaroSTrESSER
IOT BOTNET TARGETS ~ Miral IOT

BRAZIL BOTNET |
Who/What

z E Next?
£ LIZARDSTRESSER B ketsecuty
e 10T BOTNET TP -, :
§
&
3
£
2 Targets wave orprizations

affiiated with international

sporting. mmmtla': Ipw'l. banks. Pre-event

Sponeonn, #0)

activity
ForbesBrand\ice*

DDoS Attacks Evolve To Conscript Devices Onto The
‘lOTROOP’ BOTNET COULD DWARF MIRAI IN SIZE AND IoT iy 2014 Api20l6  Awg2016  Oct20is

DEVASTATION, SAYS RESEARCHER %
= . : CenturyLinkVoice Vendor ACCESS
] FULL BIO ™ . .
Control 1.
Tom Spring ; (& !

, Russ Banham, . Link AU .- e = CUILLY IO

The number of cy urity attacks skyrocketed in 1trol 2 0 secre

frequency ase exity as the internet of
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ol attack history - And they are potent

Around October 2016 the first alert on Mirai reached the
surface attacking Brian Krebs'

security blog (krebsonsecurity. o orm) - ——————

Alert (TA16-288A)

Sreaking the public record of
170 bbps with a Tbps attack, —

Later in oeptember | - |.aTbps

against OVH Lﬁé@

i
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Botnets vs Legit services pros and cons

perspective

Seen from an

Legit UDP services abused

Legit

Rigger chance for these
services NOT to be shut
down

Many have uptime SLA's

You don't get real-time
insight if services are up

Media attention usually
only result in minor
effect

LE and blueteams can in
some cases contact
service owner (server
based services)

Locating the origin of
attack can be more or
less impossible.

Infected devices (Endpaint/loT)

Legit

Bigger chance for these
services to be shut down

Media attention results
in massive attention and
workforces.

You usually have real-
time insight if services
are up

LE and Blueteams usually
have harder time
contacting owner of
device.

By analyzing botnet
infected devices you can
get knowledge of
infrastructure

e
i
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Anti-DDod intrastructure implementation

: £/DDoS - E

: / Scrubber

‘SF Legit traffic

Volumetric attack

eCrimelLabs



Why is UDP amplitication attacks even possible

Lack of BCPst implementation, allows IP source spoofing

Source CAIDA (Center for Applied Internet Data Analysis)
https://www.caida.org/projects/spoofer/

» r r v « 4
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labytes 73 100 YES

M BIMCALC h H d Memcached(LIDR/11Z11)
An example of - It it poses a high enough risk
we do learn .... At least for a while. 22844 potential e —
Memcached services still exposed. o—r—Tw—~———r—

denial of service attacker yet

Distributed denial of service attacks just got turned up to 11 with
Memcrashed, an internet assault that can slam a website with over a
terabyte of bad traffic.

RI0r NEtWwSlgls now reporting that a US service provider suffered a
1.7Thps attack Srlier this month. In this case, there were no outages as

Mamrad taken adequate safeguards, hut it's clear that the
memcached attack is going to be a feature network managers are going
to have to take seriously in the future.

Unique IP's 22545
Monthly  May 15t 2018, 00:00:00.000

i
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LoAP - http://coap.technology/

"Ine Lonstrained Application Frotocol (LoAF) is a specialized web transter protocol for use
with constrained nodes and constrained networks in the Internet of Things.

[he protocol is designed for machine-to-maching (MZM) applications such as smart energy
and building automation.”

F 4
S

Why would
youdo Ihls
to me?

Why are we designing UDP protocols in 2014 that we know @é@
)

will give us issues in the future ?
eCrimelabs



E D A P - ‘ D-l- IJ r D t I:I [: I:I ‘ CoAP(UDP/5683) 21 bytes 16 97

This is a protocol that are slowly gaining some momentum

Eﬁtl\]Nl]E[IEH November and December 2017 the number jumped from b.a00 IP's to

May 2018 global numbers stated 220.000+

The major jump is based out of three Mobile networks in China where LoAP
|mplementat|nﬂ has hEEDmE IJDIJLIlaI" AS Name AS Number Unique IP Per service

Guangdong Mobile Communication Co.Ltd. ASSE08

e Communication Company Limited 14 76358
China Mobile communications corporation

mmunications corporation

= %\?‘*1 Could be related to “http://qlink.mobi” - The world's first decentralized mobile
¥ network. eCrimelabs
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MaxPain attack modeling

: £/DDoS - E

Scrubber

It the attacking host list can be found
~ from within the ISP network,

for ITBps+ traffic, the attacker
~ would only need to reach line speed.

On-premise
scrubbers

e
EVIL CORP I

eCrimelLabs

Legit traffic

Volumetric attack



Pre-target analysis

Prior to attacking or choosing the sources of attack a minimal analysis could be
made, to identify if there are any UDP service open.

NIST SP 800-11a part 4.2 "Network Port and Service dentification”

o [ISINT gathering
 |P's
* CIDR's

et = L*T FW Fﬂ JW

() JED"DEH“D” Tool for identifying real IP of CloudFlare protected website.
fb.com/hatbashbr/
github.com/hatbashbr/

* Peering partners

[+] Site analysis: discordapp.com

e Port scan (UDP services) ] Rt e s Lﬁé?u

[+] Hostname: ec2-52-5-181-79.compute-1.amazonaws.com
[+] City: Ashburn

e Service scan (DNS, NTP, etc.) [+] Region: Us )

[+] Location: 39.0481,-77.4728

[+] Organization:AS14618 Amazon.com, Inc. ecrimeLObS
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Stage | Stage 2
Collect Analyze

Stage b
MaxPain
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dtage | - Data gathering

Scanning the internet today on the IPv4 space is a rather tr|V|a|
task and many performs this so using the OSINT available. Only

success criteria is to find open ports
* Rapid/ Upen data
‘ SHODAN

e [ensys.io
+ Shadan RAPID})
(Av
e [Jther none-disclosed sources o
) " . U*ém
[map runs for specific services -Zmap ;

eCrimelLabs



dtage Z - Data analysis

Sending a single request to each service and measuring

lime and response

={} 50N _

domain
runtime_sfarf - 15251118
runtime_sfop : 152511

data_entries - 101465

start_ftime

stop_time ;-

PAYLOAD = {
"dns": ("{}\x81\x88\x88\x81\x08\x08"\x00\x86\x8e\x01"
"{}\xee\xee\xf\xea\xf\x00\x00\x29\x18\xee"
"\ x88\x08\x00\xe8\x80\xe8" ),
“snmp” : (" \x30\x26\x02\x01\x01\x84\x06\x78\x75\x62 \x6C "
"\x69\x63\xa5\x19\x082\x04\x71\xb4\xb5\x68\x02\x01 "
"\x08\x02\x01 \x7F \x308\x0b\x30\x89\x06\x05 \x2b\x86
"\x81\x82\x01\x05\x80" ),
“ntpmon” : (" \x17\x80\x82\x2a"+"\x80" *4),
"ntpread’: (" \x16\x82\x80\x01" + "\x80°*8),
"ssdp’ : ("M-SEARCH * HTTP/1.1\r\nHOST: 239.255.255.258:1980\r\n"
"MAN: “ssdp:discover™\r\nMX: 2\r\nST: ssdp:all\r\n\rin’),
"chargen’:("\x8@"),
"qotd’ :("\r\n"),
‘mdns” :("\x80°*5 + "\x01" + '\x@0°*6 + "\x@9\x5F' + 'services’
“\x@7\x5f" + "dns-sd’ + "\x@4" + "_udp” + "\x05" + “local”
"\x80\xee\xec\x00\xe1"),
"portmap " : (" \x65\x72\x8A\x37\x08\x00\x00\x00\x08\x00\x00\x82\x00\x01\x86\xA0"
"\x00\x00\x00\x02\x00\x08\xe08\x04" + "\x00"'*16),
"netbios " : (" \xE5\xD8\x80\x00\x08\x81\x00\x08\xe8\xe8\xee\xee"
"\x20\x43\x4B\x41 \x41\x41\x41\x41 \x41\x41\x41\x41"
"4\ 041 o1 A1 A1 x4 1 \ x4 \ x41 \x41 \x41\x41 \ x41 "
"\ 41\ %41\ x41\x41 \x41 \x41 \x41\x41\x41\x00\x00\x21\x00\x01" ),
"tftp” o (T \x88\x00\x08\x81 \x45\x55 \ x50\ xAC\x 2D\ 245 \ xAE \ X2 E\x70\x64 \x66\x00\x6F \ x63 \x00 \ x10\x74\x65\x74\x00" ) ,
“tftp’ 1 (T \x@8\x81\x58\x88\x6F \x63\x74\x65\x74\x60" ),
"sentinel” : (" \x7A\x08\x08\x00\x00\x00" ),
‘mssql’:("\x082"),
"quake3” : ( "\xFF\xFF\xFF\xFF" + "getstatus’ + "\x10"),
"icabrowser’: (" \x2a\x88\x01\x32\x02\xfd\xaB\xe3" + "\x00°*20 + "\x21\x80\x82" + "\x00 *11),
“coap” : (" \x48\x81\x7d\x78\xbb\x2e\x77\x65\x6c \x6c \x2d\x6b\x6e\x6F\x77 \x6e\ x84\ x63 \x6F\x72\x65"),
"rip”: (" \x01\x01\x00\x00\x00\x08\x00\x00\x08\x08\x00\x00\xe0\xe8\x00\x00\x60\x00\x00\x00\x60\x08\xee\x10" ),
"ldap” : (" \x38\xB84\x88\x08\x08\x2d\x82 \x81\x01\x63 \ x84\ x08\x00\x00\x24\ x84\ x08 \x0a\x01\xee"
"\xBa\x81\x08\x02\x01\x08\x02\x01\x08\x01 \x01\x80\x87 \x8b\x6f \x62\x6a\x65\x63\x74"
"\x63\x6c\x61\x73\x73\x30\x84\x00\x00\x00\x00\x00" ),
"steam” : (" \xFF\xFF\xFF\xFF\x54\x53\x6F \x75\x72\x63\x65\ %20\ x4 5\ x6E \x67 \ x69 \x6E \x65\x20\x51 \x75\x65\x72\x79\x08" ),
‘memcached * : ("\x80\x00\x00\x00\x00\x01\xe8\xeestats\r\n™),
"sip’: ("OPTIONS sip:n SIP/2.@\r\nvia:SIP/2.8/UDP m;branch=f;rport;alias\r\nFrom:<sip:n@n>;tag=r\ri\nTo:<sip:2@2>\r\nCall-ID:5\r\nCSeq:4 OPTIONS\r\n\r\n™)

oghig

Rate limiting would for attackers be included in the tests eCrimelabs
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dtage o - Data analysis and enrichment

if [src_ip] and [dst_ip] {
fingerprint {
concatenate sources => true

SRR T T — et
source => [ "dst_ip", "dst port", "proto", "attack desc" ]
- Create doc id }

¥
M d-:lcument_ty'pe => "gyent™
document id => "%{start tsl}%{stop ts}li{fingerprintcl”™

Enrichment
- Country Code (e.q. US)

- AS name

- AS Number HIE
- Remove anything with an amplification below Z w?g

eCrimelLabs



dtage 4 - Data storage

Amplification factor
Sent Bytes
Received bytes
Time in milliseconds
Protocol

Attack description
Country code2
Country name
Destination IP
Destination Port

* 1
* d
* C
* 7
* -
* U
* U
* S
* 3
* -
*

* 2

Destination ASN Usﬂsgl
Destination ASN number if

eCrimelLabs



Bandwidth Amplification Factor
BAF = size(UDP packet sent to victim)
Sta g E 5 - FD I-. m I_I ‘ a S " size(UDP packet sent from attacker)
uh = UDP header = 47 bytes

(x Gbit)*134217728 bytes
(Average Recieved bytes+uh)

PEF = (Sent bytes + uh) «

Protocol effectiveness (PEF) - Spoofed traffic required

SIP OPTIONS Request

Netbios - Name query NBSTAT *

mDNS - List all currently registered services
Portmap - VZ DUMP Call

TFTP - RRO

STEAM AZS_INFD request

RIP - RIPvI request

CoAP Resource Discovery - /.well-known/core
Memcached STATS request

DNS - Standard query ANY

NTP - readvar

SNMP - vZc public - getBulkRequest

SSDP - M-SEARCH * HTTR/1

Citrix Requesting Published Applications list
LDAP objectClass=" with [ attributes

QUAKES getstatus .,
(07D - Single carriage return/newline S N 2
MSSOL CLNT BCAST EX message L 2-\00
NTP - monlist é
Sentinel license
Chargen - Single byte I

n
0 5.000.000 10.000.000  15.000.000  20.000.000  25.000.000  30.000.000  35.000.000  40.000.000  45.000.000  50.000.000 e‘ rlmeLObS



dtage a - Data dearch

Stage a has been split up into tier searches in order
to find systems who can be used as close to the target

as possible.

X
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NU animals, people, websites or
networks were harmed in the making of
this demonstration all the information
gathered is based on USINT information
and o years of ‘scanning the internet.
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dtage a - The rippling effect

For demonstration | use
http://www.richmondgov.com/
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http://www.richmondgov.com/

/

/
=

dtage a - Data Search - lier |

1ttp://www.richmondgov.com/ resolves to ba.202.206.0a
n the Tier | search we look for anything within ba.202.206/74

NTP — Readvar

Portmap - V2 DUMP Call
DNS - Standard query ANY

eCrimelLabs


http://www.richmondgov.com/

dtage a - Data oearch - lier Z

The original [P is actually within ba.[32.0.0/1] so we search
for this

NTP — Readvar

Portmap - V2 DUMP Call

snmp - v2c public - getBulkRequest
dns - Standard query ANY

netbios - Name query NBSTAT *
SIP OPTIONS Request
ssdp - M-SEARCH * HTTP/1.1

ntp — monlist
tftp — RRQ
MSSQL CLNT_BCAST EX message

1B
@
i

eCrimelLabs



dtage a - Data Search - Tier 3
We now reached the AN stage "ASo4dd3" and "AST0["

NTP — Readvar

ssdp - M-SEARCH * HTTP/1.1
portmap - V2 DUMP Call

snmp - v2c public — getBulkRequest

netbios - Name query NBSTAT *

ntp — monlist
SIP OPTIONS Request
tftp - RRQ Q

2
dns - Standard query ANY U‘%

MSSQL CLNT BCAST EX message )
eCrimelabs




stage o - Data Search - lier 4

e Upstream Peering partners for ASa4dda and AST01 is ahnut i
1> AS21a08, ASI339, ASIZ283, ASZ208, AS33ak, AST0S,
ASZ2437

NTP — Readvar

snmp - v2c public - getBulkRequest
portmap - V2 DUMP Call
SIP OPTIONS Request

tftp - RRQ
ssdp - M-SEARCH * HTTP/1.1

netbios - Name query NBSTAT *

' S :eg
dns - Standard query ANY : U‘é’u

ntp — monlist : I
MSSQL CLNT BCAST EX message eCrimelabs




dtage a - Data oearch - lier g

It for some reason there should still be missing hosts to
reached the wanted attack size Country is choosed: LS

NTP — Readvar

portmap - V2 DUMP Call

snmp - v2c public — getBulkRequest
dns - Standard query ANY

tftp - RRQ

SIP OPTIONS Request

ssdp - M-SEARCH * HTTP/1.1

netbios - Name query NBSTAT *

ntp — monlist
MSSQL CLNT_BCAST EX message

798.465
466.895
194.008

191.273
153.798
111.373
105.685
73.012
37476
21.789

1B
@
i
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dtage o - Data Search - Tier b

It for some reason there should

be missing hosts to

reached the wanted attack size Country is choosed:

NTP — Readvar

snmp - v2c public — getBulkRequest
ssdp - M-SEARCH * HTTP/1.1

SIP OPTIONS Request

portmap - V2 DUMP Call

tftp - RRQ

ntp — monlist
dns - Standard query ANY
netbios - Name query NBSTAT *

CoAP Resource Discovery - [.well-
known/core

2.890.438

1.639.650

1.222.938

1.168.383 Never found Tier
1.091.785 6 to be needed
716.650

390.691

384.083 T . 5
331.874 U‘é’u
181.746 I
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Max Pain threat analysis

Proof-of-Concept developed to identify and tie & &
it all together. Wi i

Max Pain performs an extraction of potential
vulnerable hosts that can be abused within each

tier.
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DEMONS

Max Pain v.1.0
:+ydNNNNNds
: YNMMMMMMMMMMMN /
—dMMMMMMMMMMNhSSNMh
:NMMMMMMMSs : tMm
[MMMMMMMd— +N+
INMMMMN/ @ . . /sdd-yd:
~NMMMMNMN . /SS. hj

+NMMMMMMO ==+

J+ +NMMmMMNd /.

SMMs -+NMMMMNh+-  o/: ..

mMMs /NMMMMm/ -yMNdhmNYy : )

-mMMy -odMMmyhNMmdNMMMMNO : - -

+MMMd : hMMMMMh MNMMMMMMMMNNmmh o -

o/NMMMN / : —~MMNNMNMMMMMMMMMMMMMMMMN y .

- MMMMMMN+ .DhDSmMMMMMMMMMMMMMMMMMMMMN/

+hNMMMMMM / L o /NMMMMMMMMMMMMMMMMMMMMMN
.——/mMMMMM[. ONm - dMMMMMMMMMMMMMMMMMMMMM
dhyhMMMMNoO -dMMh . / dMMMMMMMMMMMMMMMMMMMMM

+MMMMMMMy ‘OmMMMy:ShNMMMMMMMMMMMMMMMMMMMMMMM
+NMMMMMMd .hNNMMMdMMNMMMMMMMMMMMMMMMMMMMMMMMM
/MMNMMMMMM - - dMmMMMN yMMMMMMMMMMMMMMMMMMMMMMMMMM
OMMMMMMMMM+mNMMMMMd— dMMMMMMMMMMMMMMMMMMMMMMMMM
. NMMMMMMMMdNMMMMMMB . NMMMMMMMMMMMMMMMMMMMMMMMM
OMMMMMMMMmMNMMMMMMy +MMMMMMMMMMMMMMMMMMMMMMMM
hMMMMMMNMMMMMMMMM— MMMMMMMMMMMMMMMMMMMMMMMM
dMMMMMNmNMMMMMMM; NMMMMMMMMMMMMMMMMMMMMMMM
dMMMMddeMMMMMN - NMMMMMMMMMMMMMMMMMMMMMMM
dMMMMdeMMMMMO MMMMMMMMMMMMMMMMMMMMMMMM
bMMMNMMMMMMMO . MMMMMMMMMMMMMMMMMMMMMMMM
YMMMMMMMMMMY - MMMMMMMMMMMMMMMMMMMMMMMM

/ mMMMMMMMMN MMMMMMMMMMMMMMMMMMMMMMMM

: MMMMMMMMM / m (c)2018 Dennis Rand MM

: MMMMMMMM . MMMMMMMMMMMMMMMMMMMMMMMM

IRATION

USAGE

--target 127.0.0.1 (Target IP to analyze)

--cidr 24 (Below CIDR Range for Tier 1 search)
--days 30 (Amount of days to seach back in ELK)
—-—amp 2 (Minimal amplification factor required)
--sec 25 (Expected average requests per second to send out)

--tier_min 1
--tier_max 4

--sort recv_bytes (amp_factor or recv_bytes)

--debug (show Debug mode) .
--simulate (Don't query Elastic)
--anon (Anonymize threat report)

TIER Description:

Tier 1 - Is systems within a 24 CIDR of target

Tier 2 - checks systems within annonced CIDR of target
Tier 3 - systems within AS number detected for IP

Tier 4 - Upstream Peering partners of tier 3 AS

Tier 5 - Systems within the same Country as the IP
Tier 6 - Systems outside of country related to IP
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The problem

The problem described in the research

is not only applicable to UL
opt/mergec

but can directly be ac
with Botnet's, and ott
services as well .

El VL

P servi

Inerab

HE

GREETINGS PROFESSOR FALKEN
HELLO
A STRANGE GRME.

THE ONLY WINNING MOVE IS
NOT TO PLAY.

HOW ABOUT A NICE GAME OF CHESS?
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What can be done or are we at o caseover state

* Digital hygiene for your own networks and [SP's (Liability)
(http://bgpranking.circl.lu/)

« Should we start distributing lists of vulnerable services and block
them - Spamhaus style (https://www.spamhaus.ora/drop/)

» BCP34d - Antispooting, however does no aftect infected devices g&%@

eCrimelLabs


http://bgpranking.circl.lu/
https://www.spamhaus.org/drop/

Thanks to

A big thanks to Rapid7 and specially Jon Hart for helping me,
by adding new protocols to their internet-wide scanners and
going a long way to help me as much as possible.

SoDVPS.DK tor supporting the research and providing a free
of charge server, for my research.

Mikael Vingaard ( 4zs/honeysot ¢ )tor doing sanity checks.

And all who have listened to me ranting over the years ﬁé@
)
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https://honeypot.dk/

IIOIOOIOINOIOIOIOO
IQOIONOOOHOIOION
I01HOOIOIOQOOQIOIIC
OOIOINOO OIOHIOO
I01IOOHOIOOO0IOIC
https://github.com/eCrimeLabs/RVASec2018 100100I0IIoOIoIoN
2016 - https://bit.ly/2FBolli4
https://www.dropbox.com/sh/uwvlodmeajt8zc8/AADN BvtOtmXOFcBBKYRKVUta?dl=0
33 bB bz2 compressed JSON
2007 - hitps://bit ly/2HNisGN
https://www.dropbox.com/sh/syvahiaedUik0Ob3/AADy03kirM3USIEBLTIBLNza"?dI=0 U%ég
118 GB bz2 compressed JSON T
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https://bit.ly/2FBoUi4
https://www.dropbox.com/sh/uwvlo3mcajt8zc8/AADN_BvtOtmXOFc8BKYRkVUta?dl=0
https://bit.ly/2HNisGN
https://www.dropbox.com/sh/syv5hiae30jk0b3/AADyO9ktrM3Q3IiE8L79BLNza?dl=0

Thank you for your time

Hope you enjoyed the show and did

not fall asleep

.A-: /“ - f/ \
Twitter:
@DennisRand \ f /
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