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Who are we??

» Students at Deep Run High School
 Little formal experience
* Organize our own CTF contest

» Met a lot of people

* Enjoy security topics

ource: https://scorestream.com/team/deep-run-high-school-wildcats-17410



Discovered love for
J ake Smlth security ~3 years ago
Project Management
+ Security Focus
Comp Sci, UVA 2021

Interning at GE
@jtsmith282

Digital this summer




* Computer Science &

Mathematics Roman Bohuk

* Not limited to a single
area of IT -> IoT &
Cybersecurity

« Computer Science @
UVA 2021 @RomanBohuk




Topics for Discussion

1. How to help students get involved in security?

2. How to train the prospective developers to keep security
in the back of their minds?

3. How to connect industry and government to students?



Agenda

1. Current landscape Landscane
2. The ideal IT guy
3. Current Programs

4. What can you do?

What can you do?!?!?!
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What’s happening now?

 Past Decade: IT.

» Latest Trend: IT becoming more specialized
« App Dev / Web Dev
.+ ITPM
« Security
* Networking
« Hardware

« Databases



Cybersecurity is NOW
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Problem Statement

Open jobs, undertrained workers, rising risks

$

How can we work to combat this problem?
How does this interest translate into quality security programs
and people?




Problems w/ Security Field

» Lack of exposure

» Seemingly high barrier of entry
» Complicated, Ongoing, Evolving
 Diverse Skillset Required



Problems w/ Security Field
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1. Knows how things work instead of
blindly using the tools

2. Curious and thinking outside the box

3. Stubborn (and knows how to Google)
4—UBntruastng nature Paranoid

1. Or at least trust, but verify

5. Good presentational skills
6. Thinks like a hacker (arguable)

Source: https://img.memecdn.com/legos_o_934867.webp



How do students get
there?



Students are taught specific ways to solve THEBEIDOESN{T;
: : DISMISSIYOU
problems without explanations ,‘

‘e

Little incentive to study outside the

curriculum

Almost no opportunities to learn

cybersecurity topics without self-initiative

Source: https://s-media-cache-ako.pinimg.com/736x/44/b6/0a/44b60a6db7codg2fof27dctb61912dod.jpg



Some things cannot be fixed

Nevertheless, students learn programming and begin

developing systems without any prior experience with

security

Relative cost to fix the problems increases



Problems
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Even though computer science is still widely though to
be under-taught, the schools are getting better

Nevertheless, there are still almost no opportunities to

study cybersecurity topics

No emphasis on security



Even though computer science is still widely though to
be under-taught, the schools are getting better

Still almost no opportunities to study cybersecurity

topics

No emphasis on security in classes



 There are students who want

to pursue the field

« They don’t have any contacts

to make the first step and

reach out to infosec people
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Source: https://cdn.meme.am/cache/instances/folder3/49058003.jpg



How can you help?



Find about computer clubs at local schools
and volunteer to give presentations or
mentor a team

Come and volunteer at competitions to
network with teachers and see what they
need

Bring students to events (conferences,
CCDC)

Source: http://images.memes.com/meme/1164854



Sponsor or host competitions

Provide incentives for pursuing cybersecurity

Spread the word, get others involved

Internships

Provide resources — schools do not have the hardware

 Donate retired hardware



« Show the dangers but
don't be paranoid about it
* Encourage participation

In competitions

Source: https://imgflip.com/i/1ghavg



» Contact local organizations
 Start a cybersecurity or computer club
 Talk to other schools with more experience and

participate in joint events



Benefits?

Return on investment - sustainable
Rewarding — personal satisfaction
Learning opportunity — learn from students yourself

Lessons learned — share the experiences



CyberPatriot

« Middle/High School

» Fixing security issues on given
Windows or Linux images

e Benefits: Hands-on, Great

Exposure, Popular

« Getinvolved?: Mentor!!!

Source:
http://www.beavercreek.k12.0h.us/cms/lib5/OH01000456/Centrici

Domain/1363/CyberPatriot-logo.pn
Source: https://imgflip.com/i/1ghavg v/ / /Y go-phg



Computer Club

» Different groups of students interested in IT
and/or security

« Hands-on experience for students, ie. CTFs,
Wargames, Instruction, Mentoring

* Get Involved?: Mentor, Guest Speaking



CTFs/Hackathons

* CTFs: Virtual Capture-the-flag

IS
» Hackathons: Collaborative Solution Development

 Benefits:

« Job Opportunities
* Fun/Practice Skills

« Recruitment

e Community Involvement



Roman and I's CTF
Held for Middle School to Industry
Entry level to help spark interest

Metactf.com




GhostRed

« Hackathon and CTF initiative started within GE
» Covering Middle School to Industry
« Held all over the country

Source: https://ghostred.com/



CCDC

* College Level Blue Team Exercises
» Students defend against live Red Team of
Industry Pros in simulated real world

environment NATIONAL

COLLEGIATE
CYBER
DEFENSE
COMPETITION

* Very good hands-on practice
* Get Involved?: Mentor/Help

Source: https://npercoco.typepad.com/.a/6a0133f264aa62970bo17d428c89b1970c-pi



Conferences

» Beginner to Expert Level

» Networking + Learning

* New Opportunities

* Get Involved?:
Encourage students
to attend
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Mentoring/Guest Speaking

« Extremely beneficial to student

* Unparalleled opportunity  PYYTT,
» Time = Most Valuable

* Very Rewarding

 Also: Ethics

* Get Involved?: Mentor!

TO BECOME A MENTOR2




Challenges

« No initial interest I'DONT WANNA'
« Bribes? (jk) Talk to teachers about extra credit. " e )
« Students say it is not fun / boring
«  Well, its not for everyone
« Maybe they don’t yet have the necessary technical experience
« Tell them hacker stories
« Students say it is too hard

INS/TOOHARD!

unazmeacg grator.net

e  Guide them to basic starter CTF competitions
e  Provide training material
« In any case, let us know how it goes. We might have more contacts with the schools

teachers around the area.

Source: http://images.hellogiggles.com/uploads/2015/05/29/55327277.jpg



The Students’ Task

THEY NEVER TOLD
 Two Way Street

* Don't turn down the opportunities
» Take initiative
* Don’t be shy







Questions?

contact@metactf.com



