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What People Think...
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True or False?

Threat intelligence Nation-state actors Commercial threat
Is focused on the just sit in a secured intelligence won'’t
“reconnaissance” place collaborating help me against

phase over internal nation-state attacks
networks
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Using OSINT to Detect Attacks
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How Nation-state Cyber Attacks Unfold?

The Attack Supply Chain

Motive Targeting Development Infrastructure Attack
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What Does This Mean For You
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Step 1: Outrun Your
Competitor

* Don't outrun the bear, outrun your competitor.
« Benchmark your digital footprint.
» Benchmark is a crucial security need!
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Nation-State Attacks Motivations

0
R4 9
Damage Support for Intelligence Profit (?7?)
Other Efforts
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Step 2: Get Into The
Attacker’s Shoes

* How does your attacker see you?
* What is your digital footprint?

« 2 steps:
* Monitor your digital foot print.
* Clean your digital footprint.
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Exploitable Data

Filename
aircraftreports.cache.csv
aircraftreports.cache.csv.gz

aircraftreports.cache.xml

aircraftreports.cache.xml.gz

airsipgmets.cache.csv.gz
airsigmets.cache.xml
irsi ’ he.xml.gz
metars.cache.csv
ars. .CSV.EZ
metars.cache.xml
rs. xml.gz
fs.ca CSV.EZ
tafs.cache.xml

fs. xml. gz

496.

52.

19.

916.

220.

41e9.

6198.

287.
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311.
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Apache Tomcat/6.0.24
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Exploitable Data

FishEye: Source - caC0

~

0O

C
%) +N Repositories ~ Projects ~  People ~

caCORESDK / branches / CACORESDK_45_BRANCH

Reviews ~

sdk-toolkit / isc-example-project / db / db-install / mysql

SDKTestCSMSchemé-mysqI-femplate.sql

Revisions Activity Users Reports Source
I All branches and tags ~

g v @ New Folder o
v (= branches
» M CACORESDK_441_BRANCH
v @ CACORESDK_45_BRANCH
» W RestGen
» Im docs
» Im hydra
» W projects
v = sck-toolkit
» I docs
» W example-project
* [m@ iso-example-project
» W build
» I common
v @ db
v = db-install
v (= mysaql
V| SDKTestCLMSchema-mys:
SDKTestCSMSchema-my
7] SDKTestISOSchema-mysq
» Im oracle
» W postgresql
» W db-upgrade
» I example-usecases
» W junit
» W models
» W project-template
» Im software
» Im tools
build.xmi
» W sdk-workbench

[& 2031 v 2031 v Changeset Raw

ition of table (S

DROP TABLE IF EXISTS CSM_CONFIGURATION_PROPS;
DROP TABLE IF EXISTS CSM_PASSWORD_HISTORY;
DROP TABLE IF EXISTS CSM_MAPPING;
DROP TABLE IF EXISTS CSM_ROLE_PRIVILEGE;
DROP TABLE IF EXISTS CSM_PRIVILEGE;
DROP TABLE IF EXISTS CSM_USER_GROUP_ROLE_PG;
DROP TABLE IF EXISTS CSM_ROLE;

12 DROP TABLE IF EXISTS CSM_USER_GROUP;
DROP TABLE IF EXISTS CSM_USER_PE;
DROP TABLE IF EXISTS CSM_FILTER_CLAUSE;
DROP TABLE IF EXISTS CSM_GROWP;
DROP TABLE IF EXISTS CSM_PG_PE;
DROP TABLE IF EXISTS CSM_PROTECTION_ELEMENT;
DROP TABLE IF EXISTS CSM_PROTECTION_GROUP;
DROP TABLE IF EXISTS CSM_USER;

DROP TABLE IF EXISTS "CSM_APPLICATION ;

CREATE TABLE CSM_APPLICATION (
APPLICATION_ID BIGINT AUTO_INCREMENT NOT NULL,
APPLICATION_NAME VARCHAR(255) NOT NULL,
APPLICATION_DESCRIPTION VARCHAR(20@) NOT NULL,
DECLARATIVE_FLAG BOOL NOT NULL DEFAULT 2,
ACTIVE_FLAG BOOL NOT NULL DEFAULT @,
UPDATE_DATE DATE DEFAULT '0000-00-00',
DATABASE_URL VARCHAR(12@),

USER_NAME VARCHAR(190),

DATABASE_PASSWORD VARCHAR(102),

DATABASE_DIALECT VARCHAR(120),

DATABASE_DRIVER VARCHAR(1902),

CSM_VERSION VARCHAR(20),

PRIMARY KEY(APPLICATION_ID)

\Tuna=TanaNR
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Clean Your Digital Footprint
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Step 3: Monitor The
Dark WEb Clear Web

 What is the Dark Web?
Deep Web

* Hackers #1 interest — Anonymity.

Dark Web *------- @
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They Are On The Dark Web!

culled Parviz

Parviz

What are they doing on the
Dark Web?

* Recruiting/Hiring.

 Odays.

« Staying up-to-date.

o Jlw,| aod Sgmicwus B

i jlel wlegogo ploi dadlie

6'.'595 JLDT

12-30-2004 :-oac &0

*OpCleaver, Cylance
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Recruiting

www.job51.com/person/ Resume 1.asp?... - China - Translate this page
1999.12F2004.12 S =81 } (613988854) B R2005 3F2006.3 RS0
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*APT1, Exposing one of China’s Cyber Espionage Units, Mandiant
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Outsourcing

H58C UK Posted om & Mamch X005 i Crodfather data
Citibank Postedon 24 Apnl M5

5 Denander 22[yiCes
Arr Berlm Posted om 16 May 2015 Demander data

Emnk of America Postedon B Jume 2013 : AMAZON

EEV1CBE

Ashleymadison

Need data & service PM me ASAP if vou have it

Don't waste time if you don’t know what I'm tallang about
big job big oppurtunity

Mamber

Jomed: Juns 2015 Diablo 26 June a2 11:28 PM
Paosx: 0

*Exposed by Noam Jolles, Diskin Advanced Technologies
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How Can They Be Detected?

1 buy vulnerabilities , Expensive, $$$$

Outline - [ Standard ] - Linear +

Track this topic | Send to a friend | print version

)

vulns

 Nation State Actors on the Dark

e o g i il s S st Mgl Web

B * Very few posts.

ey sl e b . Very laconic.

ok S Don’t contribute.

e I | - Looking for Odays.
Unlimited budget.

|
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How Can They Be Detected?

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions

Address 1 TATV3Px k1rciZ878Nz MTKw No. Transactions 2

Hash 160 345aadcB075e3a26a3ffie748552d4ad6dbab191fd Total Received 366.05180317 BTC
= - - Final Balance 0BTC

Request Payment Donation Button

Transactions (Oidest First

366.05180317 B1C
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Step 4: Weapon
Deployment

» States collaborate on closed networks but
organizations are on the surface.

* |In order to attack, states have to reach the
surface, and that leaves them exposed.

Tl can help detect:
 Phishing attacks- fake domain registration.
» Malicious mobile applications

 Fake social media profiles




Fake Social Media Profiles

T T Rk Information Security News | Infosec Island | Suits and Spooks WRITE FOR US
i,
LT
INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS Subscribe (Free) | CISO Forum 2017 | ICS Cyber Security Conference | Contact Us

Malware & Threats Cybercrime Mobile & Wireless Risk & Compliance Security Architecture Security Strategy loT Security SCADA/ICS

Cyberwarfare Fraud & Identity Theft Phishing Malware Tracking & Law Enforcement

Searct Search

= 1 Iranian Attackers Use Fake LinkedIn Profiles to

.._:::- Ta rg et VIctI ms SUBSCRIBE TO SECURITYWEEK
Enter Your Email Address ‘SUBSCRIBE

By Eduard Kovacs on October 08, 2015
in s KRR 6 Recommens 7 JJRSS Lo

e

S T o

A threat group believed to be operating out of Iran has created a network of fake
LinkedIn profiles as part of a campaign aimed at individuals in the Middle East and

elsewhere, Dell’s SecureWorks Counter Threat Unit reported on Wednesday.

The attackers, dubbed “Threat Group-2889” or “TG-2889,” appear to be the Iranian- * Phitippine Bank Chaos as Money Goes Missing From
C s . . - Accounts

sponsored hackers whose activities were documented by endpoint security company Cylance :

in a December 2014 report focusing on a campaign called “Operation Cleaver.” ”f‘f—'f“‘” i‘“ kers Planted False Story’ Behind

east Lrss

The group behind Operation Cleaver has been active since at least 2012 and it has targeted » Russian Hackers Target Montenegro as Country

more than 50 companies across 16 countries, including organizations in the military, Joins NATO

government, oil and gas, energy and utilities, chemical, transportation, healthcare, » Leaked Documents Show US Vote Hacking Risk

education, telecommunications, technology, aerospace, and defense sectors. » Organizations Failing to Upgrade Systems, Enforce
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Motive

How Nation-state Cyber Attacks Unfold?

Targeting

The Attack Supply Chain

Development Infrastructure
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M
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Benchmark Dark Web monitoring  Phishing domains Exploitable Data
Exploitable Data Malicious mobile apps Data Leakage
Data Leakage Fake social media profiles

Attack
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Conclusion; OSINT Is Critical

Eliminates
Blind Spots

1. Optimized risk picture with an
aggregated and coordinated view

across internal and external threats.

2. Context to effectively scope alerts
or gauge the severity of a threat.
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Enable
Proactive Security

\&-\

1. Connect external threats with your
enterprise before they attack.

2. Capture early warning signals.

Operational
Efficiency

1. Actionable visibility

. Automate remediation for internal

and external systems

. Metrics and visibility showcasing

security's impact.
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Thank You

l Alon Arvatz B4 alon@intsights.com R,  +972-545444313
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