
Controlled Escalation, Not a Fire Drill

Incident Response Management
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ÅDisclaimer

ÅLetôs conduct a Poll.

ÅDo we really need incident response management?

ÅThe language of incident response  - definitions 

ÅRisk appropriate response

ÅReporting and response framework

ÅBest practices/lessons learned

Overview
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Disclaimer

Potential Unauthorized Exposure of PII and/or PHI

Business Disruptions

IPS/IDS Alerts Help Desk Tickets

Data Corruption Natural Disasters

Audit Log Analysis

DoS Attacks

Malicious Code

Scans/Probes and Attempted Access

Not Our Topic
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ÅAlthough a security incident generally encompasses any compromise of 

an assetôs Confidentiality, Integrity, or Availability, this talk considers the 

response process from the point in which there is a potential 

compromise to the Confidentiality of Personally Identifiable Information 

(PII) or Protected Health Information (PHI). 

ÅThe day-to-day handling of software-defined alerts and the common 

scans/attacks that are handled automatically by security information and 

event management (SIEM) products are Not considered in this talk until 

analysis reveals the potential compromise to the Confidentiality of 

PII/PHI.

Disclaimer
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Incident Definition ïIDS/IPS?

The Global State of Information Security® Survey 2015

Not Our Topic

http://www.pwc.com/gx/en/consulting-services/information-security-survey/index.jhtml
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Letôs Take a Poll. Thumbs Ready?
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1. Having a documented incident response process is optional for 

most organizations. 

2. An incident management process is a decision support aid, not a 

decision making tool.

3. Establishing an Incident Response Team before an incident 

occurs will positively influence how incidents are handled.

4. Most security experts say it's not a matter of if your organization's 

data will be breached, but when. 

5. There are two kinds of organizations, the ones that have been 

breached and know it, and the ones that donôt know it.

6. Speed of response is all that really matters when dealing with a 

data breach.

7. Data breaches, isnôt that why we have cyber insurance? 

Thumbs Up or Thumbs Down



8© Copyright 2015 Risk Based Security, Inc. All Rights Reserved

8. Prevention seems to be a losing battle, we may be better off 

focusing some money on detection, response, and recovery. 

9. Preparing for something that may never happen is a waste of 

money. 

10. Incident management can impact the level of risk to your business, 

brand, and reputation.

11.The goal of incident response is to handle the situation in a way 

that limits damage and reduces recovery time and costs.

12.Standard definitions of data breach terms have been applied 

across all industries.

13.The nature and severity of unauthorized access to data should 

determine the response.

14.An organization can be too quick to notify regarding a data breach.

Thumbs Up or Thumbs Down



But, Do I Really Need to Be Concerned 

With Incident Management?

Not just security, the right security.
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Todayôs Reality ïNew Exploits

110,891 Vulnerabilities currently tracked
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ÅHIPAA

ÅHITECH

ÅGLBA

ÅFFIEC

ÅISO 20000

ÅISO 27002

ÅISO 31000

ÅISO 22301:2012

ÅNIST SP 800-61

ÅFederal Trade Commission (FTC)

ÅFISMA

Å ThePersonal Information Protection and 

Electronic Documents Act

Å EU General Data Protection Regulation

Å PCI DSS

Å COBIT

Å ITIL

Å Statesô Data Breach Notification Laws

Å 12 CFR 748 ïAppendix B

Å Office of Civil Rights

Regulations/Standards Demand It
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ÅDepartment of Health and Human Servicesô Office for Civil Rights 

(OCR) and the Federal Trade Commission (FTC) grew the scope of 

cyber regulatory investigations and penalties levied in 2014.

ÅOCR announced its largest fine ever in 2014, $4.8 million, levied 

against a hospital for a HIPAA violation affecting 6,800 individuals. 

ÅMany cyber regulators focus as much time on how an organization 

prepared for and responded to an event as they do on the 

circumstances that allowed the event to occur. 

Å Regulators are beginning to view cyber insurance as an indicator of an 

organizationôs cyber risk maturity and as reassurance that sufficient 

assets and expertise will be brought to bear should an incident occur.

Regulator Activity

March 30, 2015 | CFO.com | US
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Å The FTC announced its 50th data-breach settlement in 2014 - intends 

to actively investigate and penalize corporations for data breaches;

Å California Department of Public Health announced a record 22 

settlements in 2014, 2015 is on pace to set new record, (8) so far; 

Å The FTC announced a $10 million fine in 2014 against two regional 

telecoms for not properly securing customer information; and

Å TheFederal Financial Institutions Examination Council launched a pilot 

audit program in 2014 to review the cyber security of more than 500 

banks and credit unions. 12 CFR 748 ïAppendix B

Regulator Activity

March 30, 2015 | CFO.com | US
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Convinced Yet? 

110,891 Vulnerabilities currently tracked

Over 121,000 Vulnerabilities Tracked

You

Bad Guys, Regulators 



Some Common Definitions

Not just security, the right security.
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ÅThe activities that address the short-term, direct effects of anincidentand 

may also support short-term recovery. NIST SP 800-53 

ÅCapability to effectively manage unexpected disruptive events with the 

objective of minimizing impacts and maintaining or restoring normal 

operations within defined time limits. ISACA

ÅThe management and coordination of activities associated with an actual 

or potential occurrence of anevent that may result in adverse 

consequences to information or information systems. NCSD Glossary

Defining Incident Response 



Definitions for Response Escalation

Event

Vulnerability

Incident

Breach
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Some Definitions of ñEventò

ÅAn information security event is an identified occurrence of a system, service 
or network state indicating a possible breach of information security policy or 
failure of safeguards, or a previously unknown situation that may be security 
relevant. AN/NZSISO/IEC 18044:2006

ÅAn eventthat results in the unauthorized disclosure, misuse, alteration or 
destruction of member information or member information systems. (NCUA, 
Part 748, Appendix A)

ÅEvent-Any occurrence which is not part of the standard operation of a 
service and which may cause an interruption to, or a reduction in the quality 
of that service. (ITIL)
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Some Definitions of ñEventò

Å EventïOccurrence or change of a particular set of circumstances.

ÅCan be one or more occurrences, and can have several causes.

ÅCan consist of something not happening.

ÅCan sometimes be referred to as an ñincidentò or ñaccidentò.

ÅEvents without consequence may be referred to as a ñnear Missò, 

ñincidentò, ñnear hitò, or ñclose Call:. (ISO 22301:2012)


