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‘ Incident Response Management

Controlled Escalation, Not a Fire Drill
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Disclaimer

Although a security incident generally encompasses any comprot
an assetos Confidentiality, I
response process from the point in which there is a potential
compromise to the Confidentiality of Personally Identifiable Inforn
(PIl) or Protected Health Information (PHI).

The dayo-day handling of softw@gened alerts and the common
scans/attacks that bamdled automaticallgdguritynformation and
event management (Slafgldlucts are Not considered in this talk un
analysis reveals the potential compromise to the Confidentiality o
PII/PHI.
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Incident DefinitinlDS/IPS?

pwc

The total number of security incidents detected
showed an over 2013.
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http://www.pwc.com/gx/en/consulting-services/information-security-survey/index.jhtml
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Thumbs Up or Thumbs Down

1.

2.

Having a documented incident response process Is optiona
most organizatioQ

An incident management process is a decision support aid,
decision making t€

Establishing an Incident Responséééam an incident
occurwillpositively influence how incidents are Idled.
Most security experts say it's not a matter of if your organiz:
data will be breached, but v):n

There are two kinds of organizations, the ones that have be
breached and know it and 1
Speed of response is all that really matters when dealing w
data breactCd

Data breaches, isnot @Qhat
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Thumbs Up or ThurDosvn

8. Prevention seems to be a losing battle, we may be better c
focusing some money on detection, response, and€Jcover

9. Preparing for something that may never happen is a waste
money)

10. Incidenmanagemenan impacthe level of risk to your busines
brand, and reputation. O

11. Thegoalof incident responstifandle the situation in a way
that limits damage and reduces recovery time a© costs.

12. Standard definitions of data breach terms have been applie
across all industri()

13. Thenature and severity of unauthorized access to data sho
determine the respor@..

14. An organization datoo quick to notify regaetiagabreach
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But, Do | Really Need to Be Conce
With IncideManagement?




Today oisDatlR Breathest vy

1,200,000,0006 3500
RECORDS

1,000,000,000

INCIDENTS

2500 R,
800,000,000

2000 EERecords
—+—|ncidents

1500 — Expon. (Records
—Expon. (Incident:

1000

600,000,000

400,000,000

2015 YTD as of May 31 st

500 1,026 Incidents
191,826,978 Exposed
Records

200,000,000

2006 2007 2008 2009 2010 2011 2012 2013 2014

W? EISI‘UBESEQ © Copyright 2015 Risk Based Security, Inc. All Rights Reserved 10



Today 6isNewREXpldits t SiyinDB

Software Vulnerabilities

New Vulnerabilities

8183

Over 121,000 Vulnerabilities Tracked

2006 2007 2008 2009 2010 2011 2012 2013 2014
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Regulations/Standards Demand It

HIPAA HIPAA ThePersonal Information Protection &
HITECHmMP"W', Electronic Documehts *
GLBA EU General Data Protection Regulati
FFIEC
PCI DSS Jel) 233

ISO 20000 e

. COBIT
ISO 27002 P
ISO 31000 TIL '
1ISO 22301:2012
NIST SP SOl I\Nl!SF St ateso Data Brec

Standards and Technology

Federal Trade Commission (FTC)" 12 CFR 748Appendix B
FISMA Office of Civil Right ..

o~
k‘ —,% FEDERAL TRADE COMMISSION
Sy * Office

:‘..[“-',
o/ PROTECTING AMERICA'S CONSUMERS § for
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Regulator Activity

Depart ment of Health and Huma
(OCR) and the Federal Trade Comnti3<iggréw the scopé
cyber regulatory investigationgearadtiekevied in 2014.

OCRannounced il@rgest finever in 20144.8 milliotevied
against a hospital for a HIPAA violation affecting 6,800 individuals

Manycyber regulatdicus as much time on how an organization
prepared for and responded to amaswveely do on the
circumstances that allowed the event to occur.

Regulatorare beginning to vi@ueer insurance as an indicator of an
organi zat i on @ asrgatsarancerthatsufficianta t
assets and expertise will be brought to bear should an incident o«

March 30, 2015 | CFO.com | US
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Regulator Activity

The FT@nnounced iBthdatabreach settlemem®2014 intends
toactively investigated penalize corporations fobozdahes;

Californi®epartment of Public Health annoursmmida?2?2
settlements in 202815 i®n pace teet new record, (8) so far;

TheFTCannounced&l0 million fime 2014gainstwo regional
telecoms foot properly securaugtomeanformation; and

TheFederal Financial Institutions Exam@atiaclaunched a pilot
audit program 2014 to revi¢he cyber security of more than 500
banks and creditions. 12 CFR 748ppendix B

March 30, 2015 | CFO.com | US
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Convinced Yet?
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Some Common Definitions




Defining Incident Response

The activities that address thetshuartdirect effects ommrdenand
may also support shenn recoveNIST SP S8E&B

Capabilitio effectively manage unexpected disruptive events with tl
objective of minimizing impacts and maintaining or restoring norms
operations within defineditmis. ISACA

The managemeamtd coordination of activities associated with an ac
or potential occurrence a@vamt thahay result in adverse
conseguences to information or information BS&IInGlossary
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Definitions for Response Escalation

Breach

Incident



An information secuwgitgnis an identified occurrence of a system, ser
or network state indicating a possible breach of information security
failure of safeguards, or a previously unknown situation that may be
relevantAN/NZ3SO/IEC 18044:2006

Aneventhat results in the unauthorized disclosure, misuse, alteratio
destruction of member information or member informatioNG{sems.
Part 748, Appendiy A

Event Any occurrence which is not part of the standard operation of
service and which may cause an interruption to, or a reduction in th
of that servic@TID
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Event Occurrence or change of a particular set of circumstances.
Can be one or more occurrences, and can have several causes.
Can consist of something not happening.

Can someti mes be referred to

Events without conseguence ma
Al ncident o, nAOR223012)I2o, or Ac
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